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Terminology

When discussing software, terminology can have different meanings and can be interchangeable and

vague. For the purpose of this document, we use the following set of common terms and definitions.

Term | Definition

A framework that integrates scientific models, built for different purposes, into a larger

Software structure capable of addressing a broader question or decision support need. Software
Integration integration frameworks may or may not have a graphical user interface (GUI) and are
Framework typically platform independent. Software integration frameworks require model or

module packages.
An application that integrates scientific models, built for a specific purpose, to address a

Software specific and somewhat narrowly defined question. Software applications typically have
Application a GUI that is tightly coupled with its underlying software models and are typically

platform-specific. Many applications utilize models or dynamic link libraries (.dll).

The source code, or model calculation software that performs a specific mathematical
Model ; : )

algorithm. Models are command-line driven and have no GUI.
Module A collection or grouping of mathematical models.

Model or Module

A package of software code containing model calculation software, metadata, and some
kind of model implementation (e.g., wrapper) to allow one model (model package) or a

Package collection of models (module package) to communicate with a larger software integration
framework.
Scientific
e ) The underlying modeling framework used by the IFTDSS application
Framework ’
(SMF)
SMF-Modeling | The application binary interface that describes the low-level software interface between
Binary Interface | a model and the SMF. The SMF-MBI defines how a model can communicate with the
(SMF-MBI) SMF.
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Introduction

In 2011, an interagency Information Technology (IT) working group was assembled and asked by Kim
Thorsen, Deputy Assistant Secretary, Department of the Interior (DOI) and Jim Hubbard, Deputy Chief,
USDA Forest Service, to study the interagency IT problems and present a report with recommended
actions. The following is taken from Implementing the National Wildland Fire Enterprise Architecture
Blueprint, submitted by Jim Douglas and John Phipps, accepted by Kim Thorsen and Jim Hubbard, dated
July 15, 2011:

In summary, at present there is no overall governance of wildland fire investments, no agreed
upon vision or strategy for making future investments, and limited standards or protocols for
data and management. Each agency maintains separate, parallel organizations. The NWCG
provides some coordination of user requirements and voluntary standards. The decision space
of each organization is limited. A number of applications provide important support to wildland
fire planning and operational activities. But significant inefficiencies exist in sharing of data,
project management, and application support. There is no consensus view on business
requirements and priorities, nor is there an agreed upon strategy or vision to guide new
investments or evaluate the efficacy of current investments. Changing the governance,
strategies, and organizations necessary to achieve the stated goal of the Blueprint to operate as
“a virtual single agency” will require sustained senior level management commitment as well as
investing in significant changes in long-standing cultural norms for the agencies and for
interagency structures.

In short, this report confirmed the “software chaos” problem experienced by the DOI agencies and
Forest Service.

Following a strategic assessment, in 2009 the JFSP undertook development and testing of an Interagency
Fuels Treatment Decision Support System (IFTDSS) focusing on the inter-agency hazardous fuels
reduction (HFR) program. The IFTDSS software integration framework provides a demonstrated
technical solution to create a standard and effective process for organizing current standalone scientific
software tools so that data management inefficiencies are eliminated, and project management and
functional application support is enhanced. There are approximately 500 fire and fuels-related
databases, reporting systems, and software applications. Two independent surveys of fire and fuels
field users reported that of these 500 databases, reporting systems, and software application,
approximately 30 of them have a significant user base and provide important support for wildland fire
planning and operational activities at the current time. The first goal of the IFTDSS software integration
project was to organize and integrate many of the 30 most commonly used data sources and software
applications into a sequence of activities that resulted in the completion of mission critical work as
defined by field users.

Furthermore, the IFTDSS software integration framework serves as an example and stepping stone
toward a larger interconnected “system-of-systems” vision. The vision is that the management
community will access modeling, analysis, information and reporting needs through a small number of
interconnected software integration frameworks defined and organized by fire and fuels management
business needs. For example, the BlueSky Framework (BlueSky) and Wildland Fire Decision Support





System (WFDSS) can also be considered software integration frameworks, each serving a different
business need within the fire and fuels domain. Each software integration framework has access to a
common virtual library of component computational models and tools. IFTDSS is intended to
demonstrate the viability and value of this concept by integrating access to many of the models and
tools available to fuels planners through one GUI organized by workflows identified by the users.

For more detailed information about the JFSP Software Tools and Systems (STS) study, readers are urged
to review the many documents that have been generated by the STS study published on the website:
www.frames.gov/iftdss.

Document Objective

This document is intended to provide information and guidance to members of the fire and fuels
sciences and software tool development community who are interested in linking their existing or new
software tools for hazardous fuels reduction planning and management into the IFTDSS software
integration framework.

What'’s In It for Me as a Developer?

Most of the hundreds of existing fire and fuels related scientific models and software applications have
been developed by scientists and software developers employed by the Forest Service or a DOl agency.
Developing and delivering software applications is motivated by the desire to transform original
scientific research results into tools that users can deploy in supporting mission critical work. Software
application development, deployment, maintenance, and user support operations are expensive and
challenging to do well. Resources that field and support a good software application often compete
with resources available to perform new research. Many development teams report that the cost of
developing a software application and the overhead to support it (user training and the long-term
updates and maintenance costs) are greater than simply coding the underlying mathematical algorithms
into software models.

The IFTDSS software integration framework concept will reduce the overhead associated with
developing and maintaining software applications and offers developers substantial benefits, including:

e Software Development Time and Cost Savings

- Enables scientists to program new mathematical algorithms into software models (in a
variety of programming languages) without the need to develop and maintain a software
application to drive the models

- Allows developers to concentrate available resources on improving the scientific integrity
and functionality of software models

- Provides developers with software-software communications standards, which allow
developer-friendly packaging of the software models into model packages that can be
used by larger software integration frameworks (i.e., IFTDSS)
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- Allows developers to retain responsibility for maintenance and error correction internal to
their software models and modules (IFTDSS project team is responsible for overall system
maintenance, development of the GUI, and error correction)

e Access to an Established User Community

- Provides developers with instant access to a large user community
- Provides mechanisms to collect user feedback routed through the framework system
— Automatically sends usage reports to developers periodically

e Autonomy and Ownership

- Enables developers to maintain control and ownership of the software model or module
they place into the IFTDSS framework

- Provides developers as a group continuous access to the IFTDSS project team and enables
great freedom to influence how their software tool is being used within the framework

— Allows developers to retain the freedom to specify unique and non-standard ways that
certain users can use their software tool

- Allows developers retain responsibility for producing and maintaining documentation
specific to the internal operations of their software tool (IFTDSS project team is
responsible for user training and coaching of the overall system)

- Allows developers to retain responsibility for communicating current scientific limitations
of their software tool and suggesting what is reasonable and not reasonable for field users
to do in their fuels treatment analyses

- Allows developers to retain the freedom to brand their models with images, logos, or
other differentiating information

A Brief Introduction to IFTDSS — Business Needs and Workflows

IFTDSS is a web-based, software integration framework that manages pre-existing and newly developed
software models and their required data needs to analyze and support decisions about fuels
management to mitigate wildfire risk.

In IFTDSS, software models are organized and made available to users in three ways: (1) by IFTDSS
workflows, (2) by model developer(s), and (3) by all models available in the system grouped by model
type and the outputs each produces.

IFTDSS Workflows

Prior to the development of the IFTDSS framework, extensive field user input resulted in the
identification of four workflows that meet the business needs of fuels treatment planners:

1. The Hazard Analysis Workflow is used to identify potentially hazardous areas across a
landscape. The focus of this workflow is to identify areas across a landscape where fuels





treatment analysis may be warranted based on potential fire hazard. IFTDSS provides tools that
support this workflow.

2. The Risk Assessment Workflow provides a first-approximation probabilistic risk assessment for
fuels treatment planning.

3. The Fuels Treatment Workflow (a) simulates fuels treatment placement in areas of high fire
hazard within an area of interest, (b) simulates post-treatment influences on fire behavior and
fire effects potentials, and (c) evaluates the temporal durability of fuels treatments, that is, how
long, in years to decades, a treatment will continue to reduce adverse fire behavior and fire
effects within an area of interest.

4. The Prescribed Burn Planning Workflow provides the information needed to plan and
document a proposed prescribed fire. IFTDSS provides tools that support this workflow; with
these tools, users can

o calculate the probability of ignition from lightning or a firebrand
o assess and calculate fire behavior

o assess and plan fire containment

o calculate fire effects

o create a prescribed burn plan (including printing out a Word document with many
elements filled in by IFTDSS)

These workflows have been implemented in IFTDSS Version 2.0. An IFTDSS workflow is a user defined
sequence of hazardous fuels reduction planning activities that result in the completion of a mission
critical task. Many standalone, desktop, software applications are available to field users to assist in
hazardous fuels reduction planning; however, these applications are isolated from each other. This
means that they cannot easily share data among themselves nor is the data in the same format. The
scope of these existing software applications is typically smaller than the scope of the mission critical
task users need to perform. This requires users to manually “string together” the existing software
applications in an ad-hoc sequence. Users stressed the need to automate this sequencing of software
applications in such a way that organizes the tools needed to perform a specific task into a logical
workflow. Fuels specialists repeatedly said their job focus is to perform mission critical tasks such as
prescribed burn planning, hazard analysis, or risk assessment; however, they do not view their job
responsibility as becoming expert in any particular software application.

Model Developer(s)

In our interactions with the scientific model developer community, we have discovered that while the
IFTDSS workflows (and the organization of models within each workflow) may serve the fuels planning
community, it may or may not meet the needs of the model developers themselves, who often have
different use cases for their models. To better meet the needs of the developer community, we have
created the option to organize tools by model developer(s). For example, IFTDSS currently provides
access to the Fuels Characteristics Classification System (FCCS) and Consume models developed by the





Fire and Environmental Research Applications (FERA) Team with the individual models organized based
on feedback and direction from the FERA Team. This provides the FERA Team with more direct access to
their models, organized in a way that better meets their needs and use cases. The FERA models are also
available to other IFTDSS users within the IFTDSS workflows.

All Available Models

Another set of users expressed the need to be able to have direct access to the individual models from a
pick-list to quickly get at a particular output set of data without following the sequence of steps that a
workflow would entail.

Despite how the individual models are organized within IFTDSS, the advantage to all users is that IFTDSS
provides access to many individual software tools, all in one central place, available through a single
user interface, with consolidated and coordinated data management processes. Therefore, IFTDSS has
been designed to accommodate a variety of user needs.

For further documentation and reports about the IFTDSS project, see the project website at
www.frames.gov/iftdss . The most recent version of IFTDSS can be found at iftdss.sonomatech.com.

Developers of existing or new software models that are interested in adding their tools to the IFTDSS
software integration framework are encouraged to contact Mike Rauscher at mrauscher@bellsouth.net

or Stacy Drury at sdrury@sonomatech.com.

A Brief Introduction to the IFTDSS Software Integration Framework

IFTDSS is a service-oriented architecture (SOA) software integration framework for managing and
integrating scientific models and data. The IFTDSS software integration framework consists of three
layers: (1) the IFTDSS Web Application, (2) the Scientific Modeling Framework (SMF), and (3) the
scientific models available within the system (Figure 1).
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Figure 1. The IFTDSS software integration framework architecture.

The SMF is the backbone of the framework that encapsulates the scientific models and their data. The
IFTDSS Web Application allows users to interact with the data and models available within the system
and is very loosely coupled with the SMF. The IFTDSS web application takes user input and uses it to
drive the SMF services, triggering and monitoring the execution of SMF models, and presents the
model’s output data to the user in the form of data tables, graphs, and maps.

As models are added to the system, they are bundled as model packages and registered within the SMF.
The IFTDSS Web Application exposes the model to the user through the GUI. As new models are added,
the corresponding GUI screens that accompany them are generated dynamically, reducing the amount
of time required to modify the GUI as models are added or removed.

The core of the SMF is written in Java (based on the Java 6 platform) to be portable across operating
systems. The SMF has a comprehensive application programming interface (API) and can natively
interact with models written in either Java or Python. The SMF can interact with any other
implementation technology through the use of a Java or Python wrapper. For a more detailed
discussion of the IFTDSS software integration framework, please refer to Appendix A.

Bringing a Model into the IFTDSS Framework

All interaction between the IFTDSS framework and a model is accomplished through the SMF. The SMF
is designed to interact with model packages. The SMF model binary interface (SMF-MBI) describes the
low-level software interface between a model and the SMF; that is, it defines how a model can
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communicate with the SMF. Software code that implements the SMF-MBI is called the SMF Model
Implementation (SMF-MI). Generally, a model package contains the compiled model calculation
software, the SMF-MI, metadata, and an XML file that describes each model within the model package,
the model parameter values and model inputs and outputs.

There are two possible scenarios for how a model can be used by the SMF framework, and thus by
IFTDSS. Either:

1. The model calculation software directly implements the SMF-MBI without the use of a wrapper;
or

2. A wrapper is developed that implements the SMF-MBI and communicates with the model,
either by invoking it as a separate program or by communicating with it via a network service
(i.e., web service).

In either case, some piece of software is needed to implement the SMF-MBI. We call this piece of
software the SMF-MI. The core of the SMF is written in Java (based on the Java 6 platform) to be
portable across operating systems. Currently, SMF can natively interact with model implementations
written in either Java or Python, and can interact with any other implementation technology through a
Java or Python wrapper.

There are currently two common choices for the SMF-MBI:

1. For a model coded in Java — The model package contains a .class file containing bytecode for a
Java class that implements the com.sti.smf.core.Model interface. This Java class is the SMF-MI.
In the models.xml file, the model is represented as <type>java</type> and the
<implementation> tag contains the fully qualified Java class name of the MI. (Note that this is
currently the most commonly used MBI).

2. For a model coded in Python — The model package contains a .py file containing a Python class
that derives from the com.sti.smf.core.Model type. This Python class is the MI. In the
models.xml file, the model is represented as <type>python</type> and the <implementation>
tag contains a reference to the specific class in dotted notation.

In each case, the models.xml file describes the input and output parameters and the spatial “aperture”
of the model input and output. The “aperture” defines the size of a model’s unit of work. Models may
operate on a single coordinate at a time, all of the coordinates in a given data set, or something in
between. The SMF-MI implements a fixed programming interface to receive input data and to provide
output data. It should be noted that the IFTDSS and the SMF are currently under development and in
future there may be additional ways to implement the SMF-MBI as new models are added to the
framework.

Here are examples of how the SMF-MI can be applied:

o Method A — The SMF-MI may implement the model calculations directly. In this case, the
SMF-MI and the model calculation software are the same software.





e Method B — the SMF-MI executes a command-line program written in any language. In this
case, the command-line program is the model calculation software and the SMF-MI is a wrapper
forit. Commonly, the wrapper will write input files for the model calculation software execute
the program, and then read in model results from output files created by the model calculation
software program. (Note that this is currently the most commonly used mechanism.)

e Method C — the SMF-MI could contact a remote service across the Internet (e.g., a web service),
pass input data to it, and retrieve model results from it. In this example, the remote service is
the model calculation software and the SMF-Ml is a wrapper for it. In this case, the model
package does not need to contain the model; it only needs to be able to communicate with it.

The following guidelines will help streamline the integration of both new and existing models into
IFTDSS:

¢ Modularize the model and model calculation software. Separate all of the model calculation
code from any input or output data processing steps, and expose as simple an entry-point as
possible. For example, if the model calculations can be enclosed in a single function call, a single
class, etc., that will make integration with IFTDSS (and other larger software frameworks) much
easier.

e Separate the underlying model calculation software from the GUI. Implement model
calculations to minimize external dependencies (i.e., specific operating systems or external
libraries including GUI systems) if possible. Use open source software over proprietary software
when possible. Select a platform-independent development language (Java, Python, etc.).
When third-party dependencies are necessary, document them thoroughly.

¢ Provide a command-line driven model interface. Provide a way to run all model calculations in
batch mode from the command-line and ensure that the model produces results comparable to
the interactive mode (i.e., GUI-driven application). Building a model with a command-line
interface is useful for testing purposes.

¢ Document model interactions. Thoroughly document any interactions a model will have with
other instances of itself running concurrently. If multi-threading or multiple processes are
utilized, try to ensure that the code works safely if and when other copies of the model are
running at the same time.

Specific Guidelines for Bringing a New Model into IFTDSS

If you intend to develop a new model for integration with IFTDSS, you must first decide whether the
model calculation software will natively interact with SMF, or whether there will be a wrapper to
interface between the model calculation software and SMF.

If you are comfortable developing in either Java or Python, then simply develop the model calculation
software using either of these programming languages and a wrapper will not be needed. If you already
have existing libraries of code that you would like to leverage, or if you prefer to code in a programming
language other than Java or Python, then the model calculation software can be coded in a different





language (e.g., C or Fortran) and a wrapper can be developed using Java or Python. Please refer to

Appendix B for more detailed instructions and pseudo code for bringing a new model into IFTDSS.

To create a new model and corresponding IFTDSS model package, follow these steps:

1.
2.

6.

Develop the model calculation software in Java, Python, or a different programming language.
Document the input and output parameters and model properties.

Create the models.xml file and populate it with information about the model and its parameters
(i.e., input and output variables). Refer to Appendix B for an example of an .xml file.

Create the model implementation (SMF-MI) and test that it works as intended. If the model
calculation software is developed in Java or Python, the SMF-MI will be part of the model
calculation software code. If the model calculation software is developed in a different
language, the SMF-MI will be a wrapper coded in Java or Python.

Assemble the model calculation software, the models.xml file, the SMF-MI, and any supporting
documentation, as described in Appendix C, into a model package.

Test the model package with the Model Test Harness' to ensure it works as intended.

Specific Guidelines for Bringing an Existing Model into IFTDSS

For discussion purposes, we have used the First Order Fire Effects Model (FOFEM) as an example.

Please refer to Appendix A for more detailed instructions and pseudo code for bringing an existing

model into IFTDSS. Follow the steps below to convert an existing model into an IFTDSS model package:

1.

Create a command-line driven, batch mode version of the model - To bring an existing model
into IFTDSS, first create a version of the model that can be run in batch mode through a
command-line interface. For example, the FOFEM batch mode model is command-line driven
and accepts a series of input parameters in a text input file and produces output values in a
different text file. The model calculation software is the existing command-line program. If the
model only exists as an interactive desktop application with a GUI, then the first step is to
separate and extract the model calculation software from the application or build a batch-mode
edition of the model. (Note that in some cases this may be a non-trivial undertaking, but it is a
necessary prerequisite.)

Develop the SMF-MI - When the command-line driven model calculation software is ready, you
will need to develop a new piece of software to implement the SMF-MI. This new piece of
software will be the wrapper for the model calculation software.

a. The first step in developing a SMF-Ml is to determine the number of models that are
contained in the model calculation software. For example, the FOFEM batch mode

' The IFTDSS development team is currently working on developing the Model Test Harness, which will be part of a

Model Developer’s Kit in the future.
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program contains multiple models: a model of consumption and emissions, a soil
simulation model, a tree mortality model, and a post-fire injury model. Each of these
represents a different model from the standpoint of SMF, even though they share
implementation details.

b. The next step is to identify the parameters that the model accepts as input and
produces as output. Model inputs can be divided into two categories: model inputs
and model properties. Model inputs are required values that a model needs to produce
output data. Model properties are model configuration settings that a user typically
selects when setting up model run (e.g., which equations a model will use, how many
times a model will be run, etc.). The set of values that the model accepts as input
should be identified and documented. IFTDSS currently supports three types of model
input parameters: integers, floating point values, and enumerated values. Each model
parameter has information associated with it: a name which is used internally by the
model calculation software; a display name which is displayed to the user through the
IFTDSS GUI; a type which can be “int,” “float,” or “enum,” and a unit; which is the
default unit of measure for a parameter. Additionally, a parameter may also have a
description that IFTDSS can display as help when a user scrolls over the parameter
through the IFTDSS GUI. Parameters may also have a default value, validation rules to
determine valid or invalid values (e.g., limiting the range of legal values to a specific
minimum and maximum value). Enumerated parameters must be presented as a list of
values that can be selected by the user through the IFTDSS GUI through a drop-down
selection tool. The model input parameters, input parameter metadata, and model
properties are described in an XML file called models.xml.

c. The next step is to create the SMF-MI using a class in the Java programming language.
This is the approach that was used for the FOFEM model. The class must be compiled
against the smf-core.jar library and implement the com.sti.smf.core.Model interface.
For convenience, this class may also inherit from the com.sti.smf.support.AbstractModel
class, which will reduce the amount or simplify the code that needs to be written. The
most important part of the SMF-MI is the execute method. This method takes two
objects as parameters: a ReadableClump object, which represents the current values of
all input parameters, and a WritableClump object, which stores the values of the model
output parameters. The execute method is responsible for performing the actual model
calculations. In the FOFEM example, the execute method writes values from the
ReadableClump to a FOFEM input file, after which it executes the FOFEM batch mode
command-line program, and then reads in the results from the FOFEM output file and
records those results in the WritableClump.

d. Compile the SMF-MI using the Java compiler (javac).

3. Assemble the IFTDSS model package, which will contain:

a. The command-line executable (in this case, the fof-bat.exe program) version of the
model calculation software.
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b. The models.xml file.

c. The SMF-MI (in this example, a Java class) for each model described in the models.xml
file.

d. Any other data files that are needed (e.g. additional Java classes, or other data files used
by the command line program, etc.).

e. Metadata such as model information, model developer contact information, user
resources and documentation. The required metadata is described in Appendix C.

The resulting IFTDSS model package file should be saved as a .zip file and named using the following
nomenclature: “modelname-model.zip.” In the FOFEM example, the model package filename is
“fofem-model.zip.”

To facilitate the process of compiling the Java source code for the wrapper, running tests, and

assembling the model package, you can use a build tool such as the Maven build tool for Java, which
integrates well with a large ecosystem of other Java tools. Alternatively, a simple Makefile may also
work. Once the package is created, you can test it using a utility called the SMF Model Test Harness.

The IFTDSS Model Developer’s Kit

In the future a Model Developer’s Kit will be prepared that contains more detailed documentation on
the model package formats, the SMF API, and a description of the steps necessary to develop and
implement models within IFTDSS. The Model Developer’s Kit will include:

o Instructions for developing a model package for integration into IFTDSS — detailed instructions
will be provided describing the different ways in which a model can be integrated within IFTDSS.

o Model package examples — examples will be provided showing different options for developing
model packages. Model package examples will include:

- Model calculation software example

- XML file example

- SMF-MI example

- A model creation template — a template will be provided to assist the developers of new
models to program them in a format that can be easily integrated with the IFTDSS
framework

- Model metadata example

o Model test harness — a command-line driven model test harness will be provided to allow
developers to test their model packages prior to integrating them with IFTDSS.

e User help instructions — instructions will be provided explaining how to provide user help
documentation for integration with the online help system.
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Current Models and Data

IFTDSS Version 2.0 currently provides access to models that support these four workflows:

e Hazard Analysis

e Risk Assessments

e Fuels Treatment

e Prescribed Burn Planning

Table 1 lists the models that are currently implemented within the framework and the workflow(s) that
each model supports.

Table 1. List of models/modules that are currently implemented in the IFTDSS framework, the
workflows they are implemented in, and the method used for the SMF-MI. Method A is direct
implementation, method B is through a model wrapper, and method C is a web service call to a

remote system.

Workflows
so |2
Model g :g % :g % g
Models Implementation =72 Eg = m
Method a3 89 b g
§0| 86 | 85|80
o c LS |FE|ETE
SE| S8 |2E |3t
35| 25| 38|28
IO x o Lo (oo
FlamMap Fire Behavior Model B X X X X
FBSDK Modules as Implemented in BehavePlus .
A or B depending on
(SURFACE, SIZE, CROWN, SAFETY, SCORCH, IGNITE, model X
CONTAIN, SPOT)
First Order Fire Effects Model (FOFEM) B X
Consume B X X X
Fuel Characteristic Classification System (FCCS) A X X X
RANDIG-FlamMap B X X X
Fire Emission Production Simulator (FEPS)] B X
FlamMap-Minimum Travel Time (FlamMap-MTT)] B X X X
Open Forest Vegetation Simulator (OpenFVS) B X X X X
Stand Visualization System (SVS) B X
FireFamily+ A or B depending on X
model
Wind Ninja B X X X X
OptFuels B X
VSMOKE via the BlueSky Framework C X
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The following data are supported in the current version of IFTDSS:

1) LANDFIRE based raster data

e Landscape (LCP?) data
Fuel model
Canopy Cover
Canopy Bulk Density
Canopy base height
Canopy height
Aspect
Slope

o Elevation

e FCCS®standard fuel bed layer
2) FCCS point fuel bed data that are editable and customizable
3) Tree-list data

e National Tree-List Layer (NTLL)

e Spatial Data Analyzer output

O O O O O O

e Forest Vegetation Simulator (FVS) output
e User created tree-lists (stand data)
4) Digital Photo Series (DPS) fuel loading data

’The Landscape (.LCP) file is a multi-band raster format used by wildland fire behavior and fire effect simulation
models such as FARSITE and FlamMap.

® Fuel Characteristic Classification System.
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Appendix A
The IFTDSS Software Integration Framework

Al The IFTDSS Software Integration Framework

The Interagency Fuels Treatment Decision Support System (IFTDSS) is a software integration framework
that provides organization of scientific data and models that support the inter-agency hazardous fuels
reduction (HFR) program.

A2 What Is the Scientific Modeling Framework?

The IFTDSS software integration X

framework uses the Scientific Modeling
Framework (SMF), a service-oriented
software architecture (SOA), for managing

and integrating scientific models and data.

SMF Dynamic Web User Interface Library
for Model Pathways

The SMF is service-oriented in that it is
composed of separate units, or services,
that are loosely coupled and communicate SMF Core
with each other over nework protocols
(Figure A-1). The SMF consists of:

. . SMF SMF SMF SMF
e acore software design and library;

Executive Data Storage Aquisitor Model Host

e aset of scalable service

implementations for managing

I
metadata, data, and models; and
e asuite of tools and support libraries Wesdl | Ll
for application and model

development. Software Integration Framework

Figure A-1. Diagram of the Scientific Modeling Framework.

SMF software services encapsulate scientific models and their data, compartmentalizing them from each
other and from end-user applications such as IFTDSS. SMF services and models operate through
programmatic interfaces. The graphical user interface (GUI) is left entirely to the application and only
very loosely coupled with the SMF, allowing all user interaction with models to be mediated by the
application through the mechanisms of the SMF. For example, the IFTDSS web application takes user
input and uses it to drive SMF services, triggering and monitoring the execution of SMF models, and
eventually presenting the model output data to the user in the form of data tables, graphs, and maps.

A-1





The SMF has four major service components:

o The SMF Executive is a registry for locating SMF service hosts and models. The Executive also
manages other system-wide data about model parameters.

e The SMF Data Storage server manages and stores multidimensional scientific data.

o The SMF Acquisitor imports data from external sources, such as uploaded files or the national
LANDFIRE database.

e The SMF system also includes one or more
Model Hosts, which manage the execution of
models.

A2.1 Models and Model Packages

In the SMF, a single model is defined as the source
code, or model calculation software, that performs a
specific mathematical algorithm and accepts a well-
defined set of input parameters and produces a
well-defined set of output parameters. Each model
also defines an “aperture,” or size of its unit of work. .
Models may operate on a single coordinate at a time, j
all the coordinates in the given data set, or something

in between. The SMF divides up the input data as

needed and performs the model calculations on each

“clump” of data, running model executions in a loop or

in multiple threads as needed.

What do we mean by input and output parameters? Put simply, each parameter defines a single
element or layer of data in the SMF. Example parameters include wind speed, elevation, canopy height,
and flame length. Variations of similar values—for example, “Flame Length,” “Flame Length at Head,”
and “Flame Length at Back” —are treated as distinct parameters, although the SMF can convert between
closely related parameters in some cases. Parameters are not fixed to a specific unit of measure;
instead, whenever models and applications interact with data, the units of measure must be specified
and the SMF automatically converts between units.

Data values for input or output parameters are stored as data sets, which are managed by the SMF Data
Storage server. The Data Storage server provides a database optimized for storing scientific data,
including spatial information.

The SMF system can have one or more Model Host servers, each of which provides an execution
environment for the model calculations. Model Host servers are services within the SOA framework of
the SMF, which communicate with other SMF components across a network. This way, Model Host
servers may be located in the same machine as the rest of the application, or distributed across the
network at other locations.
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The SMF organizes models into model packages. A model package is a specially-formatted ZIP file
containing everything necessary to run the model within the SMF, plus a special XML file describing the
contents of the package. The XML file lists the input and output parameters that each model uses, as
well as instructions for how the Model Host should communicate with the model calculation software.
Currently, the SMF can only communicate natively with model calculation software written in Java,
JavaScript, or Python, but it also supports the use of a wrapper written in one of those languages that
can interface with any other program, such as a command-line batch version of a model. In the future,
other languages and execution environments may be supported as well.model package

A2.2 Pathways and User Interface

So far, we have discussed how the SMF interacts with models, that is, with the actual model calculation
routines. But how do users interact with SMF models? Ultimately, the user experience is controlled by
the application using the SMF. In the case of the IFTDSS application, we use the SMF Web Ul library, an
optional component of the SMF that provides a set of SMF-aware user interface components for use in
web applications (Figure A-2). Web Ul's interface components and user-triggerable actions interact with
SMF elements such as data sets and models, while leaving the application with total control over layout,
data access, and model execution.

SMF WebUI

coCGC miE

¥ F‘alhw:h:.r l'||.ﬁ' (XML
e |

<A/>
<B>

Figure A-2. The SMF Web Ul library builds user interface screens for each step by
reading pathway XML files.

Web Ul components and actions are organized into scripted workflows called pathways, written in XML.
A normal pathway might help the user prepare input data, run a single model, and view output data.
Complex pathways might execute multiple models in sequence and crosswalk data between them.
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Simple pathways can even be used for data preparation or analysis, without running any model
calculations at all. Pathways can also be used to prepare documents.

Pathways comprise one or more steps. Each step consists of one or more components that define the
user interface appearing on a page, as well as any actions that occur when the user completes that page
(normally by clicking the "Next" button). In most pathways, the user must complete the steps in strict
order; in others, such as document preparation pathways, the user can navigate freely to any step.

A2.3 The Purpose of the SMF Design

The design of the IFTDSS application is focused on meeting the needs of the end users — the people who
want to run the models and use the resulting data. The SMF was designed to support the same goals as
IFTDSS, but its design focuses on the needs of two other groups of users: model authors and pathway
authors.

By model author, we mean the scientist or scientists developing the actual model calculations, as well as
their colleagues. We have designed the SMF model package format to be easy to work with, providing a
standardized way of packaging all the files necessary to run the model. We have also developed a
prototype model test harness, a desktop program for opening and running modules outside of the
IFTDSS application. This means that model authors can focus on developing the science behind the
models, and can quickly test model calculations in a research environment. Long term, our goal is to
provide a suite of tools that enable model authors to develop model packages with less effort than it
currently takes to develop a new software application.

A pathway author may or may not be the same person as a model author. Pathway authors should be
people with knowledge of how various models can be used together, so they can design an appropriate
user experience for the pathway as a whole. The SMF allows pathway authors to create a small XML file,
combining existing user interface components to construct the desired user experience. In the future,
we would like to develop additional tools to simplify the process of developing new pathways.

Ultimately, the goal of the SMF is to make the process of maintaining the IFTDSS application as easy as
possible. By isolating the model-specific functionality to pluggable model packages and pathway files,
the core of the application does not have any dependency on any specific model software. This means
that we can easily deploy new models into a running IFTDSS installation, without any modifications to
the IFTDSS application or SMF code.

A2.4 What’s Next?

The SMF is designed for reuse in other similar projects so other tools can be given the capability to use
SMF model packages or other SMF functionality. Likewise, the SMF model package system is designed
for extensibility, to allow models to be written in a variety of programming languages and for a variety
of computing platforms. This also allows the SMF to coexist peacefully with other model development
efforts, providing tools to connect different kinds of components together.
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Rather than attempting to replace existing modeling software, the SMF is designed to become a
general-purpose “glue” to stick existing software components together. And, by separating the parts of
the system that perform calculations from the parts that handle user interactions, the SMF also
encourages a new way of thinking about model development, one that will make possible many more
“mash-up” applications of different models and data.

The SMF is the platform on which IFTDSS is being built. Our hope is that the SMF platform will prove to
be a new foundation for the next level of modeling software.
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Appendix B

Bringing a New or Existing Model into IFTDSS

Introduction

This appendix provides stepwise instructions for implementing a new or existing scientific model into
IFTDSS. The instructions are intended to provide an overview of the software components that are
required to develop a model for the Scientific Modeling Framework (SMF), but they are not
comprehensive and do not cover all the ways in which a model could be developed for IFTDSS. The
Appendix first describes a set of conceptual steps to be considered prior to development. The Appendix
then describes six steps for developing a model for IFTDSS. The description of each step is followed by
an example, where applicable, from the IFT-RANDIG model that has already been added into IFTDSS. In
IFTDSS, the burn probability module (IFT-RANDIG) is a spatial fire behavior tool in which an entire
landscape is analyzed using a single set of wind and moisture conditions and user-defined flame length
classes. The module creates raster maps of overall burn probabilities across a landscape and burn
probabilities at defined flame length classes.

The following steps should be considered before development to help determine the best way to
incorporate a model into IFTDSS.

1) Identify the intended workflow for the model within IFTDSS. Determine the needs of the
intended users and how the scientific model will be used by fuels treatment planners or the
model developer community. The intended workflow may or may not include other models
already available in IFTDSS.

2) Identify whether the model will be added to an existing model package, or set of models, or
whether a new model package will be created. Within IFTDSS, model packages can be specific
to the agency responsible for the models in the package. For example, IFTDSS includes a Fire
and Environmental Research and Applications (FERA) model package containing models
developed by FERA such as the Consume fuel consumption model.

3) Identify whether the model will be developed natively for SMF, or implemented in SMF via a
wrapper class or web service call. There are two ways to develop a model for SMF: (1) natively
(i.e., the model class that implements the SMF-Modeling Binary Interface [SMF-MBI] performs
the scientific model calculations directly, without a wrapper), or (2) by developing a wrapper
class that implements the SMF-MBI and calls the model calculation application either by
invoking an executable or via a web service. This decision is based upon the needs and
capabilities of the model developer, as well as the future development plans for the scientific
model.

4) ldentify the inputs and outputs required for the model. Determine what parameters and
values must be supplied by the user for the model to run. Determine what outputs are relevant
to provide and display to the user after the model has run.

B-1





Development Steps to Bring a Model into IFTDSS

The following six steps describe how to develop a new or existing model for implementation into IFTDSS
by building each component that is required for an IFTDSS model package. Generally, a model package
contains the documentation about the model; the compiled model calculation software; the SMF-MI (a
Java or Python wrapper class); auxiliary data (e.g., lookup tables, .csv files); and an XML file that
describes each model within the model package, the model parameter values, and model inputs and
outputs. The model package can be built by using the NetBeans Integrated Development Environment
(IDE). NetBeans is a freely available, open-source IDE that can be used for application development in
Java, PHP, and C++, and has been used to develop the IFTDSS modeling framework and incorporate
scientific models into the modeling framework.

For each development step, an example is provided or described from the IFT-RANDIG fire behavior
model. IFT-RANDIG is an example of implementing a scientific model into IFTDSS via a wrapper class
rather than natively. This is the most common method for bringing a model into IFTDSS. The wrapper
class, RandigModel.java, is written in Java and implements the SMF-MBI via a Java class called
RandigModel which implements the com.sti.smf.core.Model interface. This Java class is the SMF-MI for
the Randig model. The RandigModel class obtains input parameters from the input “clump” object,*
executes the IFT-RANDIG model calculation software via calls to two software executables (*.exe files),
and sets the modeled burn probability values to the output “clump” object for use by other models and
for display in the IFTDSS web application.

Other models and model packages that have already been incorporated into IFTDSS can also be useful
examples for model developers. The Consume scientific model is an example of a model package
containing multiple models written in Python that are implemented via several Java wrapper classes.
The Digital Photo Series (DPS) models in IFTDSS, which determine fuel loadings for the fuels in a user-
selected photograph based on a lookup table, are an example of an algorithm that was developed
natively for SMF.

1) Set up the model package

The first development step is to create the Java application for the model package and the Java source
package for the new scientific model. The Java source package contains the SMF-MI wrapper class, any
associated classes that are required, and the model XML file. There may be multiple Java source
packages if more than one scientific model will be included in the model package; however, each source
package typically utilizes a unique namespace. Each model package is typically contained within a single
folder directory that includes at least two subfolders: (1) a folder containing the model calculation
software that performs the scientific modeling, and (2) a folder containing the software to connect the

* Data is delivered to and from the SMF-MI in simple pieces called “clumps,” which contain values for one or more
parameters across a set of one or more coordinates and sometimes also contain structured data stored within SMF
features. Coordinates might represent multiple simulations (using the SMF “N dimension”) or spatial coordinates
across the X, Y, and Z dimensions.
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model to SMF. As shown in Figure B-1, the model package “My Scientific Models” contains a folder
labeled “My Model” with the executable “RunMyModel.exe” (model calculation software), as well as a
folder labeled “src” which contains the wrapper class “MyModel.java” and the XML file “models.xml” to
connect the model to SMF. The “src” folder could also contain additional classes as required by the
wrapper class (i.e., “MyModel.java”). Further, the “MyModel” folder could also contain any libraries or
auxiliary files required by the model calculation software (i.e., “RunMyModel.exe”).

My Scientific Models

-
MyModel
D RunMyModel.exe
-
src

MyModel.java
models.xml

— Model.doc

Figure B-1. Example of folder structure for the model package.

The model package must also contain the documentation required for each model in the model package
that can be placed in the main folder directory (i.e., the “Model.doc” file in the “My Scientific Models”
directory).

2) Develop the model calculation software

The scientific model calculation software contains the algorithms and/or calculations that the model
performs. The scientific model must be able to run in batch mode via a command-line interface. If the
model exists only as an interactive desktop application with a GUI, then the first step is to separate and
extract the model calculation software from the GUI application or build a batch-mode edition of the
model calculation software. For example, IFT-RANDIG is a command-line implementation of the
FlamMap model that supports batch-mode runs of the minimum travel time module (MTT) with a
different random ignition each time. The command-line implementation of IFT-RANDIG within IFTDSS
utilizes two software executable files, randig3d.exe and flammapx21.exe, to perform the fire behavior
modeling. Each executable requires multiple input arguments; the arguments include the required
input files (landscape file, fuel moisture file, weather scenario file, etc.) and input parameters (number
of fire ignitions to simulate, etc.), as well as the output file name.
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3) Develop the model wrapper class

As described above, all models in IFTDSS require a class, the SMF-MI, which implements the SMF-MBI to
enable the model to communicate with SMF. The class must be compiled against the smf-core.jar
library and implement the com.sti.smf.core.Model interface. The most important part of the SMF-Ml is
the execute method, which is responsible for performing the actual model calculations. This method
takes two objects as parameters: a ReadableClump object, which represents the current values of all
input parameters, and a WritableClump object, which stores the values of the model output parameters.
If the model calculation software is to be wrapped, then the SMF-MI will also serve as a wrapper to call
the model calculation software. Currently, SMF can interact with wrapper classes written in Java or
Python. By convention, the wrapper class file name includes the keyword “Model”. For example, the
IFT-RANDIG wrapper class is labeled “RandigModel.java”.

An example from the IFT-RANDIG model is provided below. The Java class RandigModel is the SMF-MI
that implements the SMF-MBI (the com.sti.smf.core.Model interface). Because of the length of the
class, only a portion of the RandigModel class is provided below. However, the portion provided
includes sections of the “execute” function, which is required by the SMF-MBI.
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package com.sti.iftdss.models.randig;

import com.sti.justice.StringUtil;

import com.sti.forest.Icp.Landscape;
import com.sti.forest.Icp.MoisturePoint;
import com.sti.smf.core.*;

import com.sti.smf.support. AbstractModel;
import com.sti.forest.Icp.LandscapeFile;
import java.io.*;

import org.apache.commons.io.FileUtils;

public class RandigModel extends AbstractModel
{

private static final String LCP_FILE_NAME = "Landscape.lcp™;

private static final String FUEL_MOISTURE_FILE_NAME = "Moisture.fms";

private static final String CUSTOM_FUEL_MODEL_FILE_NAME = "Model.fmd";

private static final String WEATHER_SCENARIO_FILE_NAME = "Scenario.scn™;

private static final String FLAME_LENGTH_PROBABILITY_FILE_NAME = "out FLP.txt";
private static final String OUTPUT_FILE_ NAME_PREFIX ="out";

private static final String IGNITION_GRID PROBABILITY_FILE ="x";

private final LandscapeFile IcpHelper;

private static final int SCENARIOS PER _FIRE =1,

private static final int UNITS = 0;

public RandigModel() {

super();

IcpHelper = new LandscapeFile(getWorkingDir(), "randig.");
}

public void execute(ReadableClump input, WritableClump output) throws ModelException {

Int cores = Runtime.getRuntime().availableProcessors();

Randig randig = new Randig.Builder(this.getProperty("crownFireMethod"),
this.getPropertyAsDouble("mediumMinFeet™),
this.getPropertyAsDouble("highMinFeet™),

Identifies the model
package and namespace for
registration with SMF.

The RandigModel class
implements the SMF-MBI
by extending the
AbstractModel class. The
AbstractModel class
implements the
com.sti.smf.core.Model
interface which requires
that an “execute” method
be implemented.

The “execute” function is
responsible for running the
model calculation
software. The “execute”
function parameters
include the input and
output clumps.





this.getPropertyAsDouble("veryHighMinFeet"), The IFT-RANDIG model

input.getValueAt( randig.numr irelgnitions ', RelativeCoordinate. CENTER, "count’), wrapper utilizes the

(int) input.getValueAt("randig.wind.speed", RelativeCoordinate. CENTER, "mi/h"), “getValueAt” method to
(int) input.getValueAt("randig.wind.direction”, RelativeCoordinate. CENTER, "deg"), determine input parameter
(int) input.getValueAt("randig.duration”, RelativeCoordinate. CENTER, "min"), values, such as the number
input.getValueAt("randig.probability”, RelativeCoordinate. CENTER, "count™)) of fire ignitions, that are
Jbuild(); accesible in the input

clump. Parameter values
File workingDir = getWorkingDir(); in the input clump are

WeatherScenario scenario = new WeatherScenario(randig.getWindSpeed(), randig.getWindDirection(), configured by the user
randig.getDuration(), randig.getProbability()); from the IFTDSS web
MoisturePoint mp = IcpHelper.readMoisturePoint(input); application, and from the

model properties in the
Landscape landscape = IcpHelper.createLandscape(input); models.xml file.

double resolution = landscape.getResX();

try {
createScenarioFile(WEATHER_SCENARIO_FILE_NAME, scenario);
createMoistureFile(FUEL_MOISTURE_FILE_NAME, mp);
createCustomFuelModelFile(CUSTOM_FUEL_MODEL_FILE NAME);
IcpHelper.createLandscapeFile(LCP_FILE_NAME, landscape, "Created by SMF Randig wrapper");

/I randig and flammap executables need to reside in the same folder as the input files )
The model calculation

final File randigExe = new File(getPackageDir(), "randig3d.exe"); software, including
final File flammapExe = new File(getPackageDir(), “flammapx21.exe"); randig3d.exe and

final File randigExeCopy = new File(workingDir, “randig3d.exe”); flammapx21.exe, is
final File flammapExeCopy = new File(workingDir, “flammapx21.exe"); specified relative to the
FileUtils.copyFile(randigExe, randigExeCopy); package directory.

FileUtils.copyFile(flammapExe, flammapExeCopy);

if (IrandigExe.canExecute()) {
throw new ModelException("Unable to execute randig3d.exe™);

}
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log.info("Randig: begin executing model");
execute(randigexeCopy.getAbsolutePath(),
new File(workingDir, LCP_FILE NAME).getAbsolutePath(),
new File(workingDir, FUEL_MOISTURE_FILE_NAME).getAbsolutePath(),
new File(workingDir, CUSTOM_FUEL_MODEL_FILE _NAME).getAbsolutePath(),
new File(workingDir, WEATHER_SCENARIO_FILE _NAME).getAbsolutePath(),
String.valueOf(SCENARIOS_PER_FIRE),
String.valueOf(resolution),
String.valueOf(randig.getNumlgnitions()),
String.valueOf(cores),
new File(workingDir, OUTPUT_FILE_NAME_PREFIX).getAbsolutePath(),
IGNITION_GRID PROBABILITY_FILE,
String.valueOf(UNITS),
randig.getCrownFireMethod());
log.info(""Randig: finished executing model™);

| readProbabilityValues(output, randig);

¥ catch (Exception ex) {
throw new ModelException("Error executing Randig model™, ex);
}
}

| private void readProbabilityValues(WritableClump output, Randig randig) throws IOException,

ModelException {
log.info("Randig: reading probability from flame length probability file");
File workingDir = getWorkingDir();

try {
BufferedReader br = new BufferedReader(new FileReader(

new File(workingDir, FLAME_LENGTH_PROBABILITY_FILE_NAME)));

br.readLine();

Execute the randig3d.exe
via the “execute” function
in the AbstractModel class.
The arguments required by
the IFT-RANDIG
command-line program
must also be provided.

The IFT-RANDIG model
output file is read by the
readProbabilityValues
method, shown below.

The readProbabilityValues
method utilizes the burn
probabilty estimates from
the IFT-RANDIG model
results that were written to
the flame length
probability output file.





String line = br.readLine();

inti=0;
while (line !'=null) {
String[] tokens = line.split(",");
Double x = Double.parseDouble(tokens[0]);
Double y = Double.parseDouble(tokens[1]);
Double burnProbability = Double.parseDouble(tokens[2]);
FlameLengthBurnProbability[] flameLengthBurnProbabilities = new
FlameLengthBurnProbability[20];

RelativeCoordinate coord = RelativeCoordinate.newBuilder()
.plus(Dimension.EASTING, x - 15, Units. METERS)
.plus(Dimension.NORTHING, y - 15, Units. METERS)
.build();

output.setValueAt("randig.burnProbability”, coord, burnProbability, "count™);

[* Code to determine the low, medium, high, and very high burn probabilities based on the

* burn probability as modeled by Randig has been omitted.
*/

output.setValueAt("randig.burnProbability.low", coord, lowBurnProbability, “count™);
output.setValueAt("randig.burnProbability.medium”, coord, mediumBurnProbability, "count”);
output.setValueAt("randig.burnProbability.high”, coord, highBurnProbability, "count™);
output.setValueAt("randig.burnProbability.veryHigh", coord, veryHighBurnProbability, "count”);

line = br.readLine();
i++;
}
br.close();
} catch (IOException e) {
throw new ModelException("Error reading from Randig output file: " + e.getMessage(), e);

¥

Burn probabilties are set to
the IFTDSS output clump.

The IFT-RANDIG results
include low, medium, high,
and very high burn
probabilities. The values
are set to the output clump
and can be then be
displayed on the IFTDSS
web interface for the user
to view.





4) Develop the model XML file

Every model package within IFTDSS contains a models.xml file that describes the configuration of the
inputs and outputs for each model in the model package. It is a resource file within the Java application.
If the model is being added to an existing package, the developer must modify the existing models.xml
file; otherwise, a new models.xml file must be created. The NetBeans IDE provides a variety of tools for
creating and visualizing XML documents. Three major sections are specified in the models.xml file for
each model in the model package: (1) the model properties, including global input properties, the
model name, type, and description; (2) the model inputs, including the aperture and input parameters;
and (3) the model outputs, including aperture and output parameters. Global input properties are
global settings for executing the model. Model inputs should be implemented as model properties if
they are not expected to vary across multiple simulations within a single model run or across different
coordinates within a landscape. However, values that vary between simulations or coordinates should
be defined as model input parameters. The <model>, <input>, and <output> tags in the models.xml file
are used to build the “ReadableClump inClump” and “WritableClump outClump” objects, which are
parameters of the “execute” method in the Model wrapper class (Model.java). Any model package that
implements the com.sti.smf.core.Model interface must use the input clump and set results to the
output clump via the “execute” method. Portions of the models.xml file are provided below for the IFT-
RANDIG scientific model. Some of the input and output parameters have been omitted.





<IDOCTYPE modelPackage SYSTEM "hitp.//localnost/smt_models.aid > Define the model package

<modelPackage version="1.1" name="randig"> name and version.
<model name="randig" displayName="Random Ignition" version="1.0"
subprocessTimeoutSeconds="7200"> Define the model name,
<type>java</type> type, description, and
<description></description> implementation elements.
<implementation>com.sti.iftdss.models.randig.RandigModel</implementation> The implementation
<property name="crownFireMethod" default="Finney" displayName="CrownFireCalculationMethod"> | element must match the
<description>Crown Fire Calculation Method</description> package name as defined in
<propertyValue displayName="Finney Method" value="Finney"/> the IFT-RANDIG wrapper
<propertyValue displayName="Scott &amp; Reinhardt Method" value="ScottReinhardt"/> class. It is the fully
</property> qualified Java class name

<property name="mediumMinFeet" default="4" displayName="Min Flame Length for Medium (feet)"> | of the SMF-MI.
<description>Minimum Flame Length for Medium classification, in feet</description>

</property> Define model input
<property name="highMinFeet" default="8" displayName="Min Flame Length for High (feet)"> property elements which
<description>Minimum Flame Length for High classification, in feet</description> are global model settings.
</property>
<property name="veryHighMinFeet" default="11" displayName="Min Flame Length for VVery High
(feet)">
<description>Minimum Flame Length for Very High classification, in feet</description>
</property>
<input>
<I-- Input Aperture -->

A set of inputs are
described including the
aperture and input
parameters. These input
parameters will be
accessible in the input
clump parameter of the
“execute” function within
the RandigModel class in
the wrapper.

<aperture>
<dimension name="EASTING" stepMeasure="30" unit="m"/>
<dimension name="NORTHING" stepMeasure="30" unit="m"/>
</aperture>
<I-- Landscape parameters -->
<parameter name="fuel.model" displayName="Fire Behavior Fuel Model" type="enum" default="1"
kind="FuelModel-ScottBurgan40">
<description> A fuel model is a set of fuelbed information needed by fire behavior or fire effects
models. In the IFTDSS FlamMap SFB the 13 Anderson Fire Behavior Fuel Model and the more
recently produced Scott and Burgan 40 fire behavior fuel models are supported. Each fire behavior
fuel model represents the characteristic biomass or "fuels" that are available to burn for a given
vegetation type such as grasslands, shrublands, forests and slash. </description>
</parameter>
<parameter name="elevation" displayName="Elevation" default="2500" unit="ft" type="int"
kind="Elevation">
<description>Elevation is the height above sea level of the area of interest. In the IFTDSS elevation
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can have units of meters or feet.</description>

</parameter>

<parameter name="slope" displayName="Slope" default="15" unit="percent"” type="int"

kind="Slope">
<description>The slope theme is one of the raster themes required to generate a Landscape (.LCP)
File. It should be integers. Slope can have units of degrees or percent of inclination from the
horizontal.</description>

</parameter>

<validation>
<minMax parameters="moisture.1hr moisture.10hr moisture.100hr" min="1" max="60"
unit="percent"></minMax>
<minMax parameters="moisture.liveHerb moisture.liveWoody" min="30" max="300"
unit="percent"></minMax>
<minMax parameters="wind.speed” min="0" max="80" unit="mi/h"></minMax>
<minMax parameters="wind.direction” min="0" max="360" unit="deg"></minMax>
<minMax parameters="probability" min="0" max="1" unit="count"></minMax>

</validation>

</input>

<output>
<I-- Output Aperture -->
<aperture>
<dimension name="EASTING" stepMeasure="30" unit="m"/>
<dimension name="NORTHING" stepMeasure="30" unit="m"/>
</aperture>
<parameter name="burnProbability.low" displayName="Burn Probability at Low Flame Lengths"
unit="count™ kind="BurnProbabilityAtLowFlameLengths">
<description>Burn Probability at Low Flame Lengths</description>
</parameter>
<parameter name="burnProbability.medium" displayName="Burn Probability at Medium Flame
Lengths" unit="count" kind="BurnProbabilityAtMediumFlameLengths">
<description>Burn Probability at Medium Flame Lengths</description>
</parameter>
<parameter name="burnProbability" displayName="Overall Burn Probability" unit="count"
kind="BurnProbability">
<description>Burn probability</description>
</parameter>
</output>

</model>
</modelPackage>
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Validation criteria are
defined for any of the input
parameters.

A set of output
characteristics are defined
including the aperture and
output parameters. These
output parameters must be
set to the output clump by
the “execute” function
within the RandigModel
class in the wrapper.





5) Develop the pathway file

The pathway XML file describes the details of the IFTDSS pathway that will include the new model. The
elements in this XML file relate to the IFTDSS web application’s display for setting up the model and
displaying the model output. The requirements in this XML file depend on what is required for the
pathway. For example, the pathway file can include various actions, configuration steps, datasets, input,
output, etc. For this reason, an example from IFT-RANDIG is not included in this Appendix. The pathway
file is not part of the IFTDSS model package, but is required for the model to be included in the IFTDSS
web application.

6) Consider the units for the unit set file

The unit set file is a Comma Separated Values (CSV) file that describes the U.S. Customary and metric
units currently available for use within IFTDSS. The unit set file is not part of the IFTDSS model package
and may be unnecessary for some scientific models. For this reason, an example from IFT-RANDIG is not
included in this Appendix.

Summary of Requirements for Adding a Model to IFTDSS

Set up the model package.
Develop the model calculation software (such as an executable that enables a wrapper class
to call the command-line software calculation application).

3. Develop the wrapper class in Java or Python that connects the model to SMF and
implements SMF requirements (SMF-MBI).

4. Develop the Models.xml file to configure the model properties, inputs, and outputs.

5. Develop the pathway.xml file to set up the interaction with the model from the web
application.

6. Consider what units are required for the model parameters.
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Appendix C

Sample Model/Module Information

Supporting Documentation for a Software Model Package

This section describes the information that data or model developers need to provide to the IFTDSS
system administrator. This information is provided to users of IFTDSS so that they understand the data
and models/modules that they work with.

Name of Software Model: provide the full name and acronym of the software model/module.

Current Version Description/Date: identify the most recent version and its date of release. If there are
multiple versions that may be used for different purposes, then describe each of them.

Software Code and History: specify the current software code used to implement the model/module
and provide a brief background, if applicable, of the migration from the original coding language, such as
FORTRAN, to the current coding language. Please be specific about version or date of the coding
language(s) used.

Developer(s) Names, Organization, and Contact Information: identify a key contact who is
knowledgeable about the development of the model/module.

Note to Users: Only contact the developer(s) of this software model/module with
questions relating to the internal functional operations of this tool. Questions
regarding how this tool is used within IFTDSS should be directed to the IFTDSS Team
by using the Feedback Function available on every page of IFTDSS.

Scientist Researcher(s) Names, Organization, and Contact Information: identify a key contact
knowledgeable about the scientific basis of the model/module.

Availability of the version of record: identify where potential users and other developers can find the
version of record, how to obtain an executable copy, and whether the source code is available.

Primary Funding Sources: identify the major funding sources that have contributed to the development
of this model/module.

Application Purpose (General): describe the functions in all problem areas that the model/module can
be used to perform.

Application Purpose (Fuel Treatment): describe the functions specifically in the fuels treatment
problem area that the model/module can be used to perform.

User/Application Documentation: describe where user documentation explaining how to use the
model/module is found.
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User Application Guidance: a description of the problem situation, geographical location or ecological
situation, and the data ranges where the model/module is applicable and can be correctly used. A
description of any known problem situations, ecological situations, or data ranges where the
model/module is known are suspected not to be applicable. The intent is to provide the user with
guidance on how to appropriately use the model/module and how to recognize and avoid inappropriate

uses.

Scientific Foundations of the Model/module: describe the research and development history of the
scientific foundations upon which the model/module rests. Users and managers need to understand
the level of independent review and validation/evaluation that the underlying science at the heart of the
model/module has achieved.

e Degree of validation/evaluation and availability of written results:

- No validation/evaluation has been conducted.

- Developer(s) have used independent data sources and field trials to validate/evaluate the
model/module.

- Other scientists have used independent data sources and field trials to validate/evaluate
the model/module.

e Publication History:

- List peer reviewed publications concerning the science behind the model/module.
Identify specifically those publications that received anonymous peer reviews.

- List peer reviewed publications focusing on the application of the model/module to
relevant problem areas such as case study experiences. Identify specifically those
publications that received anonymous peer reviews.

- List non-peer reviewed publications such as user guides, online tutorials, agency
publications, etc.

Training Availability: describe what type of training possibilities exist for the potential users of the
model/module and how to obtain such training.

Literature Cited

Include any peer-review publications related to the model/module.
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1. Technical Approach

This project plan describes the Documentation and Training component of the
Interagency Fuels Treatment Decision Support System (IFT-DSS). Documentation and Training
is one of eight tasks that will be undertaken as part of the development of the complete IFT-DSS
over a two-year period. As the development of the IFT-DSS progresses, we will inform an
increasing number of stakeholders about the system's capabilities. The specific objectives of
the Documentation and Training task are to prepare training material and conduct training on
the use of the IFT-DSS. Subtasks include

1. Preparation of the Documentation and Training Plan (this document)

2. Development of marketing materials to advertise IFT-DSS training opportunities (e.g.,
the Stakeholder Newsletter)

3. Development of training material for users and help desk staff (User Documentation)
Training of help desk staff (System Admin Training)

Development of content for webinars, workshops, and other training methods, including
development of Fuels Management Committee (FMC) training materials

1.1 Develop Marketing Material

In this task, STI will develop marketing material to let potential users know about
IFT-DSS training opportunities. For example, STI will develop and provide content to Mr. Mike
Rauscher (the IFT-DSS Application Steward and Project Manager Assistant). Mr. Rauscher will
include STI's material in his monthly stakeholder project status report and/or
conference/workshop promotional materials. STI's material will provide a brief narrative about
training accomplished during the month and training plans for the coming months.
Conference/workshop promotional material will include background information about the
IFT-DSS, descriptions of workshop training content, attendance requirements (e.g., “bring your
own laptop”), and contact information.

Promotional materials may include PowerPoint presentations, software demonstration
information, brochure content, and posters. Example promotional material content include a
description of the IFT-DSS (current and planned functionality); an overview of current tools,
models, and modeling capabilities in the IFT-DSS; and an explanation of the benefits of the
IFT-DSS to users.

We assume that up to one set of presentation materials, demonstration materials, or
posters will be provided per month during this two-year period.

1.2 Develop Training Material

Prospective users will need training on the use of the IFT-DSS (e.g., step-by-step
instructions, including installation and administration) and on the scientific thought process
needed to use the models within the IFT-DSS most effectively (i.e., technical content about the
models). In demonstrations of the proof-of-concept IFT-DSS, we found that walking through
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case studies was an effective training approach. We anticipate an increased emphasis on the
modeling process and development of case studies.

STI will develop training material to be used to train system users and government user
help desk staff. Application training materials developed in this task will include a user-focused
manual, online training content (e.g., a tutorial posted to the web), and webinars. The training
material is intended to teach help desk staff how to use the IFT-DSS. Technical documentation
regarding the IFT-DSS server and client hardware installation and system administration will be
developed and supplied under a separate task. We will describe the overall IFT-DSS
framework, included models and functionality, and provide troubleshooting tips. We will work
with Mr. Rauscher to assess the most effective training tools and we anticipate this will include
at least one webinar and a user's manual. Other online material, such as an animated tutorial,
will be developed at the direction of Mr. Rauscher and is subject to available funds.

STI will work with the FMC to support government efforts to establish a standard fire
training module for the IFT-DSS. For example, we will work with the FMC to identify effective
training opportunities, such as incorporating the IFT-DSS into the Technical Fire Management
(TFM) course. At the direction of the FMC and within project budget, we could add to existing
training modules or develop new modules. Module or training course development would begin
with a detailed outline. We will also work with the FMC to investigate the need for developing a
program train-the-trainer program. Once the FMC approves proposed training outlines, we will
develop the training content along guidelines provided by the FMC.

1.3 Conduct Training

For an optimal user experience, training will be conducted by staff who are
knowledgeable about the IFT-DSS, the underlying scientific models, and the practice of fuels
treatment.

We will assist the FMC with IFT-DSS training. Initial training will be conducted in two
ways: (1) in person at selected meetings and (2) interactively via webinars. As the system is
developed, we will work with the FMC to incorporate the IFT-DSS into other training forums.

For in-person training, we assume attendees will have their own computers and an Internet
connection. Class size will be limited to the number of computer workstations. A class size of
less than 12 works best with one instructor, while a larger class requires two instructors. We will
supply an agenda prior to training sessions. Handouts of lecture material (typically presentation
slides) will be provided to attendees.

We assume up to five in-person training sessions will occur during the two-year contract.
We will use a consistent set of training materials in the in-person training sessions to control
costs.
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2. Project Schedule and Deliverables

Table 2-1 describes the deliverables for the Documentation and Training task. Over the
two-year project, we anticipate roughly 30% of our training efforts will occur in Year 1 and the
remaining 70% will occur in Year 2.

STI will provide written deliverables in electronic format. All draft project documentation
will be distributed for review and comment to Mr. Rauscher (IFT-DSS Project Manager), Mr.
Brad Harwood (COTR), and in some cases, to others. Comments will be addressed and final
documents will be posted to the Software Tools and Systems (STS) Study website on the Fire
and Research Management Exchange System (FRAMES) Stakeholder community newsletters
will be distributed in parallel with IFT-DSS software releases.

The U.S. Department of Agriculture (USDA) will be responsible for the production of
hard-copy training manuals and materials of professional quality.

Table 2-1. Deliverables and due dates.

Subtask DEIVEEE | Due Date
Management Documentation and training plan September 7, 2010
With software releases;
Marketing material | Stakeholder newsletter content first scheduled release is
October 2010
Conference/workshop promotional material | Monthly (not to exceed)
Training material System user's manual July 2011
Webinar content Jun:\a/é?clhl,zgelvzlsed
Online training (e.g., tutorial) January 2012
TFM course material September 2011
Train-the-trainer January 2012

October 23, 2010; four
more sessions over two
years (dates to be
determined)

Conduct training Conference, workshop, and meetings
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3. Staff Roles and Responsibilities

This task will be led by STI's Air Quality Measurements and Data Analysis Manager,
Hilary Hafner. She will work with the IFT-DSS project manager, Tami Funk, to coordinate
documentation and training efforts with other task managers. STI's Senior Fire Ecologist, Stacy
Drury, will lead the documentation development and training efforts. Ms. Hafner and Dr. Drury
will attend weekly internal (STI) project meetings and conference calls, as appropriate.
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SYSTEM SECURITY PLAN AGREEMENT SUMMARY

This System Security Plan (SSP) documents a formal agreement among the United States
Department of Agriculture officials vouching for the security and assuring the information of the
Fire National Enterprise Support System. These officials are: Information System Owner or
Program Manager, Information System Security Officer, User Representative, Certification
Agent, and Authorizing Official signing this Agreement Summary for the reasons checked
below.

[__] [Initiation (System definition and agreement on security requirements and schedule)

[__] SSP Update Resulting From a Significant Change or Annual Update

Agreed:
TBD Date
System Owner

Agreed:
TBD Date
Information System Security Officer

Agreed:

TBD Date
Project Manager

[__] Certification (Security Test and Evaluation (STE) and requirements validation)

Agreed:

TBD Date
Certification Agent

[__] Interim Authority to Operate (IATO)
[__] Authority to Operate (ATO)

Agreed:

TBD Date
Authorizing Official
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EXECUTIVE SUMMARY

The Office of Management and Budget A-130, Appendix Ill, Management of Federal
Information Resources; The Computer Security Act of 1987 (P.L. 100-235); National Institute of
Standards and Technology (NIST) Special Publication (SP) 800-37, Guidelines for The Security
Certification and Accreditation of Federal Information Technology Systems, and the United
States Department of Agriculture policies and procedures require the establishment of an
Automated Information System Security Program to ensure that all Government computer
systems or networks operate effectively and accurately. This System Security Plan is one of a
suite of documents that will form the basis for the Certification and Accreditation of the
Interagency Fuels Treatment Decision Support System (IFT-DSS).

This System Security Plan describes the management, operational, and technical security
controls that are required to meet the required level of protection. In accordance with Federal
Information Processing Standards (FIPS) Publication 200, Minimum Security Requirements for
Federal Information and Information Systems and NIST SP 800-18, Revision 1, Guide for
Developing Security Plans for Information Technology Systems, this System Security Plan
addresses the minimum set of controls as delineated by FIPS Publication 199, Standards for
Security Categorization of Federal Information and Information Systems, and NIST SP 800-53,
Revision 2, Recommended Security Controls for Federal Information Systems.
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1 SYSTEM IDENTIFICATION

1.1 System Name/Title

The subject of this system security plan is the: United States Department of Agriculture (USDA)
Forest Service (FS) Fire and Aviation Management (FAM) Interagency Fuels Treatment
Decision Support System (IFT-DSS) Major Application (MA). It is anticipated that the IFT-DSS
will be hosted at either the USDA National Information Technology Center (NITC) in Kansas
City, MO, or at the U.S. Geological Survey (USGS) Earth Resources Observation and Science
(EROS) Center in Sioux Falls, SD. An acronym list can be found in Cyber Security Assessment
and Management (CSAM) Appendix A and a glossary of terms can be found in CSAM
Appendix B.

1.2 Responsible Organization
The organization responsible for the IFT-DSS and the underlying infrastructure is:

United States Department of Agriculture
USDA Forest Service

Deputy Chief, State and Private Forestry
P.O. Box 96090

Washington, D.C. 20090-6090

The IFT-DSS will be hosted at one of two locations:

Location . Zip
Name Address City State Code Country
United States Department of
USDA Agriculture, National Information

NITC Technology Center (USDA NITC), Kansas City MO | 6414 1 USA

8930 Ward Parkway

Department of Interior, U.S.
Geological Survey Center for Earth

EROS Resources Observation and Science | Sioux Falls SD 57138- USA
0001
(ERQS),
47914 252nd Street
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1.3 Information Contact(s)
The technical and managerial points of contact for the areas involved in IFT-DSS assessment are

listed below:
. Phone E-mail
Name Title Address Number Address
Information Branch Chief, National Interagency Fire Center

System USDA Forest (NIFC)

Owner: Service, State and | 3833 South Development Way
TBD Private Forestry Boise, ID 83705

Program USDA Forest National Interagency Fire Center
Manager: Service (NIFC)

TBD 3833 South Development Way

Boise, 1D 83705
Information Fire and Aviation National Interagency Fire Center
System Management ISSO | (NIFC)
gefg_umy 3833 South Development Way
icer .

(1SSO): Boise, ID 83705
Alternate Fire and Aviation National Interagency Fire Center
ISSO Management (NIFC)

(AISSO): AISSO 3833 South Development Way

Boise, ID 83705

Information NITC Information | 8930 Ward Parkway
System Systems Security | Kansas City, MO 64114
Security Program Manager

Manager at

USDA NITC:

Information EROS IT Security U.S. Geological Survey, Center for
System Officer Earth Resources Observation and
Security Science

Manager at 47914 252nd Street

EROS: Sioux Falls, SD 57198-0001
Authorizing Deputy Chief, USDA Forest Service

Official State and Private

Forestry

1400 Independence Avenue, SW
Washington, D.C. 20250-0003

Certification
Agent:

Chief Information
Officer

USDA Forest Service
RPE 7, 1621 Kent Street
Arlington, VA 22209
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1.4  System Information

1.4.1 System Mission/Purpose
The IFT-DSS is a major application that provides a common operating infrastructure to organize

and manage the many software tools and data used for fuels treatment planning and to make
these tools available to fuels treatment planners through a single web-based system.

1.4.2 System Attributes

The IFT-DSS will be reported to OMB annually through the USDA Exhibit 53. IFT-DSS is not
part of the nation’s critical infrastructure.

1.4.3 System Scope
The IFT-DSS is a major application to be hosted at either USDA NITC or EROS.

X Major Application (MA) General Support System (GSS)

1.5 Information System Operational Status

Operational X Under Development Major Modification

1.6 System Description

The IFT-DSS is an extendable software framework for organizing and managing the many
existing data sets, software models, and tools available for fuels treatment planning and analysis,
and to foster collaboration within a community of stakeholders. It is the goal of the IFT DSS
program to change the software development and deployment process within the fire and fuels
domain to create efficiencies and to leverage services among several large distributed
service-oriented architecture (SOA) systems, including the BlueSky Smoke Modeling
Framework (BlueSky), the Wildland Fire Decision Support System (WFDSS), and the Fire and
Fuels Application (FFA).

1.7 Technical Description

The IFT-DSS software architecture was designed to provide the following benefits to its various
stakeholder communities:

e Integration, guidance, and collaboration regarding the use of existing data, software
models, and tools for fuels treatment analysis and planning.

e Increased productivity and efficiency in the fuels treatment planning process through a
system that can greatly reduce the time associated with preparing and manipulating data
and software applications.

e A framework that facilitates peer review and model validation for scientific algorithms,
applications, and vegetation data, along with a more efficient review, critique, and
feedback mechanism to improve the scientific work flow and decision support process.

e A central framework that meets the needs of users, scientists and software developers, IT
security specialists, and managers equally well, organizing a myriad of software systems
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in a functionally effective, user-friendly manner while allowing IT administrators to
provide appropriate security and access.

e Another vehicle to enhance interagency functionality and collaboration and to serve as a
proving ground for identifying and testing acceptable governance issues that best support
interagency operations.

To achieve these goals, an SOA approach was taken in designing the IFT-DSS architecture.
SOA facilitates the integration of disparate software systems by separating functions into distinct
units, or services that can be made accessible across a computer network (distributed) so that
users can combine and reuse individual services as needed. A key characteristic of a distributed
SOA is the ability of users to have choices and control over the data and software applications
that are applied to address a specific situation.

The IFT-DSS consists three major components: (1) a web-based user interface (the IFT-DSS
Application); (2) a scientific modeling framework (SMF); and (3) a collection of scientific
models used in fuels treatment planning. These three major components are summarized in
Figure 1. For each major component there may be several subcomponents, which are also
indicated in Figure 1. Figure 2 provides a view of the IFT-DSS Application and SMF
components segmented into separately installable subcomponents.

Models are the scientific and computational components of the system; they constitute the heart
of the IFT-DSS. All of the other system components were designed to support the operation of
the models and the examination of the model outputs.

Models are integrated into the IFT-DSS using one of three methods.

1. Type A — Model Subclass Method — This is the most efficient method. It consists of a
standard application programming interface (API) that includes an application server, a
hosting program, communication handlers, and all data-handling code required to operate
the modeling code. The model is added to this code base by extending (creating a
subclass of) the model parent class. The other “wrapping” methods employ these same
components (except the model parent class).

2. Type B — Wrapped Program Method — This method is a more expedient method for
deploying existing model programs by providing a wrapper program that communicates
with an existing model program and translates the model inputs and outputs to the format
standards used by the IFT-DSS.

3. Type C — External Model Service Method — This method allows the IFT-DSS to
incorporate functionality from other systems, such as BlueSky and WFDSS, by utilizing
web services.

! palmquist, 2008 (pages 17-18), http://frames.nbii.gov/documents/jfsp/sts_study/palmquist_sei_report_2008.pdf.
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Figure 1. IFT-DSS Application and SMF diagram.
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Figure 2. Draft diagram of the IFT-DSS Application and SMF.

1.8 Application/System Interconnection/Information Sharing

The IFT-DSS and the applications that it integrates will not require an Interconnection Security
Agreement (ISA) because they will share the same System Owner. There may be externally
hosted systems that the IFT-DSS connects to. Each external host must establish its own ISA.
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2 SENSITIVITY OF INFORMATION HANDLED

2.1 General Description of Information Handled
The data contained on the applications hosted on the IFT-DSS are considered unclassified.
There is no Personally Identifiable Information (PII) included in the IFT-DSS.

The general information values (High, Medium, or Low) for the following sections are derived
from NIST Special Publication 800-60, Volumes | and 1. The IFT-DSS has been evaluated with
regard to their confidentiality, integrity, and availability.

2.1.1 Confidentiality
A Privacy Impact Assessment has not been completed for the IFT-DSS.

2.1.2 Integrity

The IFT-DSS will contain information that should be protected from unauthorized,
unanticipated, or unintentional modification, but the impact of any such modifications will not
affect mission-critical operations.

2.1.3 Availability

The IFT-DSS will not host mission-critical applications. However, it should be available on a
timely basis. Manual backup processes exist which can be put in place with some level of
operation interruption. The backup manual processes can be used indefinitely.

2.2 Information Sensitivity

In FIPS 199, the security category of an information type can be associated with both user
information and system information and can be applicable to information in either electronic or
non-electronic form. It is also used as input in considering the appropriate security category for
a system. Establishing an appropriate security category for an information type simply requires
determining the potential impact for each security objective associated with the particular
information type.

The information system categorization of IFT-DSS is:

X  Low Moderate High

How this information system categorization was derived is summarized in the following table.
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s This System's
Category Definition Level
The IFT-DSS does not host applications that contain data
Confidentiality | that is considered sensitive, including personal Low
information.
The IFT-DSS contains data that is of low concern to the
Availability mission. Denial of service for more than 24 hours would Low
not impact fulfilling the mission requirements.
The IFT-DSS contains data that should be protected from
unauthorized, unanticipated, or unintentional modification.
Integrity: However, deliberate or accidental corruption of data would Low
require minimal time and effort to replace the corrupted
data.
Classification: | The highest classification for this system: Low

2.3 Applicable Laws or Regulations Affecting Application/System

The following documents were used to determine the security requirements for the USDA Forest
Service IFT-DSS certification:

Public Law 107-347, Federal Information Security Management Act of 2002, (FISMA);

Public Law 99-474, Computer Fraud and Abuse Act of 1986, (18 USC 1030).

Public Law 93-574, Privacy Act of 1974, (5 USC 552a).

Public Law No: 107-347, E-Government Act of 2002 (H.R. 2458/S. 803)

Federal Information Processing Standards Publication (FIPS PUB) 199, Standards for

Security Categorization of Federal Information and Information Systems, February 2004

e OMB Circular A-123 (revised), Management’s Responsibility for Internal Control,
December 21, 2004

e OMB Circular A-130 (revised), Management of Federal Information Resources,
Appendix 111, Security of Federal Automated Information Resources, November 28, 2000.

e Public Law 93-502, Freedom of Information Act

e NIST SP 800-18, Guide for Developing Security Plans for Information Technology
Systems, February 2006

e NIST SP 800-30, Risk Management Guide for Information Technology Systems, July
2002

e NIST SP 800-53, Recommended Security Controls for Federal Information Systems, and
Organizations, August 2009, includes updates as of 5-1-2010.

e NIST SP 800-60, Guide for Mapping Types of Information and Information Systems to

Security Categories, August 2008.

USDA Certification and Accreditation Guide, October 18, 2005

USDA DM 3140-001, Management ADP Security Manual, July 19, 1984

USDA DR 3140-002, USDA Internet Security Policy, March, 7, 1995

USDA DR 3300-1, Telecommunications and Internet Services and Use Memorandum,

March 8, 1999

e USDA DR 3440-002, Control and Protection of Sensitive Security Information, January

30, 2003
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USDA DM 3505-000, USDA Computer Incident Response Procedure, March 20, 2006
USDA DM 3515-002, Privacy Impact Assessment, February 17, 2005

USDA DM 3520-001, CM Policy & Responsibilities, Chapter 4, Part 1, July 17,2004
USDA, DM 3530-001 USDA Vulnerability Scan Procedures, July 20, 2005

USDA DR 3535-001, USDA’s C2 Level of Trust, February 17, 2005

USDA DM 3540-001, Risk Assessment Methodology, February 17, 2005

2.4  Privacy Impact Assessment

The Privacy Impact Assessment (P1A) for the IFT-DSS has not been developed. However,
IFT-DSS has a low concern regarding the privacy and protection of information under the
Privacy Act because the IFT-DSS itself does not contain any data, PIl or otherwise.

After a PIA has been developed, additional details on the assessment will be available in the IFT-
DSS Privacy Impact Assessment document.
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3 MANAGEMENT SECURITY CONTROLS

This section describes the management controls that will be in place and planned for the system.
This section covers security assessment and authorization (CA), planning (PL), risk assessment
(RA), and system and services acquisition (SA) controls. Management Controls are the
organizational policies and procedures used by agencies to reasonably ensure that (1) programs
achieve their intended results; (2) resources are used consistent with agency mission; (3)
programs and resources are protected from waste, fraud, and mismanagement; (4) laws and
regulations are followed; and (5) reliable and timely information is obtained, maintained,
reported, and used for decision making. Throughout this section, text in italics was taken from
various government publications on security control requirements.

3.1 Security Assessment and Authorization

3.1.1 CA-1: Security Assessment and Authorization Policies and Procedures

Applicability:
LOW CA-1 | MODERATE CA-1 | HIGH CA-1
Implementation:
Common/Inherited Control [ X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control L]
Explanation:

This is a common control developed, maintained, and tested by the FS Enterprise Controls
Program (ECP).
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3.1.2

CA-2: Security Assessments

Applicability:
LOW CA-2 | MODERATE CA-2(1) | HIGH CA-2
Implementation:
Common/Inherited Control ]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X ]
Not Applicable Control ]
Explanation:

This will be a hybrid control. The common portion is handled by FS OCIO. FS OCIO is
responsible for the Secure CAP procedure for CA-2 and for ensuring that there is a formal
documented security authorization process and self assessment process. The system-specific

portio

n of this control focuses on the IFT-DSS role in the security authorization and assessment

processes.

a)

b)

Develops a security assessment plan that describes the scope of the assessment including:
security controls and control enhancements under assessment; assessment procedures to
be used to determine security control effectiveness; and assessment environment,
assessment team, and assessment roles and responsibilities. FS OCIO is responsible for
developing a security assessment plan that describes the scope of the assessment,
including:

e Security controls and control enhancements under assessment

e Assessment procedures to be used to determine security control effectiveness

e Assessment environment, assessment team, and assessment roles and responsibilities.

The IFT-DSS team is responsible for ensuring that the plan is followed and that
designated roles and responsibilities are carried out by IFT-DSS personnel.

Assesses the security controls in the information system to determine the extent to which
the controls are implemented correctly, operating as intended, and producing the desired
outcome with respect to meeting the security requirements for the system. FS CIO is
responsible for identifying the key controls which must be assessed annually by the
systems as part of the self assessment. The IFT-DSS is responsible for ensuring that the
key controls are tested annually. FS CIO is also responsible for identifying the one-third
of the remaining controls that must be tested annually. Once identified by FS CIO, the
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d)

3.1.3

b)

IFT-DSS must assess the controls to determine the extent to which controls are
implemented correctly, operating as intended, and producing the desired outcome.

Produces a security assessment report that documents the results of the assessment. The
IFT-DSS will be responsible for documenting all the assessment results in the USDA
CSAM tool. CSAM can then produce the required assessment report.

Provides the results of the security control assessment, in writing, to the authorizing
official or authorizing official designated representative. FS CIO is responsible for
providing the results of the security control assessment to the authorizing official.
CA-3: Information System Connections

Applicability:

LOW CA-3 | MODERATE CA-3 | HIGH CA-3

Implementation:

Common/Inherited Control  [__]

In Place Control ] Compensating Control ]

Hybrid Control ]

Not In Place Control ]

Planned Control [ X]

Not Applicable Control ]

Explanation:

Authorizes connections from the information system to other information systems outside
of the authorization boundary through the use of Interconnection Security Agreements.
The IFT-DSS System Owner will require that all information system interconnections
between the IFT-DSS and other systems outside the accreditation boundary are
authorized through Interconnection Security Agreements/Memorandums of
Understanding/Service Level Agreements (ISA/MOUs/SLAS). These are to be
developed in accordance with the July 16, 2008, USDA memo, “Interconnection Security
Agreement, Memorandums of Understanding, and Service Level Agreements,” signed by
Charles R. Christopherson. The IFT-DSS System Owner requires that no new
connections are made to this system without proper prior approval.

Documents, for each connection, the interface characteristics, security requirements, and
the nature of the information communicated. The USDA templates for ISA/MOU/SLA
all require that the document describe the interface characteristics, security requirements,
and the nature of the information communicated. The agreements between the IFT-DSS
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and NITC or the IFT-DSS and EROS will be written in accordance with USDA and
USGS requirements. These will describe the hosting environment provided by
NITC/EROS for the IFT-DSS and address interface characteristics, security
requirements, and the nature of the information communicated.

c) Monitors the information system connections on an ongoing basis verifying enforcement
of security requirements. The IFT-DSS PM and FAM ISSO are responsible for
monitoring the connections with USDA NITC or EROS on an on-going basis to verify
enforcement of security requirements.

3.1.4 CA-5: Plan of Action and Milestones

Applicability:
LOW CA-5 | MODERATE CA-5 | HIGH CA-5
Implementation:
Common/Inherited Control  [__]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

USDA OCIO and FS CIO provide requirements on management of Plans of Action and
Milestones (POAMS). These requirements are documented in the Secure CAP procedure for
CA-5.

a) Develops a plan of action and milestones for the information system to document the
organization’s planned remedial actions to correct weaknesses or deficiencies noted
during the assessment of the security controls and to reduce or eliminate known
vulnerabilities in the system. The IFT-DSS PM, in partnership with the FAM ISSO will
be responsible for developing and implementing Plans of Action and Milestones
(POAMs) for the IFT-DSS in accordance with USDA and FS requirements. All IFT-DSS
POAMs will document the planned remedial actions to:

e Correct weaknesses or deficiencies noted during the assessment of security controls,
including:
o Certification and accreditation (C&A) activities, including:
= Security test and evaluation (ST&E)
= Risk assessments
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o External audits (e.g., GAO audits)
o0 Annual security self assessment activities
o Continuous monitoring activities
= Vulnerability scan result
= Penetration testing results
= FS Computer Incident Response Team (CIRT) incidents.
e Address security impact analyses conducted on IFT-DSS Project Change Requests
(PCRs)
e Reduce or eliminate known vulnerabilities in the system

In accordance with Secure CAP for CA-5, if necessary, a Risk Based Decision (RBD)
memo may be created to document any controls that cannot be fully implemented. RBDs
are created by the 1ISSO and submitted through the review process, as documented in the
Secure CAP CA-5 procedure.

b) Updates existing plan of action and milestones based on the findings from security
controls assessments, security impact analyses, and continuous monitoring activities.
The IFT-DSS PM and FAM ISSO will be responsible for entering POAMs in CSAM, the
USDA and FS POAM tracking tool. They are also responsible for reviewing POAMs
monthly and updating existing POAMs at least quarterly. In addition, the IFT-DSS PM
and FAM ISSO will create new POAMSs in CSAM on an as-needed basis (e.g., in
response to self assessment findings, when high or medium monthly vulnerability scan
findings cannot be mitigated within 30 days).

3.1.5 CA-6: Security Authorization
Applicability:
LOW CA-6 | MODERATE CA-6 | HIGH CA-6
Implementation:
Common/Inherited Control [ ]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:
The Forest Service will assign a senior-level executive to the role of authorizing official
for the IFT-DSS.
Page 14 September, 2010

Sensitive But Unclassified/Sensitive Security Information — Disseminate on a Need-To-Know Basis Only





USDA .
el IFT-DSS System Security Plan

a) When the IFT-DSS is ready for operations, an authorization to operate (ATO) will be
obtained before commencing operations. The Forest Service SecureCAP procedure,
CA-4/6, Certification and Accreditation, requires that the DAA review the accreditation
package and determines whether “the level of risk to the FS presented by the information
system’s operation is acceptable” and signs (or revises and signs) the Security
Accreditation Decision Letter.

b) Forest Service SecureCAP procedure, CA-4/6, Certification and Accreditation, requires
that the C&A process is initiated whenever a new system is put into production, every
three years, or whenever a major change occurs.

3.1.6 CA-7: Continuous Monitoring

Applicability:
LOW CA-7 | MODERATE CA-7 | HIGH CA-7
Implementation:
Common/Inherited Control ]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

This will be a hybrid control. USDA and FS CIO are responsible for identifying the “key”
controls that must be tested annually and the one-third of the remaining controls that must be
tested once every three years. The IFT-DSS PM and FAM ISSO will be responsible for
developing a continuous monitoring strategy and for implementing a continuous monitoring
program. The IFT-DSS continuous monitoring plan is posted in CSAM as an artifact for the
CA-7 control.

a) A configuration management process for the information system and its constituent
components. The IFT-DSS PM will be responsible for development and implementation
of an IFT-DSS configuration management process. For additional information, please
see the compliance description for CM-3 as well as the IFT-DSS Configuration
Management Plan (CSAM Appendix Q2).

b) A determination of the security impact of changes to the information system and
environment of operation. The CMP describes how the security impacts of changes to the
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d)

system are assessed (see also CM-4 Security Impact Analysis). In accordance with the
CMP, the requestor of a PCR must complete the SIA form. If a change has a security
impact, it must be sent to the ISSO for review. The ISSO is responsible for reviewing the
PCR and providing a response.

Ongoing security control assessments in accordance with the organizational continuous
monitoring strategy. The IFT-DSS PM is responsible for implementing the continuous
monitoring program. During FY2008, all applicable security controls were tested by the
Phase 2 vendor during the C&A process. The Risk Assessment (RA) reflects the findings
from the Phase 2 vendor’s assessment. The RA was provided to the Designated
Accreditation Authority (DAA) with the C&A package.

A Continuous Monitoring Plan will be developed for the IFT-DSS. The FAM ISSO will
maintain this plan. The ISSO, in conjunction with the System Owner, is responsible for
ensuring implementation of the Continuous Monitoring Plan. A component of
continuous monitoring is the USDA’s CSAM tool, which is used for all continuous
monitoring activities.

Reporting the security state of the information system to appropriate organizational
officials [Assignment: organization-defined frequency]. The IFT-DSS PM will be
responsible for entering the results of the continuous monitoring activities into CSAM.
POAMs will be created for any control marked "Other Than Satisfied." In addition to the
key security controls assessed annually as part of CA-2, the IFT-DSS PM and FAM ISSO
will follow FS OCIO direction regarding assessing one-third of the remaining applicable
controls each year. These testing activities will be conducted in similar fashion to the
annual key control self assessment.
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3.2 Planning

3.2.1 PL-1: Security Planning Policy and Procedures

Applicability:
LOW PL-1 | MODERATE PL-1 | HIGH PL-1
Implementation:
Common/Inherited Control [ X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control L]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP.

3.2.2 PL-2: System Security Plan

Applicability:
LOW PL-2 | MODERATE PL-2 | HIGH PL-2
Implementation:
Common/Inherited Control ]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

The IFT-DSS PM and FAM ISSO will be responsible for the IFT-DSS System Security Plan

(SSP).
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a)

b)

3.2.3

The IFT-DSS SSP will be found in CSAM. The IFT-DSS SSP will be comprehensive
and explain how IFT-DSS is consistent with the architecture, explicitly defines the
accreditation boundary (see Section 1.7), explains the operational context, provides the
categorization (found in CSAM under the Info Types tab), describes the operational
environment and connections with other systems, and provides extensive details about the
security requirements and how security controls are implemented.

The IFT-DSS PM and FAM ISSO will review the SSP at least annually.

The IFT-DSS PM and FAM ISSO will update the SSP in response to changes to the
system or environment as well as problems identified during assessment of security
controls (see also CA-2 and CA-7).

PL-4: Rules of Behavior
Applicability:

LOW PL-4 | MODERATE PL-4 | HIGH PL-4

Implementation:

Common/Inherited Control  [__]

In Place Control ] Compensating Control ]

Hybrid Control ]

Not In Place Control ]

Planned Control [ X]

Not Applicable Control ]

Explanation:

Establishes and makes readily available to all information system users the rules that
describe their responsibilities and expected behavior with regard to information and
information system usage. FS CIO Secure CAP procedure PL-4 provides guidance on
access agreements. The FAM ISSO is responsible for and has developed Fire Rules of
Behavior (ROB) documents that are applicable to Federal employees and contractors who
access the IFT-DSS.

These ROB will describe the expected behavior with regard to using the IFT-DSS. The
ROB is signed upon employment, role change, and when there are changes to the ROB,
as well as annually. Three ROB forms are included in CSAM in Appendices J1, J2, and
J3:
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b)

3.24

e Form FS-6600-6 - Statement of Information Security Responsibilities for Associate
Users of Forest Service Systems. Use this form for Forest Service contractor
employees and other cooperators, but not Forest Service civil service employees;
renewable annually.

e Form FS-6600-7 - Statement of Employee Information Security Responsibilities. Use
this form for Forest Service civil service employees; renewable annually.

e Form FS-6600-8 - Statement of Information Security Responsibilities for Users with
Privileged Access to Information Systems. Use this form for Forest Service civil
service employees, contractors, and other cooperators; renewable annually.

Receives signed acknowledgment from users indicating that they have read, understand,
and agree to abide by the rules of behavior, before authorizing access to information and
the information system. All IFT-DSS users are system administrators and are considered
privileged users. All IFT-DSS system administrators will be required to read Form
6600-8; sign the form; and provide a signed copy to their supervisor or Contracting
Officer’s Technical Representative (COTR) before system access to the IFT-DSS is
granted. The supervisor or COTR will retain the ROB and provide all signed ROB to the
FAM ISSO.

PL-5: Privacy Impact Assessment
Applicability:
LOW PL-5 | MODERATE PL-5 | HIGH PL-5
Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X ]
Not Applicable Control ]
Explanation:

The USDA has established requirements for Privacy Threshold Analyses (PTA) and Privacy
Impact Analyses (P1A). USDA requires a PTA be completed for all systems. If there is no
privacy information, then a PIA is not required by USDA. A PTA for the IFT-DSS will be found
in CSAM Appendix V2.
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3.3 Risk Assessment

3.3.1 RA-1: Risk Assessment Policy and Procedures

Applicability:
LOW RA-1 | MODERATE RA-1 | HIGH RA-1
Implementation:
Common/Inherited Control [ X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control L]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP.

3.3.2 RA-2: Security Categorization

Applicability:
LOW RA-2 | MODERATE RA-2 | HIGH RA-2
Implementation:
Common/Inherited Control ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

Security categorization requirements are established by FS CIO.
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a) Categorizes information and the information system in accordance with applicable

b)

3.3.3

This wi

federal laws, Executive Orders, directives, policies, regulations, standards, and
guidance. FS CIO and IFT-DSS management categorized the IFT-DSS in accordance
with FIPS 199 and NIST 800-60 in 2008. This categorization will be reaffirmed during
2011 as part of the security authorization process.

Documents the security categorization results (including supporting rationale) in the
security plan for the information system. The IFT-DSS MA security categorization is
Moderate/Moderate/Moderate. Please refer to the IFT-DSS System Categorization
document for more details, as well as to the Information Types tab in CSAM.

Ensures the security categorization decision is reviewed and approved by the authorizing
official or authorizing official designated representative. The security categorization will
be reviewed and approved by the Designated Approving Authority.

RA-3: Risk Assessment

Applicability:
LOW RA-3 | MODERATE RA-3 | HIGH RA-3
Implementation:
Common/Inherited Control ]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

Il be a hybrid control with FS CIO. The common portion of this is the FS CIO’s

responsibilities as outlined in the FS Secure CAP RA-3-4 procedure. Historically, the Risk
Assessment (RA) has been conducted by an independent entity, contracted by the FS CIO. The
system-specific portion of this control is focused on reviewing the results from the Risk
Assessment and ensuring that risks are mitigated.

a)

Conducts an assessment of risk, including the likelihood and magnitude of harm, from the
unauthorized access, use, disclosure, disruption, modification, or destruction of the
information system and the information it processes, stores, or transmits. An
independent Risk Assessment will be performed upon system implementation. The Risk
Assessment will include the likelihood and magnitude of harm from the unauthorized
access, use, disclosure, disruption, modification, or destruction of the system.
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b) Documents risk assessment results in [Selection: security plan; risk assessment report;

d)

3.34

[Assignment: organization-defined document]]. Risk Assessment results will also be put
in CSAM. The RA Report is expected to follow the template provided in the Secure
CAP procedure for RA-3-4.

Reviews risk assessment results [Assignment: organization-defined frequency]. The
IFT-DSS PM and ISSO will carefully review the Risk Assessment Results, and create a
POAM in response to the findings. The RA results will be reviewed as part of the RA
process outlined in Secure CAP RA-3-4. Any weaknesses will be identified as new
POAM:s.

Updates the risk assessment or whenever there are significant changes to the
information system or environment of operation (including the identification of new
threats and vulnerabilities), or other conditions that may impact the security state of the
system. At a minimum, the RA will be updated every three years or when a significant
change is made to the IFT-DSS. A new, independent RA is anticipated as part of the
security authorization process for the IFT-DSS.

RA-5: Vulnerability Scanning

Applicability:

LOW RA-5 | MODERATE RA-5(1) | HIGH RA-5 (1) (2)

Implementation:
Common/Inherited Control ]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X ]
Not Applicable Control ]
Explanation:

This will be a hybrid control. The common portions are control elements a and b, and control
enhancement 1; these are the responsibility of NITC and EROS. The system-specific portions of
the control are the elements c, d, and e.

a)

Scans for vulnerabilities in the information system and hosted applications [Assignment:
organization-defined frequency and/or randomly in accordance with organization-
defined process] and when new vulnerabilities potentially affecting the
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b)

d)

Asses
threat

system/applications are identified and reported. NITC and EROS conduct monthly
vulnerability scans of the IFT-DSS using the processes documented in USDA
Departmental Manual 3530-001 Chapter 6, Part 1 (Mulnerability Scan Procedures), and
associated Appendices.

Employs vulnerability scanning tools and techniques that promote interoperability
among tools and automate parts of the vulnerability management process by using
standards for: enumerating platforms, software flaws, and improper configurations;
formatting and making transparent, checklists and test procedures; measuring
vulnerability impact. NITC and EROS are responsible for selecting and employing
vulnerability scanning tools and techniques that promote interoperability. NITC and
ERQOS are also responsible for ensuring that the tool meets the required standards for
enumerating platforms, software flaws, and improper configurations; formatting and
making transparent, checklists and test procedures; and measuring vulnerability impacts.

Analyzes vulnerability scan reports and results from security control assessments. The
IFT-DSS team is responsible for analyzing the vulnerability scan results. The IFT-DSS
PM will be responsible for facilitating discussions with the FAM 1SSO and the IFT-DSS
technical team in analyzing the vulnerability scan results. This will occur when the
monthly scans are received from NITC or EROS.

Remediates legitimate vulnerabilities in accordance with an organizational assessment of
risk. The USDA requires that risks categorized as high or medium must be addressed
within 30 days or a POAM created. To address high or medium results, the IFT-DSS PM
will create Project Change Requests (PCRs). These PCRs will be reviewed by the
IFT-DSS Change Control Board (CCB). If any vulnerabilities require an immediate
response, the ISSO and PM will convene an emergency meeting of the IFT-DSS CCB to
determine a course of action.

Shares information obtained from the vulnerability scanning process and security control
assessments with designated personnel throughout the organization to help eliminate
similar vulnerabilities in other information systems (i.e., systemic weaknesses or
deficiencies). The IFT-DSS PM will be responsible for facilitating discussions with the
FAM ISSO and the IFT-DSS technical team in analyzing the vulnerability scan results.

If appropriate, the IFT-DSS PM will extend the weekly IFT-DSS tech call once a month
to review the scan results and identify PCRs and fixes. This process will occur within
one week of the scan results being received. Tech call participants will receive the scan
results and a spreadsheet summarizing the finding to review prior to the call.

sing the risk to the IFT-DSS will be an ongoing activity that ensures identification of new
s and vulnerabilities, and implementation of appropriate security measures. In addition to

the above, NITC or EROS annually reviews and updates their internal management controls
documents. The OIG performs a security audit at NITC approximately once a year.
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&

3.4 System and Services Acquisition (SA)

The following sections describe the system and services acquisition family of controls.

3.4.1 SA-1: System and Services Acquisition Policy and Procedures

Applicability:
LOW SA-1 | MODERATE SA-1 | HIGH SA-1
Implementation:
Common/Inherited Control [ X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:
This is a common control developed, maintained, and tested by the FS ECP.
3.4.2 SA-2: Allocation of Resources
Applicability:
LOW SA-2 | MODERATE SA-2 | HIGH SA-2
Implementation:
Common/Inherited Control [ X ]

In Place Control

Compensating Control

Hybrid Control

Not In Place Control

Planned Control

Not Applicable Control

Explanation:

This is acommon control developed, maintained, and tested at the service level by the FS ECP.
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3.4.3 SA-3: Life Cycle Support
Applicability:
LOW SA-3 | MODERATE SA-3 | HIGH SA-3
Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X ]
Not Applicable Control ]
Explanation:

This will be a hybrid control.

a) Manages the information system using a system development life cycle methodology that
includes information security considerations. The IFT-DSS PM will be responsible for
ensuring that security considerations are included throughout the life cycle. When the
IFT-DSS is currently in production and is considered to be in Operations and
Maintenance (O&M), Security Operations and Administration will be implemented:

Operation and administration of the IFT-DSS will be under the control of the
IFT-DSS CCB, directing the SA Contractors.

Security procedures will be established, tested, and reviewed.

System backups will be conducted weekly.

All federal employees and contractors who use the IFT-DSS will be required to take
annual information systems security awareness training and role-based training.

b) Defines and documents information system security roles and responsibilities throughout
the system development life cycle. The security roles and responsibilities during the
O&M phase for the IFT-DSS are designated below.
The Designated Accrediting Authority (DAA) is responsible for:
1. Approving the operation of an IS at an acceptable level of risk.
2. Granting or denying permission for information systems to begin or continue
operation in their intended environment based on the acceptability of determined risk.
3. Formally authorizing an IS to operate as accredited with the concurrence of the
USDA Associate Chief Information Officer for Cyber Security.
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System Owners are responsible for the following:

1.

2.

3.

Incorporating security requirements and controls into the SDLC for each IS under
their control.

Developing, implementing, and maintaining a system security plan for each of their
information systems.

Reviewing and validating their information systems’ security controls to ensure they
are operating as intended.

Making system changes only through the configuration management and control
process established for their systems.

Operating, maintaining, and disposing of their systems in accordance with the
security plans and other documented security control requirements.

Managing and documenting the configuration of their systems, throughout their
lifecycle, in accordance with FSM 6682.6.

The IFT-DSS PM will be responsible for:

1. Overall implementation of all security controls for the IFT-DSS, including
keeping the SSP and other security documentation up to date (e.g., Contingency
Plan).

Developing and maintaining the baseline configuration for IFT-DSS (see CM-2).
Implementing continuous monitoring and self assessment activities.
Implementing configuration management activities.

Training IFT-DSS team members on security requirements.

SARE A

The ISSO is responsible for:

1.

4.

5.

Ensuring that the information systems under his or her purview have a documented
development life cycle and that appropriate security controls are planned and
implemented accordingly.

Participating in system development by identifying appropriate security baseline
configurations.

Periodically reviewing and validating system security controls to ensure that they are
in place and operating as intended.

Assisting, as required, with evaluation of proposed configuration changes to
determine whether the changes could harm system security properties.

Conducting Security Impact Analyses (SIA) (see CM-4).

The System Administrator is responsible for utilizing security engineering principles in
new development information systems or systems undergoing major upgrades and
ensures the integration of these principles into the system development life cycle.

The PMs for the applications hosted in the IFT-DSS will be responsible for ensuring that
their applications do not introduce risk to the IFT-DSS and for following established
IFT-DSS configuration management processes.

The IFT-DSS Change Control Board (CCB) Chair will be responsible for implementing
the IFT-DSS Configuration Management Plan (CMP) and for ensuring that the PMs send
the ISSO SIA forms (see CM-9).
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c) Identifies individuals having information system security roles and responsibilities. The
individuals with information system security roles and responsibilities are identified
above.

3.4.4 SA-4. Acquisitions

Applicability:

LOW SA-4 | MODERATE SA-4 (1) (4) | HIGH SA-4 (1)

Implementation:
Common/Inherited Control [ X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP.

(1) The organization requires in acquisition documents that vendors/contractors provide
information describing the functional properties of the security controls to be employed within
the information system, information system components, or information system services in
sufficient detail to permit analysis and testing of the controls. This is a common control
enhancement provided by the FS ECP.

(2) The organization ensures that each information system component acquired is explicitly
assigned to an information system, and that the owner of the system acknowledges this
assignment. This is a common control enhancement provided by the FS ECP.
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3.45

SA-5: Information System Documentation

Applicability:

LOW SA-5 | MODERATE SA-5 (1)(3) | HIGH SA-5 (1) (2)

Implementation:
Common/Inherited Control ]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X ]
Not Applicable Control ]
Explanation:

This will be a hybrid control.

a)

b)

Obtains, protects as required, and makes available to authorized personnel,
administrator documentation for the information system that describes: secure
configuration, installation, and operation of the information system; effective use and
maintenance of security features/functions; and known vulnerabilities regarding
configuration and use of administrative (i.e., privileged) functions. The IFT-DSS PM
will be responsible for obtaining and making available administrator documentation for
the IFT-DSS. The only personnel authorized to have access to such documentation will
be the FAM personnel, contract SAs, and NITC or EROS personnel. All IFT-DSS users
will be responsible for protecting any documentation they receive in accordance with
PL-4 Rules of Behavior and PS-6 Access Agreements.

The IFT-DSS PM will obtain administrator documentation from NITC or EROS and will
distribute it on an as-needed basis. The NITC and EROS documents describe secure
configuration, installation, and operation of the IFT-DSS, and effective use and
maintenance of security features/functions. NITC or EROS, as well as the FAM 1SSO,
will provide information to the IFT-DSS PM regarding known vulnerabilities related to
configuration and use of administrative (i.e., privileged) functions.

Obtains, protects as required, and makes available to authorized personnel, user
documentation for the information system that describes: user-accessible security
features/functions and how to effectively use those security features/functions; methods
for user interaction with the information system, which enables individuals to use the
system in a more secure manner; and user responsibilities in maintaining the security of
the information and information system.
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c)

3.4.6

b)

Documents attempts to obtain information system documentation when such
documentation is either unavailable or nonexistent. The IFT-DSS PM will be
responsible for documenting attempts to obtain information system documentation when
the documentation is unavailable or nonexistent.

SA-6: Software Usage Restrictions
Applicability:

LOW SA-6 | MODERATE SA-6 | HIGH SA-6

Implementation:

Common/Inherited Control  [__]

In Place Control ] Compensating Control ]

Hybrid Control ]

Not In Place Control ]

Planned Control [ X ]

Not Applicable Control ]

Explanation:

Uses software and associated documentation in accordance with contract agreements
and copyright laws. The IFT-DSS PM will be responsible for ensuring that all IFT-DSS
software and associated documentation is used in accordance with contract agreements
and copyright laws and for employing a tracking system for software and associated
documentation protected by quantity licenses to control copying and distribution.

Employs tracking systems for software and associated documentation protected by
quantity licenses to control copying and distribution. Tracking software and associated
documentation protected by quantity licenses will be done in conjunction with the
baseline configuration (see CM-2 Baseline Configuration). This will be updated
whenever a change occurs via the PCR process.

Controls and documents the use of peer-to-peer file sharing technology to ensure that
this capability is not used for the unauthorized distribution, display, performance, or
reproduction of copyrighted work. Currently, no peer-to-peer file sharing technology is
used within the IFT-DSS.
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3.4.7 SA-7: User Installed Software

Applicability:
LOW SA-7 | MODERATE SA-7 | HIGH SA-7
Implementation:
Common/Inherited Control ]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X ]
Not Applicable Control ]
Explanation:

This will be a hybrid control. The IFT-DSS PM and FAM ISSO will be responsible for
enforcing explicit rules governing the installation of software by authorized IFT-DSS users.
IFT-DSS System Administrators will be able to install software, but the activity is documented
through the release notice process and change management database. The IFT-DSS CCB will
require that any software be approved before it is added to the IFT-DSS; installation will be
conducted by the SA Contractors. SA Contractors will conduct periodic reviews to ensure that
unauthorized software has not been placed on the system.

3.4.8 SA-9: External Information System Services

Applicability:
LOW SA-9 | MODERATE SA-9 | HIGH SA-9
Implementation:
Common/Inherited Control [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
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Explanation:

This will be a hybrid control. The common portion is the power and network connectivity (e.g.,
“ping”) provided by NITC or EROS. NITC and EROS provide external information service to
the IFT-DSS. The system-specific portion will be provided by the IFT-DSS, which will contract
to provide service to remove and store backup tapes off site at NITC or EROS.

a) Requires that providers of external information system services comply with
organizational information security requirements and employ appropriate security
controls in accordance with applicable federal laws, Executive Orders, directives,
policies, regulations, standards, and guidance.

b) Defines and documents government oversight and user roles and responsibilities with
regard to external information system services.

¢) Monitors security control compliance by external service providers.
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4 OPERATIONAL SECURITY CONTROLS

This section describes the operational controls in place and planned for the application as
provided in the NIST SP 800-53 Rev 3 Low security baseline. This section covers controls for
Awareness and Training (AT), Configuration Management (CM), Contingency Planning (CP),
Incident Response (IR), Maintenance (MA), Physical and Environmental Protection (PE),
Personnel Security (PS), and System and Information Integrity (SI). Throughout this section,
text in italics was taken from various government publications on security control requirements.

4.1 Awareness and Training

4.1.1 AT-1: Security Awareness and Training Policy and Procedures

Applicability:

LOW AT-1 | MODERATE AT-1 | HIGH AT-1

Implementation:
Common/Inherited Control [ X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP.
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4.1.2 AT-2: Security Awareness

Applicability:
LOW AT-2 | MODERATE AT-2 | HIGH AT-2
Implementation:
Common/Inherited Control ]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X ]
Not Applicable Control ]
Explanation:

This will be a hybrid control with the FS ECP through USDA AgLearn and DOI through DOI
Learn. The common portion of this control is the responsibility of USDA AgLearn via the FS
ECP and DOI Learn. The system-specific portion of this control focuses on the IFT-DSS’s
responsibility for ensuring that all users have taken the appropriate security awareness training
class(es).

To obtain an IFT-DSS account and an NITC VPN account, all users must take USDA security
awareness training. This training is made available through USDA AgLearn and required
annually. All Federal employees who are SAs and contractor SAs are required to have USDA
Ag Learn accounts and take the required annual security awareness training. USDA AgLearn
tracks completion of the annual security awareness training. AgLearn is the system of record for
all completion certificates. Additional information can be obtained from Forest Service Manual
6680 and from related SecureCAP procedures.

IFT-DSS users who need to obtain an EROS VPN account must comply with EROS
requirements that all contractors accessing the EROS environment comply with required DOI
Security Awareness Training. The Contractor System Administrators must comply with EROS
Security Awareness Training requirements. The Contracting Officer’s Technical Representative
(COTR) is required to have certificates of completion for all such personnel. Copies of all
certificates of completion are on file at EROS and the FAM Information Systems Project Office
in Lakewood, CO.

The IFT-DSS-specific portion of this control is related to non-Federal IFT-DSS users (i.e.,
contract System Administrators). Contract System Administrators must comply with FISMA
requirements for annual security training. The COTR will be responsible for ensuring that all
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personnel successfully complete the training in USDA AgLearn. Records of completion will be
tracked within AgLearn.

4.1.3 AT-3: Security Training

Applicability:
LOW AT-3 | MODERATE AT-3 | HIGH AT-3
Implementation:
Common/Inherited Control ]
In Place Control [__] | Compensating Control ]
Hybrid Control 1]
Not In Place Control ]
Planned Control [ X ]
Not Applicable Control ]
Explanation:

This will be a hybrid control with both FS ECP and DOI. The common portion of this control is
applicable to Federal agency administrators of the IFT-DSS and is addressed by the Federal
agency for whom they work. IFT-DSS administrators will comply with requirements for annual
“role-based” security training for Federal employees and contractors. Reporting will be handled
by the department of the user who completes the training. For example, for FS employees and
contractors, FS establishes the requirements for role-based training, including (i) requiring
completion of role-based training before access is granted; (ii) requiring training when system
changes occur, and (iii) requiring annual training. USDA AgLearn tracks completion of the role-
based security training. AgLearn is the system of record for all completion certificates.
Additional information can be obtained from Forest Service Manual 6680 and from related
SecureCAP procedures.

The IFT-DSS-specific portion of this control is related to non-Federal IFT-DSS users (i.e.,
contract System Administrators). Contract System Administrators must comply with
requirements for annual role-based security training. The COTR will be responsible for ensuring
that all personnel successfully complete the role-based training in USDA AgLearn, including
ensuring that (i) training is completed before access to the system is allowed; (ii) FS
requirements for training when system changes are implemented; and (iii) training is completed
annually. Records of completion are tracked within AgLearn.
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4.1.4 AT-4: Security Training Records

Applicability:
LOW AT-4 | MODERATE AT-4 | HIGH AT-4
Implementation:
Common/Inherited Control ]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

This will be a hybrid control. The common portion of this control is applicable to Federal
agency administrators of the IFT-DSS and is addressed by the Federal agency for whom they
work. Both the annual security awareness training and role-based security training are tracked in
AgLearn. The IFT-DSS-specific portion of this control is related to non-Federal IFT-DSS users
(i.e., contract System Administrators). Contract System Administrators must comply with
requirements for annual role-based security training by using AgLearn. The COTR will be
responsible for ensuring that all personnel successfully complete the security awareness and
role-based training in USDA AgLearn. Records of completion will be tracked within AgLearn.
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4.2 Configuration Management (CM) Controls
The following sections describe the configuration management family of controls.

4.2.1 CM-1: Configuration Management Policy and Procedures

Applicability:

LOW CM-1

MODERATE CM-1

HIGH CM-1

Implementation:

In Place Control

Common/Inherited Control

Compensating Control

Hybrid Control

Not In Place Control

Planned Control

Not Applicable Control

Explanation:

This is a common control developed, maintained, and tested by the FS ECP.

4.2.2 CM-2: Baseline Configuration

Applicability:

LOW CM-2

MODERATE CM-2 (1) (3) (4)

HIGH CM-2 (1) (2)

Implementation:

In Place Control

Common/Inherited Control  [__]

Compensating Control ]

Hybrid Control

Not In Place Control

Planned Control

Not Applicable Control
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Explanation:

The initial hardware and software baseline will be completed in 2012 for the IFT-DSS
production environment. The software baseline will include all software loaded on each server.
The hardware baseline includes information about each server. The SA Contractors will be
tasked with maintaining system architecture and baseline configuration documentation.

4.2.3 CM-4: Security Impact Analysis

Applicability:
LOW CM-4 | MODERATE CM-4 | HIGH CM-4
Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X ]
Not Applicable Control ]
Explanation:

The IFT-DSS PCR form will include an SIA. Software deployment, upgrades, and maintenance
will be documented and any change to the system coordinated through the IFT-DSS CCB and
then the NITC CCB. The FAM ISSO will conduct an SIA on all changes that have a potential
security impact.
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4.2.4

CM-6: Configuration Settings
Applicability:

LOW CM-6 | MODERATE CM-6 (3) | HIGH CM-6 (1) (2) (3)

Implementation:
Common/Inherited Control ]
In Place Control [__] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

This will be a hybrid control. The common portion is the configuration guides that are provided

to the

SA Contractors. The system-specific portion necessitates that a PM for an application

hosted on the IFT-DSS who wishes to make a change in the configuration settings must prepare a
PCR and submit it to the CCB for review and discussion.

a)

b)

d)

Establishes and documents mandatory configuration settings for information technology
products employed within the information system using [Assignment:
organization-defined security configuration checklists] that reflect the most restrictive
mode consistent with operational requirements. The IFT-DSS PM will be responsible for
establishing and documenting mandatory configuration settings for the IT products
employed at NITC or EROS. These settings reflect the most restrictive mode consistent
with operational requirements.

Implements the configuration settings. The IFT-DSS PM will be responsible for ensuring
that the System Administrators implement the configuration settings.

Identifies, documents, and approves exceptions from the mandatory configuration
settings for individual components within the information system based on explicit
operational requirements. If it is necessary to deviate from the mandatory configuration
settings, SAs will submit a PCR to the CCB for approval. The PCR must be reviewed
and approved by the CCB before the deviation from the mandatory configuration settings
can be implemented. This will ensure that the IFT-DSS identifies, documents, and
approves exceptions based on a business need.

Monitors and controls changes to the configuration settings in accordance with
organizational policies and procedures. The IFT-DSS CCB will be responsible for
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monitoring and controlling changes to the configuration settings in accordance with
organizational policies and procedures.

4.25 CM-7: Least Functionality
Applicability:

LOW CM-7 | MODERATE CM-7 (1) | HIGH CM-7 (1)

Implementation:
Common/Inherited Control ]
In Place Control ] Compensating Control ]
Hybrid Control 1]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

The IFT-DSS will be configured to provide only essential capabilities and to specifically prohibit
or restrict the use of certain ports, protocols, and/or services. The lists of prohibited or restricted
functions, ports, etc. are identified by FS CIO and USDA. The IFT-DSS will follow the lists.

The IFT-DSS will be divided into VMs and LPARs, which perform only specified functions.
Access to protocols and devices is limited to NITC System Administrator roles. This process
will be managed by the IFT-DSS CCB in accordance with requests from the applications that run
in IFT-DSS.
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4.2.6 CM-8: Information System Component Inventory

Applicability:

LOW CM-8 | MODERATE CM-8 (1) (5) | HIGH CM-8 (1-5)

Implementation:
Common/Inherited Control [ ]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

The IFT-DSS PM will be responsible for developing, documenting, and maintaining an
inventory of information system components as part of the Baseline Configuration (see CM-2).
The PM will be responsible for ensuring that the inventory:

a) Accurately reflects the current system. This will be accomplished through hands-on
annual review of all hardware at NITC.

b) Is consistent with the accreditation boundary. This will be accomplished by comparing
the inventory with the accreditation boundary diagram.

c) Isatthe level of granularity necessary to track and report. This will be accomplished by
the level of detail in the baseline configuration (see CM-2).

d) Includes the information required per Secure CAP Procedure CM-8, Information System
Component Inventory (see also CM-2).

e) Isavailable for review and audit by the System Owner, the IFT-DSS PM, and the FAM
security team, as well as by other FS OCIO personnel as needed.
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4.3 Contingency Planning

4.3.1 CP-1: Contingency Planning Policy and Procedures

Applicability:
LOW CP-1 | MODERATE CP-1 | HIGH CP-1
Implementation:
Common/Inherited Control [ X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control L]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP.

4.3.2 CP-2: Contingency Plan
Applicability:

LOW CP-2 | MODERATE CP-2 (1) | HIGH CP-2 (1) (2)

Implementation:
Common/Inherited Control ]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

This control will incorporate the requirements previously stated in CP-5, which was withdrawn
from NIST 800-53, Revision 3.
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a) Develops a contingency plan for the information system that: identifies essential missions
and business functions and associated contingency requirements; provides recovery
objectives, restoration priorities, and metrics; addresses contingency roles,
responsibilities, assigned individuals with contact information; addresses maintaining
essential missions and business functions despite an information system disruption,
compromise, or failure; addresses eventual, full information system restoration without
deterioration of the security measures originally planned and implemented; and is
reviewed and approved by designated officials within the organization. The IFT-DSS
DRP and CP will be included in the C&A package and found in CSAM appendices L and
L2. The CP and DRP will both be reviewed and approved by the IFT-DSS PM and the
FAM ISSO. These documents will be signed by the ACIO and ISSPM.

This plan addresses business functions and contingency requirements; provides recovery
objectives, restoration priorities, and metrics; addresses contingency roles,
responsibilities, and assigned individuals and alternates, with contact information; and
addresses restoration coordination and activities. The plan will be reviewed and
approved by the FAM ISSO, IFT-DSS PM, and System Owner. It will also be reviewed
by the DAA as part of the IFT-DSS C&A process. Approved final versions will be
distributed to key contingency personnel, internally and externally.

b) Distributes copies of the contingency plan. The IFT-DSS PM will be responsible for
distributing copies of the contingency plan to the key contingency personnel, including
the IFT-DSS System Owner, FAM ISSO, and the NITC Customer Liaison. IFT-DSS
personnel will upload the CP into CSAM and Quickr for all other applicable personnel
who need access to it.

c) Coordinates contingency planning activities with incident handling activities. The
IFT-DSS CP will define how contingency planning and incident handling activities are
coordinated. The ISSO is responsible for notifying the CIRT if it is necessary to do so.

d) Reviews the contingency plan for the information system. The IFT-DSS CP will be
reviewed by the System Owner, IFT-DSS PM, and FAM ISSO on an annual basis.

e) Revises the contingency plan to address changes to the organization, information system,
or environment of operation and problems encountered during contingency plan
implementation, execution, or testing. The IFT-DSS PM will be responsible for revising
the CP to address changes and problems encountered during CP implementation,
execution, or testing. Updates will be made as needed.

f) Communicates contingency plan changes. Whenever the CP is updated, the IFT-DSS
PM will be responsible for distributing the update to the System Owner, FAM ISSO, and
NITC Business Area Liaison, as well as re-posting the document to CSAM and Quickr.
In addition, changes to the CP will be communicated on an as-needed basis to the
applications hosted on IFT-DSS. The weekly IFT-DSS CCB calls will be the forum for
such communications.
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4.3.3 CP-3: Contingency Training
Applicability:

LOW CP-3 | MODERATE CP-3 | HIGH CP-3 (1)

Implementation:
Common/Inherited Control ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

Contingency training for the IFT-DSS is accomplished at least annually. Contingency training
will be accomplished in several ways (e.g., during an IFT-DSS CCB call). Participants will be
documented by the AISSO. In addition, contingency training will be accomplished through the
annual Table Top Test (TTX) since many key members are required to participate in both
activities. Attendance in the TTX will be documented in the After-Action Report (AAR).

4.3.4 CP-4: Contingency Plan Testing and Exercises
Applicability:

LOW CP-4 | MODERATE CP-4 (1) | HIGH CP-4 (1) (2)

Implementation:

Common/Inherited Control  [__]

In Place Control ] Compensating Control ]
Hybrid Control ]

Not In Place Control ]

Planned Control [ X]

Not Applicable Control ]

Page 43 September, 2010

Sensitive But Unclassified/Sensitive Security Information — Disseminate on a Need-To-Know Basis Only





USDA .
el IFT-DSS System Security Plan

Explanation:

a) Tests and/or exercises of the contingency plan for the information system will be used to
determine the plan’s effectiveness and the organization’s readiness to execute the plan.
The FS CIO, IFT-DSS PM, and FAM ISSO will test/exercise the CP at least annually
using a Table Top Exercise (TTX) to determine the plan's effectiveness and IFT-DSS
personnel’s readiness to execute the plan.

b) Reviews the contingency plan test/exercise results and initiates corrective actions. FS
CIO employs a TTX to test the effectiveness of the CP. A TTX is a facilitator-led,
discussion-based exercise where members of a particular contingency team can meet in a
"classroom" setting to address their roles during an emergency and responses to a
particular emergency situation. Exercise and test results are documented and the results
are retained in an After Action Report (AAR). The IFT-DSS PM and FAM ISSO will
review results from all tests/exercises, initiate corrective action plans (when applicable),
and update the CP with any necessary changes. Corrective actions are often identified in
test/exercise AARs by name or as "Findings,” "Weaknesses," or "Deficiencies." The
IFT-DSS PM and FAM ISSO will create POAM s to address findings that cannot be
immediately mitigated.

4.3.5 CP-9: Information System Backup
Applicability:

LOW CP-9 | MODERATE CP-9 (1) | HIGH CP-9 (1) (2) (3) (4)

Implementation:
Common/Inherited Control  [__]
In Place Control [ ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

Backups will be the responsibility of the IFT-DSS SA Contractors.

a) Conducts backups of user-level information contained in the information system.

b) Conducts backups of system-level information contained in the information system.

Page 44 September, 2010
Sensitive But Unclassified/Sensitive Security Information — Disseminate on a Need-To-Know Basis Only





USDA .
el IFT-DSS System Security Plan

c) Conducts backups of information system documentation, including security-related
documentation.

d) Protects the confidentiality and integrity of backup information at the storage location.

4.3.6 CP-10: Information System Recovery and Reconstitution
Applicability:

LOW CP-10 | MODERATE CP-10 (2) (3) | HIGH CP-10 (1)

Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X ]
Not Applicable Control ]
Explanation:

The IFT-DSS will have a CP and a DRP. The most recent versions of the CP and DRP will be
found in CSAM Appendices. As part of contingency planning and disaster recovery, the
IFT-DSS will rely on NITC or EROS. Please refer to NITC’s and EROS’ CP and DRP for their
recovery activities. Working in conjunction with the System Administrators and both host sites,
the IFT-DSS will be recovered and reconstituted.
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4.4 Incident Response (IR) Controls
The following sections describe the incident response family of controls.

4.4.1 IR-1: Incident Response Policy Procedures

Applicability:
LOW IR-1 | MODERATE IR-1 | HIGH IR-1
Implementation:
Common/Inherited Control  [_X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP. The other portion
of this control is developed, maintained, and tested by NITC or EROS.

4.4.2 IR-2: Incident Response Training
Applicability:

LOW IR-2 | MODERATE IR-2 | HIGH IR-2 (1) (2)

Implementation:

Common/Inherited Control  [_X ]

In Place Control [ X ] | Compensating Control ]
Hybrid Control ]

Not In Place Control ]

Planned Control ]

Not Applicable Control ]
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Explanation:

This is a common control developed, maintained, and tested by the FS ECP. The USDA'’s
Computer Incident Response Team (CIRT) is responsible for incidents pertaining to this system.
Their policy and procedures are outlined in USDA DR3500-001 USDA Computer Incident
Response Procedures. In addition, Forest Service-specific information regarding Incident
Response is described in FSM 6680.

4.4.3 IR-4: Incident Handling
Applicability:

LOW IR-4 | MODERATE IR-4 (1) | HIGH IR-4 (1)

Implementation:
Common/Inherited Control  [_]
In Place Control [ X ] | Compensating Control ]
Hybrid Control [ X ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a hybrid control. A portion of this control is the responsibility of the FS ECP and the
USDA’s Computer Incident Response Team (CIRT). They are responsible for incidents
pertaining to this system at NITC. Their policy and procedures are outlined in

USDA DR3500-001 USDA Computer Incident Response Procedures. EROS is responsible for
incidents pertaining to the IFT-DSS at EROS.

In the event of a security incident related to the IFT-DSS, the incident would be reported by the
System Administrators to the ISSO. The ISSO would alert the appropriate personnel at NITC
and/or EROS as well as the FS CIRT and/or DOI CIRT.

The incident response procedures are outlined below. The first scenario addresses what happens
in the event that EROS identifies the security incident:
e Step 1: Einstein alert from EROS.
e Step 2: EROS Security Point of Contact (SPOC) notifies the FPA-IFT-DSS Project
Manager.
e Step 3: The FPA-IFT-DSS Project Manager investigates the alert and notifies the 1SSO.
The ISSO conducts a case-by-case analysis. Actions are identified depending on
severity.
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Step 4: If it is determined to be an incident, the ISSO notifies the USDA FS CIRT or the
appropriate parties and the system is immediately isolated from the EROS network.

Step 5: EROS decides whether the USGS CSIRT and DOI CIRC need to be contacted.
If DOI CIRC needs to be contacted, USGS CSIRT does so. DOI CIRC makes a
determination of appropriate next steps (e.g., in rare cases and depending on the severity
of the incident, DOI may want the server isolated for forensic examination).

Step 6: Upon receipt of permission from DOI CIRC to begin containment and
eradication, these activities are a collaborative effort between FPA and/or the IFT-DSS
and EROS. FPA and/or the IFT-DSS can begin recovery activities.

Step 7: Upon containing or eradicating the incident, FPA-IFT-DSS can initiate its own
testing to confirm that the activities were successful.

Step 8: EROS must verify the successful eradication before FPA and/or the IFT-DSS can
be restored to use.

Step 9: Upon receipt of permission from EROS, the FPA-IFT-DSS team shall restore the
system to operational use.

The next scenario outlines the events that occur if the contractor identifies the security incident:

444

Step 1: The contractor notifies the IFT-DSS PM, who notifies the ISSO.
Step 2: ISSO notifies EROS SPOC.

Step 3: Follow Steps 3-9 above.

IR-5: Incident Monitoring

Applicability:

LOW IR-5 | MODERATE IR-5 | HIGH IR-5 (1)

Implementation:
Common/Inherited Control  [_X ]
In Place Control [.X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP. The USDA'’s
Computer Incident Response Team (CIRT) is responsible for incidents pertaining to this system.
Their policy and procedures are outlined in USDA DR3500-001 USDA Computer Incident
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Response Procedures. In addition, Forest Service-specific information regarding Incident
Response is described in FSM 6680.

445 IR-6: Incident Reporting
Applicability:

LOW IR-6 | MODERATE IR-6 (1) | HIGH IR-6 (1)

Implementation:
Common/Inherited Control [ X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a hybrid control. A portion of this control is the responsibility of the FS ECP and the
USDA’s Computer Incident Response Team (CIRT). They are responsible for incidents
pertaining to this system at NITC. Their policy and procedures are outlined in

USDA DR3500-001 USDA Computer Incident Response Procedures. EROS is responsible for
incidents pertaining to the IFT-DSS at EROS.

In the event of a security incident related to the IFT-DSS, the incident would be reported by the
System Administrators to the ISSO. The ISSO would alert the appropriate personnel at NITC
and/or ERQS, as well as the FS CIRT and/or DOI CIRT.
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4.4.6 IR-7: Incident Response Assistance
Applicability:

LOW IR-7 | MODERATE IR-7 (1) | HIGH IR-7 (1)

Implementation:
Common/Inherited Control [ X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP. The USDA'’s
Computer Incident Response Team (CIRT) is responsible for incidents pertaining to this system.
Their policy and procedures are outlined in USDA DR3500-001 USDA Computer Incident
Response Procedures. In addition, Forest Service-specific information regarding Incident
Response is described in FSM 6680.

45 Maintenance

45.1 MA-1: System Maintenance Policy and Procedures
Applicability:

LOW MA-1 [ MODERATE MA-1 | HIGH MA-1

Implementation:

Common/Inherited Control [ X ]

In Place Control [ X ] | Compensating Control ]
Hybrid Control ]

Not In Place Control ]

Planned Control ]

Not Applicable Control ]
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Explanation:

This is a common control developed, maintained, and tested by the FS ECP.

452 MA-2: Controlled Maintenance
Applicability:

LOW MA-2 | MODERATE MA-2 (1) | HIGH MA-2 (1) (2)

Implementation:
Common/Inherited Control  [__]
In Place Control [__] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X ]
Not Applicable Control ]
Explanation:

This will be a hybrid control with NITC or EROS. The IFT-DSS will be responsible for working
with the host sites (NITC or EROS) and the System Administrators to perform all controlled
maintenance to IFT-DSS equipment.

a) Schedules, performs, documents, and reviews records of maintenance and repairs on
information system components in accordance with manufacturer or vendor
specifications and/or organizational requirements. The IFT-DSS PM will ensure that
SAs work together with the host site to schedule, perform, document, and review records
of maintenance and repairs on IFT-DSS components in accordance with manufacturer or
vendor specifications and/or FS/USDA requirements. All preventative and regular
maintenance will be documented on a Project Change Request Form (PCR), which will
be reviewed and tracked by the IFT-DSS CCBs. Once a PCR is approved, the IFT-DSS
CCB will coordinate with contract SAs and NITC or EROS to schedule the maintenance
activity. All CCB-approved actions will be performed by the SAs. SAs will be
responsible for documenting that a change was completed in accordance with IFT-DSS
requirements. In addition, the IFT-DSS CCB will be responsible for reviewing records of
maintenance in accordance with IFT-DSS requirements (e.g., necessary updates to the
baseline are performed [see CM-2], revisions to administration documents are
completed).

b) Controls all maintenance activities, whether performed on site or remotely and whether
the equipment is serviced on site or removed to another location. The IFT-DSS CCB
will be responsible for coordinating all maintenance activities, including remote

Page 51 September, 2010
Sensitive But Unclassified/Sensitive Security Information — Disseminate on a Need-To-Know Basis Only





USDA .
el IFT-DSS System Security Plan

d)

453

maintenance and on-site maintenance. This will occur through the PCR process
described in response to item a) above.

Requires that a designated official explicitly approve the removal of the information
system or system components from organizational facilities for off-site maintenance or
repairs. The IFT-DSS PM or the IFT-DSS CCB Chair will explicitly approve the
removal of components for off-site maintenance or repairs.

Sanitizes equipment to remove all information from associated media prior to removal
from organizational facilities for off-site maintenance or repairs. The IFT-DSS will
depend on NITC or EROS to sanitize servers that are being taken out of service. NITC
and EROS have their own processes for destruction. IFT-DSS will compile the PCR for
NITC or EROS to extract the drives and to get rid of them. NITC or EROS will perform
the sanitization and provides an email confirming that the actions have been done.

Checks all potentially impacted security controls to verify that the controls are still
functioning properly following maintenance or repair actions. After maintenance
activities are conducted, the next scheduled vulnerability scan conducted by NITC and
EROS (see RA-5) will check all potentially impacted security controls to verify that the
controls are still functioning properly following maintenance or repair actions.

MA-4: Non-Local Maintenance

Applicability:

LOW MA-4 | MODERATE MA-4 (1) (2) | HIGH MA-4 (1) (2) (3)

Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

The IFT-DSS PM will be responsible for managing all non-local maintenance. Non-local

maint

enance will be permitted in the IFT-DSS due to a compelling business need (i.e., system

administrators need to access the IFT-DSS equipment from outside the computer room on a
regular basis).
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a)

b)

d)

454

Authorizes, monitors, and controls non-local maintenance and diagnostic activities. The
IFT-DSS will be responsible for authorizing, monitoring, and controlling non-local
maintenance and diagnostic activities. The IFT-DSS COTR for the Contract SAs and the
supervisor for the Federal employee SAs, as well as the ISSO, will be responsible for
authorizing all remote access accounts. The IFT-DSS will be accessible via the NITC or
EROS VPN. Access will require COTR/supervisor and ISSO approval. In addition,
account requests will also need to be submitted to the NITC or EROS for approval and
account creation. The IFT-DSS Contractor SA COTR will be responsible for monitoring
and controlling non-local maintenance to ensure that the work is done in accordance with
the contract. All actions performed by the SAs (either contractor or federal employees)
will be carried out in accordance the IFT-DSS CCB.

Allows the use of non-local maintenance and diagnostic tools only as consistent with
organizational policy and documented in the security plan for the information system.
The IFT-DSS CCB will be responsible for approving non-local maintenance and
diagnostic tools. This approval will be done in accordance with the CMP. All approved
maintenance and diagnostic tools will be documented by the Contract SAs in the list
provided in MA-3.

Employs strong identification and authentication techniques in the establishment of
non-local maintenance and diagnostic sessions. Strong identification and authentication
techniques will be used in the establishment of non-local maintenance and diagnostic
activities. This will occur through USDA’s VPN. Encryption is employed on the VPN.
All administrators are required to have a user ID and passwords to access IFT-DSS
resources once a user has successfully connected their VPN account.

Maintains records for non-local maintenance and diagnostic activities . All remote
maintenance sessions will be logged.

Terminates all sessions and network connections when non-local maintenance is
completed. Users can terminate the VPN session when their actions are complete. The
VPN accounts disconnect the session after 30 minutes of inactivity.

MA-5: Maintenance Personnel

Applicability:

LOW MA-5 [ MODERATE MA-5 [ HIGH MA-5
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Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

Maintenance personnel that are required to perform work at NITC or EROS must be escorted by
NITC or EROS personnel. Therefore, this control will be hybrid with NITC or EROS.

The IFT-DSS COTR for the SA Contractors and the supervisors for the Federal SAs are
responsible for managing all maintenance personnel. In the event that someone other than the
contractor SAs or Federal SAs is needed to perform maintenance activities at NITC or EROS,
they must be escorted by NITC or EROS personnel.

a)

b)

Establishes a process for maintenance personnel authorization and maintains a current
list of authorized maintenance organizations or personnel. The IFT-DSS will have an
approved access control methodology that conforms to USDA requirements (see AC-2
for additional information on the access control methodology). The IFT-DSS PM and
ISSO will be responsible for maintaining a current list of authorized maintenance
personnel. In the event that someone other than a Contractor SA or Federal SA needs to
perform maintenance, they will require approval by the IFT-DSS CCB.

Ensures that personnel performing maintenance on the information system have required
access authorizations or designates organizational personnel with required access
authorizations and technical competence deemed necessary to supervise information
system maintenance when maintenance personnel do not possess the required access
authorizations. The IFT-DSS PM and 1SSO will be responsible for ensuring that all
personnel performing maintenance on the IFT-DSS will have required access
authorizations, or they will ensure that designates with required access authorizations and
technical competence necessary are available to supervise system maintenance when
maintenance personnel do not have the necessary access authorization. This will be done
through the access control process, which requires COTR and ISSO signatures. In
addition, all contractors will be required to have the technical competence necessary per
the SOW. Personnel brought on to perform maintenance activities at NITC or EROS will
be escorted by NITC or EROS personnel.
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4.6 Media Protection
The following sections describe the media protection family of controls.

4.6.1 MP-1: Media Protection Policy and Procedures

Applicability:
LOW MP-1 | MODERATE MP-1 | HIGH MP-1
Implementation:
Common/Inherited Control  [_X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP.

46.2 MP-2: Media Access
Applicability:

LOW MP-2 | MODERATE MP-2 (1) | HIGH MP-2 (1)

Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control X ]
Not Applicable Control ]
Explanation:

The organization restricts access to defined types of digital and non-digital media.
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Supplemental Guidance: Information system media includes both digital media (e.g., diskettes,
magnetic tapes, external/removable hard drives, flash/thumb drives, compact disks, digital video
disks) and non-digital media (e.g., paper, microfilm). This control also applies to mobile
computing and communications devices with information storage capability (e.g.,
notebook/laptop computers, personal digital assistants, cellular telephones, digital cameras, and
audio recording devices).

The IFT-DSS will restrict access to digital media such as external hard drives and compact disks.
Access to digital media will be restricted and controlled using the IFT-DSS Access Control and
Account Management process (see AC-2), which will require the approval of an IFT-DSS
account by the COTR/Supervisor and ISSO.

For backup tapes, a contractor will provide services at NITC or EROS. This will be conducted
using the agreed upon NITC or EROS schedule.

4.6.3 MP-6: Media Sanitization and Disposal
Applicability:

LOW MP-6 | MODERATE MP-6 | HIGH MP-6 (1) (2)

Implementation:
Common/Inherited Control [ X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a hybrid control with NITC or EROS. The IFT-DSS will depend on NITC or EROS to
destroy media. This will be done in collaboration with an IFT-DSS Contractor SA; however,
NITC and EROS use their own processes and tools to destroy media.

4.7 Physical and Environmental (PE) Protection Controls
The following sections describe the physical and environmental family of controls.

4.7.1 PE-1: Physical and Environmental Protection Policy and Procedures

Applicability:

LOW PE-1 | MODERATE PE-1 | HIGH PE-1
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Implementation:
Common/Inherited Control  [_X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:
This is a common control developed, maintained, and tested by the FS ECP.
4.7.2 PE-2: Physical Access Authorizations
Applicability:
LOW PE-2 | MODERATE PE-2 | HIGH PE-2
Implementation:
Common/Inherited Control [ X ]

In Place Control

[ X ] | Compensating Control

Hybrid Control

Not In Place Control

Planned Control

Not Applicable Control

Explanation:

This is a common control provided by NITC or EROS, the host site for the IFT-DSS. Please
refer to the NITC or EROS accreditation.

4.7.3 PE-3: Physical Access Control

Applicability:

LOW PE-3

MODERATE PE-3

HIGH PE-3 (1)
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Implementation:
Common/Inherited Control  [_X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control provided by NITC or ERQOS, the host site for the IFT-DSS. Please
refer to the NITC or EROS accreditation.

4.7.4 PE-6: Monitoring Physical Access
Applicability:

LOW PE-6 | MODERATE PE-6 (1) | HIGH PE-6 (1) (2)

Implementation:
Common/Inherited Control  [_X ]
In Place Control [LX ] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control provided by NITC or ERQOS, the host site for the IFT-DSS. Please
refer to the NITC or EROS accreditation.

475 PE-7: Visitor Control
Applicability:

LOW PE-7 | MODERATE PE-7 (1) | HIGH PE-7 (1)
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Implementation:
Common/Inherited Control  [_X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control provided by NITC and EROS, the host sites for the IFT-DSS. Please
refer to the NITC or EROS accreditation.

476 PE-8: Access Records
Applicability:

LOW PE-8 | MODERATE PE-8 | HIGH PE-8 (1) (2)

Implementation:
Common/Inherited Control  [_X ]
In Place Control [LX ] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control provided by NITC or ERQOS, the host site for the IFT-DSS. Please
refer to the NITC or EROS accreditation.

4.7.7 PE-12: Emergency Lighting
Applicability:

LOW PE-12 | MODERATE PE-12 | HIGH PE-12
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Implementation:
Common/Inherited Control  [_X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control provided by NITC or ERQOS, the host site for the IFT-DSS. Please
refer to the NITC or EROS accreditation.

4.7.8 PE-13: Fire Protection
Applicability:

LOW PE-13 | MODERATE PE-13 (1) (2) (3) | HIGH PE-13 (1) (2) (3)

Implementation:
Common/Inherited Control  [_X ]
In Place Control [LX ] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control provided by NITC or ERQOS, the host site for the IFT-DSS. Please
refer to the NITC or EROS accreditation.

4.7.9 PE-14: Temperature and Humidity Controls
Applicability:

LOW PE-14 | MODERATE PE-14 | HIGH PE-14
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Implementation:
Common/Inherited Control  [_X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control provided by NITC or ERQOS, the host site for the IFT-DSS. Please
refer to the NITC or EROS accreditation.

4.7.10 PE-15: Water Damage Protection
Applicability:

LOW PE-15 | MODERATE PE-15 | HIGH PE-15 (1)

Implementation:
Common/Inherited Control  [_X ]
In Place Control [LX ] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control provided by NITC or ERQOS, the host site for the IFT-DSS. Please
refer to the NITC or EROS accreditation.

4.7.11 PE-16: Delivery and Removal
Applicability:

LOW PE-16 | MODERATE PE-16 | HIGH PE-16
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Implementation:
Common/Inherited Control  [_X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control provided by NITC or ERQOS, the host site for the IFT-DSS. Please
refer to the NITC or EROS accreditation.

4.8 Personnel Security (PS) Controls
The following sections describe the personnel security family of controls.

4.8.1 PS-1: Personnel Security Policy and Procedures

Applicability:
LOW PS-1 | MODERATE PS-1 | HIGH PS-1
Implementation:
Common/Inherited Control [ X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP.
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4.8.2 PS-2: Position Categorization

Applicability:
LOW PS-2 | MODERATE PS-2 | HIGH PS-2
Implementation:
Common/Inherited Control [ X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:
This is a common control developed, maintained, and tested by the FS ECP.
4.8.3 PS-3: Personnel Screening
Applicability:
LOW PS-3 | MODERATE PS-3 | HIGH PS-3
Implementation:
Common/Inherited Control  [_X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP.
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4.8.4 PS-4: Personnel Termination

Applicability:
LOW PS-4 | MODERATE PS-4 | HIGH PS-4
Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control X]
Not Applicable Control ]
Explanation:

The IFT-DSS PM will be responsible for ensuring that terminated IFT-DSS users (both contract
SAs and Federal employee SAs) are handled properly.

a) Terminates information system access. Forest Service employees’ supervisors will notify
the IFT-DSS PM and ISSO of employee terminations. The IFT-DSS PM or ISSO must
then request that the Contractor PM remove those accounts and also for verification of
the removal. In the unlikely event of an unfriendly termination, the Contractor SAs will
remove and verify removal within 2 hours; for friendly terminations, the Contractor SAs
will remove and verify the removal in no more than 24 hours. In addition, the IFT-DSS
PM or ISSO will request removal of any NITC VPN accounts from NITC or EROS VPN
accounts. Removal of the VPN access will be requested to occur within 24 hours of the
notification.

For the Contract SAs, the Contractor PM will notify the IFT-DSS PM and the FAM ISSO
of the termination. The IFT-DSS PM or ISSO will request that the Contractor PM
remove those accounts and also for verification of the removal. In the unlikely event of
an unfriendly termination, the Contractor SAs will remove and verify removal within

2 hours; for friendly terminations, the Contractor SAs will remove and verify the removal
in no more than 24 hours. In addition, the IFT-DSS PM or ISSO will request removal of
any NITC or EROS VPN accounts. Removal of the VPN access will be requested to
occur within 24 hours of the notification.

For the applications integrated in the IFT-DSS with contractors who have IFT-DSS

access, the Forest Service contractors’ COTR will notify the IFT-DSS PM and the FAM
ISSO of the termination. The IFT-DSS PM or ISSO will request that the Contractor PM
remove those accounts and also for verification of the removal. In the unlikely event of
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b)

d)

4.8.5

an unfriendly termination, the Contractor SAs will remove and verify removal within

2 hours; for friendly terminations, the Contractor SAs will remove and verify the removal
in no more than 24 hours. In addition, the IFT-DSS PM or ISSO will request removal of
any NITC VPN accounts from NITC and/or EROS VPN accounts at EROS. Removal of
the VPN access is requested to occur within 24 hours of the notification.

Conducts exit interviews. The supervisor or contract COTR will be responsible for
conducting exit interviews in accordance with FS requirements or contract requirements.

Retrieves all security-related organizational information system-related property. The
employee’s supervisor or the contract COTR will be responsible for retrieving
security-related organizational information system-related property (if applicable).

Retains access to organizational information and information systems formerly
controlled by terminated individual. For Federal employees, the government supervisor
will be responsible for retaining access to organizational information and information
systems formerly controlled by the terminated individual. For contractors, their
supervisors will be responsible to ensure that all applicable hardware authentication
tokens, system administration technical manuals, keys, identification cards, and building
passes are obtained.

PS-5: Personnel Transfer

Applicability:
LOW PS-5 | MODERATE PS-5 | HIGH PS-5
Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

The IFT-DSS PM will be responsible for reviewing logical and physical access authorizations to

the IFT
organiz
remove

-DSS when personnel are reassigned or transferred to other positions within the
ation. This review occurs quarterly. The IFT-DSS PM will rely on the SA Contractors to
access to the IFT-DSS once they are instructed to do so. For Federal SAs who transfer,
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the IFT-DSS PM will follow the same process as outlined for terminations. For contractors who
have IFT-DSS access, their transfer will be handled the same as a termination.

486 PS-6: Access Agreements

Applicability:
LOW PS-6 | MODERATE PS-6 | HIGH PS-6
Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control (X]
Not Applicable Control ]
Explanation:

This will be a hybrid control. The common portion of this control is for all Federal employees
who are SAs of the IFT-DSS and is addressed by FS Enterprise Controls Program. In addition,
the FS ECP is responsible for element b), reviewing/updating the Rules of Behavior (ROBS) in
accordance with FS policy.

For all contractor SAs and contractors with access to the IFT-DSS, this is a system-specific
control. The IFT-DSS will require that all contractors with access to the IFT-DSS sign rules of
behavior (see PL-4).

a) Ensures that individuals requiring access to organizational information and information
systems sign appropriate access agreements prior to being granted access. The
contractor’s COTR will be responsible for ensuring that individuals requiring access to
the IFT-DSS sign appropriate access agreements prior to being granted access. Access
agreements include the ROBs, which are mandatory. IFT-DSS has a set of Rules of
Behavior documents (see CSAM Appendices J1, J2, and J3). These contain a signature
page that must be signed by the administrators as part of their computer user security
agreement and their agreement to follow the ROBs.

b) Review/update the access agreements. The contractor’s COTR will be responsible for
ensuring the ROB is re-signed annually. The FAM ISSO will be responsible for
reviewing and updating access agreements as necessary (e.g., updating the ROBS).
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4.8.7 PS-7: Third-Party Personnel Security

Applicability:
LOW PS-7 | MODERATE PS-7 | HIGH PS-7
Implementation:
Common/Inherited Control [ X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control from the FS ECP.

4.8.8 PS-8: Personnel Sanctions

Applicability:
LOW PS-8 | MODERATE PS-8 | HIGH PS-8
Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

This will be a hybrid control. The common portion of this control is provided by FS ECP for
Federal employees. For contractor SAs, the COTR will discuss the issue with the CO, who then
will talk with the contractor. The contractor will then take the requested actions.
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4.9 System and Information Integrity (SI) Controls

4.9.1 SI-1: System and Information Integrity Policy and Procedures

Applicability:
LOW SI-1 | MODERATE SI-1 | HIGH SI-1
Implementation:
Common/Inherited Control  [_X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP.

49.2 SI-2: Flaw Remediation
Applicability:

LOW SI-2 | MODERATE SI-2 (2) | HIGH SI-2 (1) (2)

Implementation:
Common/Inherited Control  [__]
In Place Control [__] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

a) Identifies, reports, and corrects information system flaws. NITC or EROS, the SAs, and
the ISSO share responsibility for identifying and reporting information system flaws.
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Flaws are discovered through a variety of means, including but not limited to the monthly
vulnerability scans, database scans, and alerts identified by NITC or EROS. For
operating system updates, security-related patches, and updates needed to software
included in the IFT-DSS baseline (see CM-2), the following steps will be followed:

e |If the vulnerability poses an immediate risk, USDA Cyber Security or DOI Cyber
Security may require that a patch be applied immediately. The COTR for the
Contract SAs will direct the contractor to meet the direction provided. The IFT-DSS
CCB is notified of the patch.

e |f the vulnerability does not pose an immediate risk, then the following steps will be
followed:

o Documentation of a Project Change Request (PCR) using the appropriate form
and notification of the IFT-DSS CCB and 1SSO of the patch
o Evaluation of the patch by the SAs for the system and the affected applications for
the applications
0 Testing of the patch at the system level; each affected application-specific
development environment will conduct testing:
= |f tests are successful, the change can proceed to the next step
= If the tests are not successful, the Contract SAs, federal employee SAs, and
development contractors work together to resolve the issues
0 Presentation of the PCR and testing results for review by the IFT-DSS CCB
o Establishment of a schedule for implementation by the IFT-DSS CCB
= |favulnerability poses a significant risk, the patch is typically applied during
the next monthly cycle (even if it is less than seven days)
= |f the vulnerability does not pose a significant risk and/or is identified less
than seven days before the planned monthly patch cycle, the patch is
implemented in accordance with the schedule set forth by the IFT-DSS CCB
(usually during the next monthly cycle)
o Installation of the patch by the SA

Completion of operational testing by SA

o Notification of the IFT-DSS CCB regarding the successful completion of
implementation.

@]

b) Tests software updates related to flaw remediation for effectiveness and potential side

effects on organizational information systems before installation. Once identified, a PCR
will be created and sent through the IFT-DSS CCB process. Once the PCR is approved,
the SAs will be responsible for testing the software update to ensure that it will not
adversely impact the IFT-DSS environment. The SAs will be responsible for mitigating
any adverse effects (to the extent possible). Upon implementation of the change, the SAs
will also be responsible for completing post-implementation testing to ensure that all
systems are functioning correctly.

Incorporates flaw remediation into the organizational configuration management
process. The IFT-DSS CCB will be actively engaged in flaw remediation—this is
described above in element a) and will be further elaborated in the IFT-DSS CMP. All
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changes (except for vulnerabilities that propose an immediate risk) will go through the
CCB and be approved before being implemented.

4.9.3 SI-3: Malicious Code Protection
Applicability:

LOW SI-3 | MODERATE SI-3 (1) (2) (3) | HIGH SI-3 (1) (2)

Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

a) Employs malicious code protection mechanisms at information system entry and exit
points and at workstations, servers, or mobile computing devices on the network to detect
and eradicate malicious code: transported by electronic mail, electronic mail
attachments, web accesses, removable media, or other common means; or inserted
through the exploitation of information system vulnerabilities. The IFT-DSS will employ
malicious code mechanisms at the server levels. The Windows servers will have virus
scanning employed (Symantec). The Linux servers will not have virus scanning initially.
Workstations and mobile computing devices will be the responsibility of the employer
providing the workstation (e.g., the Forest Service for Federal employees who are SAs
and the contracting company for contract SAS).

b) Updates malicious code protection mechanisms (including signature definitions)
whenever new releases are available in accordance with organizational configuration
management policy and procedures. The SAs will be responsible for updating malicious
code protection mechanisms whenever new releases are available in accordance with the
IFT-DSS CMP. This will be accomplished automatically by the Symantec tool.

c) Configures malicious code protection mechanisms to: perform periodic scans of the
information system [Assignment: organization-defined frequency] and real-time scans of
files from external sources as the files are downloaded, opened, or executed in
accordance with organizational security policy; and [election (one or more): block
malicious code; quarantine malicious code; send alert to administrator; [Assignment:
organization-defined action]] in response to malicious code detection. The SAs will be
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responsible for configuring malicious code protection mechanisms to perform periodic
scans of the system. The software will automatically block, quarantine, or send an alert to
the administrator in response to malicious code detection.

d) Addresses the receipt of false positives during malicious code detection and eradication
and the resulting potential impact on the availability of the information system. The SAs
will be responsible for addressing the receipt of false positives during malicious code
detection and eradication and the resulting potential impact on the availability of the
system.

4.9.4 SI-5: Security Alerts and Advisories

Applicability:
LOW SI-5 | MODERATE SI-5 | HIGH SI-5 (1)
Implementation:
Common/Inherited Control  [_X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP.

Control: The organization:

a. Receives information system security alerts, advisories, and directives from designated
external organizations on an ongoing basis;

b. Generates internal security alerts, advisories, and directives as deemed necessary;
c. Disseminates security alerts, advisories, and directives to [Assignment: organization-defined
list of personnel (identified by name and/or by role)]; and

d. Implements security directives in accordance with established time frames, or notifies the
issuing organization of the degree of noncompliance.

Supplemental Guidance: Security alerts and advisories are generated by the United States
Computer Emergency Readiness Team (US-CERT) to maintain situational awareness across the
federal government. Security directives are issued by OMB or other designated organizations
with the responsibility and authority to issue such directives. Compliance to security directives
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is essential due to the critical nature of many of these directives and the potential immediate
adverse affects on organizational operations and assets, individuals, other organizations, and
the Nation should the directives not be implemented in a timely manner.

4.9.5 SI-12: Information Output Handling and Retention

Applicability:
LOW SI-12 | MODERATE SI-12 | HIGH SI-12
Implementation:
Common/Inherited Control  [__]
In Place Control [_] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

The information output of the IFT-DSS will be in electronic form and stored in the system’s
databases. This information will be backed up and retained as described in Section 4.3.5,
Information System Backup.
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5 TECHNICAL CONTROLS

This section describes the technical controls in place and planned for the application as provided
in the NIST SP 800-53 Rev 3 Low security baseline. This section covers access control (AC),
audit and accountability (AU), identification and authentication (I1A), and system and
communications protection (SC) controls. Technical controls focus on security controls that the
computer system executes. The controls can provide automated protection from unauthorized
access or misuse, facilitate detection of security violations, and support security requirements for
applications and data. The implementation of technical controls, however, always requires
significant operational considerations and should be consistent with the management of security
within the organization. Throughout this section, text in italics was taken from various
government publications on security control requirements.

5.1 Access Control (AC) Controls
The following sections describe the access control family of controls.

5.1.1 AC-1: Access Control Policy and Procedures

Applicability:
LOW AC-1 | MODERATE AC-1 | HIGH AC-1
Implementation:
Common/Inherited Control  [_X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP.
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5.1.2 AC-2: Account Management
Applicability:

LOW AC-2 | MODERATE AC-2 (1) (2) (3) (4) | HIGH AC-2 (1) (2) (3) (4)

Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

This will be a hybrid control. The common portion of this control is the NITC or EROS VPN
accounts. Creating and managing approved IFT-DSS VPN accounts will be the responsibility of
NITC and EROS. The system-specific portion of this control focuses on overall approval and
management for all accounts (including the VPN accounts) as well as account management for
IFT-DSS accounts.

All IFT-DSS users will be identified and specifically authorized. An Access Control and
Account Management document will be developed for the IFT-DSS and signed by the System
Owner and ISSO. This document will identify the access controls and procedures that govern
administration of accounts and system access roles for the National FAM Information Systems
support architecture. Specifically, this document will:
e ldentify the access controls and procedures that govern administration of user accounts
and system access
e Define the types of user accounts, roles, responsibilities, and corresponding user
requirements
e Describe all procedures and documentation requirements for establishing, modifying,
removing access, reviewing, and recertification of user accounts.

The IFT-DSS Contract SAs will be responsible for managing all accounts. The following
sections describe how the IFT-DSS will comply with each control.

a) Identifying account types: The Access Control and Account Management Guide
identifies only two types of authorized accounts—individual and system. In addition,
there are the SUDO groups and DBA groups. No guest/anonymous or temporary
accounts are permitted.
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b) Establishing conditions for group membership: The conditions for group membership in

the SUDO and DBA groups require an approved elevated privilege authorization from
the 1SSO.

e Elevated accounts are those with system-level access to the servers.

e These are separate from the privileged application-level accounts.

Identifying authorized users of the information system and specifying access privileges:
In accordance with the Access Control and Account Management Guide, to obtain access
to IFT-DSS resources, a user must first complete the National FAM Information Systems
User Account/Access Request Form (Appendix A of the Access Control and Account
Management document). This form is required for access to a specific server or a
specific list of servers. The form contains portions that must also be filled in by the
employee’s supervisor (if they are a government employee) or the COTR for contractor
employees for each server that the user wants to access. The Access Request Form must
be signed by the IFT-DSS PM and ISSO.

Guest/anonymous accounts will be prohibited on IFT-DSS—all user accounts must be

linked to a specific individual. In addition, the user must meet the following three

prerequisites:

e Demonstrate successful completion of Security Awareness Training and the Privacy
training

e Sign the Fire Rules of Behavior for privileged users (6600-8)

e Complete an appropriate background investigation or be on a waiver letter that has
been sent to the USFS CI0.

NITC VPN Accounts: To obtain an account, the user must complete the User VPN
Account Request Form and get that signed by the Supervisor/COTR, IFT-DSS PM, and
ISSO. Once the account is approved, the ISSO requests that NITC create the VPN
account.

EROS VPN Accounts: To obtain an account, the Contractor System Administrators must

do the following:

1. Take three online security classes (DOI Learn’s Federal Information System Security
Awareness, Records Management Awareness, and Orientation to the Privacy Act)

2. Sign a USGS IT Rules of Behavior document (see Appendix E)

3. Complete a VPN request form.

ERQOS also requires the specific IP addresses of the systems that are using the VPN
accounts.

If the user needs elevated privileges on the IFT-DSS, they will also complete the User
Elevated Access Request Form and provide a justification for requiring elevated access.
This form must be signed by the Supervisor/COTR, IFT-DSS PM, and the 1ISSO. The
ISSO then requests that SA Contractors provide elevated access.
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d) Requiring appropriate approvals for requests to establish accounts: Once the Request

9)

h)

Form is completed, the Supervisor/COTR must approve and sign the form, stating the
date(s) that the user signed the ROB, completed the annual security awareness and
privacy training, and obtained the background investigation. The form is submitted to the
IFT-DSS PM and ISSO, who both must sign the form. Once an account is reviewed and
approved, the ISSO requests that Contract SAs establish/activate the account. The
Contract SAs are then responsible for activating the account.

Establishing, activating, modifying, disabling, and removing accounts: The Access
Control and Account Management Guide includes requirements regarding establishing,
activating, modifying, disabling, and removing accounts (see Section 3, Business Rules
for Access Management).

e Establishing and activating accounts follows the process identified a-d.

e The only modification of accounts is related to passwords. If a password needs to be
reset, the user contacts the SA Contractor who then resets the password.

e |f access needs to be disabled or removed, the PM will send relevant information to
the SA Contractor. Verification of removal or disabling is required.

e Disabling/removing account form is used once the account review is complete.

Specifically authorizing and monitoring the use of guest/anonymous and temporary
accounts: Guest/anonymous and temporary accounts are prohibited on the IFT-DSS—all
user accounts must be linked to a specific individual.

Notifying account managers when temporary accounts are no longer required, when
information system users are terminated or transferred, or when information system
usage or need-to-know/need-to-share changes occur: No temporary accounts will be
permitted on the IFT-DSS. All accounts will be for named users who are specifically
approved via the IFT-DSS Access Control and Account management process.

Deactivating: (i) temporary accounts that are no longer required; and (ii) accounts of
terminated or transferred users. (i) There will be no temporary accounts. (ii) The
Access Control and Account Management Guide, section 3.5, Procedures for Removing
Roles and Deactivating/Deleting Accounts describes this process. When a user leaves,
the application PM or the IFT-DSS SA PM will request that the IFT-DSS PM facilitate
deactivation of the account. The IFT-DSS PM then sends a request to SA Contractors for
all server accounts to be deactivated, as well as a request to NITC or EROS to deactivate
the VPN accounts.

Granting access to the system based on: (i) a valid access authorization; (ii) intended
system usage; and (iii) other attributes, as required by the organization or associated
missions/business functions: See subsections a, ¢, and d. These requirements ensure that
access to the IFT-DSS is granted based on a valid need-to-know/need-to-share basis.
They also ensure that users satisfy security criteria and that access is based on intended
system usage.
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J) Reviewing accounts: All IFT-DSS accounts will be reviewed quarterly by the IFT-DSS
PM or ISSO to ensure that all accounts are still required and that each user has
appropriate access rights. This review will be performed by working closely with the
Contract SAs and application-specific Project Managers. If any unnecessary accounts are
found, the ISSO will ensure that those accounts are deleted and that the Project Manager
is notified. The requirement for annual recertification ensures that access is granted
based on a valid need-to-know/need-to-share basis. It also ensures that users satisfy
security criteria and that access is based on intended system usage.

5.1.3 AC-3: Access Enforcement
Applicability:

LOW AC-3 | MODERATE AC-3 | HIGH AC-3 (1)

Implementation:
Common/Inherited Control  [__]
In Place Control [__] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

IFT-DSS will enforce approved authorizations for logical access to the system in accordance
with the Access Control and Account Management guide. Access to IFT-DSS systems will be
granted only to Contract System Administrators, Forest Service personnel, and FS contractors
and will be done in accordance with the IFT-DSS Access Control and Account Management
process described in AC-2.

Control: The information system enforces approved authorizations for logical access to the
system in accordance with applicable policy.

Supplemental Guidance: Access control policies (e.g., identity-based policies, role-based
policies, attribute-based policies) and access enforcement mechanisms (e.g., access control lists,
access control matrices, cryptography) are employed by organizations to control access between
users (or processes acting on behalf of users) and objects (e.g., devices, files, records, processes,
programs, domains) in the information system. In addition to enforcing authorized access at the
information- system level, access enforcement mechanisms are employed at the application level,
when necessary, to provide increased information security for the organization. Consideration
is given to the implementation of an audited, explicit override of automated mechanisms in the
event of emergencies or other serious events. If encryption of stored information is employed as
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an access enforcement mechanism, the cryptography used is FIPS 140-2 (as amended)
compliant. For classified information, the cryptography used is largely dependent on the
classification level of the information and the clearances of the individuals having access to the
information. Mechanisms implemented by AC-3 are configured to enforce authorizations
determined by other security controls. Related controls: AC-2, AC-4, AC-5, AC-6, AC-16, AC-
17, AC-18, AC-19, AC-20, AC-21, AC-22, AU-9, CM-5, CM-6, MA-3, MA-4, MA-5, SA-7, SC-13,
SI-9.

5.1.4 AC-7: Unsuccessful Login Attempts

Applicability:
LOW AC-7 | MODERATE AC-7 | HIGH AC-7
Implementation:
Common/Inherited Control  [_X ]
In Place Control [ X] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is an inherited control from the NITC or EROS VPN accounts. Enforcing limits on
unsuccessful login attempts and automatically locking accounts after the limits are exceeded are
the responsibility of NITC or EROS.

a) Enforces a limit of [Assignment: organization-defined number] consecutive invalid
access attempts by a user during a [Assignment: organization-defined time period]. The
IFT-DSS requires that for all Windows servers, the account is locked after five failed
attempts. For ALX/Linux servers, accounts are set to lock after three failed login
attempts.

b) Automatically [Selection: locks the account/node for an [Assignment: organization-
defined time period]; locks the account/node until released by an administrator; delays
next login prompt according to [Assignment: organization-defined delay algorithm]
when the maximum number of unsuccessful attempts is exceeded. The control applies
regardless of whether the login occurs via a local or network connection. After the failed
attempts, accounts remain locked until unlocked by a lead SA Contractor who is
responsible for account management.
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5.1.5 AC-8: System Use Notification

Applicability:
LOW AC-8 | MODERATE AC-8 | HIGH AC-8
Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control (X]
Not Applicable Control ]
Explanation:

a) Displays an approved system use notification message or banner before granting access
to the system that provides privacy and security notices consistent with applicable federal
laws, Executive Orders, directives, policies, regulations, standards, and guidance and
states that: (i) users are accessing a U.S. Government information system; (ii) system
usage may be monitored, recorded, and subject to audit; (iii) unauthorized use of the
system is prohibited and subject to criminal and civil penalties; and (iv) use of the system
indicates consent to monitoring and recording. A USDA-approved “government-only”
use warning banner has been implemented and is displayed when initially entering the
system. The warning remains on the screen until the user clicks 'OK' or logs in to the
system. The planned banner is displayed below.

Warning:

This is a United States Department of Agriculture computer system, which may be accessed and
used only for official Government business (or as otherwise permitted by regulation) by authorized
personnel. Unauthorized access or use of this computer system may subject violators to criminal,
civil, and/or administrative action. All information on this computer system may be intercepted,
recorded, read, copied, and disclosed by and to authorized personnel for official purposes, including
criminal investigation. Access or use of this computer system by any person, whether authorized or
unauthorized, constitutes consent to these terms.

b) Retains the notification message or banner on the screen until users take explicit actions
to log on to or further access the information system. The warning banner will be
retained until the user takes specific action to log on to or further access the IFT-DSS.
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c) This control element is not applicable because the IFT-DSS will not be publically
accessible.

5.1.6 AC-14: Permitted Actions without lIdentification or Authentication
Applicability:

LOW AC-14 | MODERATE AC-14 (1) | HIGH AC-14 (1)

Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control [(X]
Not Applicable Control ]
Explanation:

a) ldentifies specific user actions that can be performed on the information system without
identification or authentication. The IFT-DSS will allow no user actions to be performed
unless the user (SA) is identified and authenticated.

b) Documents and provides supporting rationale in the security plan for the information
system, user actions not requiring identification and authentication. There will be no
need to document and provide supporting rationale in the SSP user actions not requiring
identification and authentication. All users must be identified and authenticated to
perform any actions.
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5.1.7 AC-17: Remote Access
Applicability:

LOW AC-17 | MODERATE AC-17 (1) (2) (3) (4) (5) (7) (8) | HIGH AC-17 (1) (2) (3) (4)

Implementation:
Common/Inherited Control [ X
In Place Control [X] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control and is the responsibility of NITC or EROS for their respective VPNSs.

a) Documents allowed methods of remote access: The IFT-DSS will permit one type of
remote access as implemented by the NITC or EROS VPN,

b) Establishes usage restrictions and implementation guidance for allowed remote access
methods: Usage restrictions and implementation guidance for the VPN accounts are the
responsibility of the NITC or EROS. In addition, all remote access method requests will
go through the IFT-DSS CCB. PCRs will be developed and submitted, and the ISSO
needs to approve all such requests. Once accounts are approved by the ISSO, the SAs
will create the accounts.

c) Monitors for unauthorized access: Monitoring for unauthorized access to the VPN
accounts is the responsibility of the NITC and EROS. The SAs are responsible for
monitoring unauthorized remote access to the network on behalf of the IFT-DSS. This is
done through audit logging. Logs will include which user logged on, the IP addresses
they used, and when they log off.

d) Authorizes remote access prior to connection: All accounts will be authorized prior to
the accounts created. The Access Control and Account Management Guide describes this
process thoroughly. If a user is requesting a VPN account at EROS or NITC, the agency
responsible for the VPN will not be authorized to create the account until it has
successfully gone through the account request and approval process (see AC-2).

e) Enforces requirements for remote connections to the system: The IFT-DSS will define
the requirements for remote connections as being secure—VPN is secure. In addition,
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IFT-DSS will require authorization for any remote connections. The process for
obtaining VPN access is described in detail in AC-2.

5.1.8 AC-18: Wireless Access Restrictions
Applicability:

LOW AC-18 | MODERATE AC-18 (1) | HIGH AC-18 (1) (2)

Implementation:
Common/Inherited Control  [__]
In Place Control [__] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control [ X ]
Explanation:

This control is not applicable. Wireless access is not currently used as part of the IFT-DSS
Architecture.

5.1.9 AC-19: Access Control for Mobile Devices
Applicability:

LOW AC-19 | MODERATE AC-19 (1) (2) (3) | HIGH AC-19

Implementation:

Common/Inherited Control  [__]

In Place Control [__] | Compensating Control ]
Hybrid Control ]

Not In Place Control ]

Planned Control ]

Not Applicable Control (X ]
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Explanation:

a) Establishes usage restrictions and implementation guidance for organization-controlled
mobile devices.

b) Authorizes connection of mobile devices meeting organizational usage restrictions and
implementation guidance to organizational information systems.

c) Monitors for unauthorized connections of mobile devices to organizational information
systems.

d) Enforces requirements for the connection of mobile devices to organizational information
systems.

e) Disables information system functionality that provides the capability for automatic
execution of code on mobile devices without user direction.

f) Issues specially configured mobile devices to individuals traveling to locations that the
organization deems to be of significant risk in accordance with organizational policies
and procedures.

g) Applies [Assignment: organization-defined inspection and preventative measures] to
mobile devices returning from locations that the organization deems to be of significant
risk in accordance with organizational policies and procedures.

5.1.10 AC-20: Use of External Information Systems

Applicability:

LOW AC-20 | MODERATE AC-20 (1) (2) | HIGH AC-20 (1)

Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control [(X]
Not Applicable Control ]
Explanation:

The IFT-DSS will establish terms and conditions with organizations owning, operating, and/or
maintaining external information systems. For the purposes of the IFT-DSS, this will include
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one of two potential host sites—NITC or EROS. Both NITC and EROS provide power, network
connectivity, and physical/environmental protections for the infrastructure. The agreements with
NITC or EROS will be documented and follow the host agency’s standard formats.

a. Access the information system from an external information system. This occurs through
ACLs and group settings. This will be controlled by the IFT-DSS’ access control policy.

b. Process, store, and/or transmit organization-controlled information using an external
information system. This will occur through ACLs and group settings. This will be
controlled by IFT-DSS’ access control policy.

5.1.11 AC-22: Publicly Accessible Content
Applicability:

LOW AC-22 | MODERATE AC-22 | HIGH AC-22

Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control [ X ]
Explanation:

The IFT-DSS does not have and publically accessible content.
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5.2 Audit and Accountability (AU) Controls
The following sections describe the audit and accountability family of controls.

5.2.1 AU-1. Audit and Accountability Policy and Procedures
Applicability:

LOW AU-1 | MODERATE AU-1 | HIGH AU-1

Implementation:
Common/Inherited Control [ X
In Place Control [ X] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP.

5.2.2 AU-2: Auditable Events
Applicability:

LOW AU-2 | MODERATE AU-2 (3) (4) | HIGH AU-2 (3) (4)

Implementation:

Common/Inherited Control  [__]

In Place Control ] Compensating Control ]
Hybrid Control ]

Not In Place Control ]

Planned Control (X ]

Not Applicable Control ]
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Explanation:
a) Determines, based on a risk assessment and mission/business needs, that the information

system must be capable of auditing the following events: [Assignment: organization-
defined list of auditable events]. In accordance with NIST 800-53 Rev 3 and the Secure
CAP procedure, AU-2/3/4/5/9/11 Audit setup, retention, and protection, the IFT-DSS PM

and I1SSO will assess the risk of mission/business needs and determine whether the
system must be capable of auditing the following events for each of the two operating

systems (Windows and Linux).

Auditable Event Audit Setting Audit Type
Unsuccessful logon attempts to applications, systems, or Success, Failure Continuous
networks
Unsuccessful password change attempts Success Continuous
System shutdowns and restarts Success, Failure Continuous
All administrative or system actions of privileged users Success, Failure N/A
(e.g., system operators, administrators, security personnel)
Remote access to network devices (IFT-DSS-owned Success N/A
devices, HMC, tape library, SAN, VIO devices, RSA,
DRAKE)
Creation, deletion (or termination), and opening of files Auditisturned on | N/A
containing sensitive information (e.g., /etc/passwd, /dev, but not specified
Windows registry files)
Initiation of any programs that process sensitive No auditing N/A
information.

b) Coordinates the security audit function with other organizational entities requiring audit-
related information to enhance mutual support and to help guide the selection of
auditable events. The IFT-DSS PM and ISSO will be responsible for coordinating the
security audit function with FS OCIO. The IFT-DSS PM will work with the FS CIO to

guide the selection of auditable events.

c) Provides a rationale for why the list of auditable events are deemed to be adequate to
support after-the-fact investigations of security incidents. The ISSO will determine the
rationale for why the list of auditable events is deemed adequate to support after-the-fact

investigations of security incidents.

d) Determines, based on current threat information and ongoing assessment of risk, that the
following events are to be audited within the information system: The ISSO will
determine, based on the current threat information and ongoing assessment of risk, that
the events identified in control element (a) are to be audited within the system. The table

in (2) depicts the events that may be audited as well as the frequency of audits.
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5.2.3 AU-3: Content of Audit Records

Applicability:

LOW AU-3 | MODERATE AU-3 (1)

HIGH AU-3 (1) (2)

Implementation:

In Place Control

Common/Inherited Control

] Compensating Control

Hybrid Control

Not In Place Control

Planned Control

Not Applicable Control

Explanation:

The IFT-DSS will rely on the sys log servers to produce audit records that contain sufficient
information to establish the type of event that occurred, when it occurred (date and time), where
the event occurred, the source of the event, the outcome (success or failure), and the identity of

any user associated with the event.

524 AU-4: Audit Storage Capacity

Applicability:

LOW AU-4

MODERATE AU-4

HIGH AU-4

Implementation:

In Place Control

Common/Inherited Control

] Compensating Control

Hybrid Control

Not In Place Control

Planned Control

Not Applicable Control
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Explanation:

The IFT-DSS will coordinate with the FS CIO sys log team to ensure that the organization
allocates sufficient storage capacity and configures auditing to reduce the likelihood of such
capacity being exceeded.
5.2.5 AU-5: Response to Audit Processing Failures

Applicability:

LOW AU-5 | MODERATE AU-5 | HIGH AU-5 (1) (2)

Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

The IFT-DSS will be configured to facilitate a response to audit processing failures.

a) Alerts designated organizational officials in the event of an audit processing failure: The
FS CIO sys log servers will issue alert in the event of audit processing failures in the FS
CIO sys log environment. The IFT-DSS will alert organizational officials in the event of
audit processing failures.

b) Takes the following additional actions: [Assignment: organization-defined actions to be
taken (e.g., shut down information system, overwrite oldest audit records, stop generating
audit records)].
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5.2.6 AU-6: Audit Monitoring, Analysis, and Reporting
Applicability:

LOW AU-6 | MODERATE AU-6 | HIGH AU-6 (1)

Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X ]
Not Applicable Control ]
Explanation:

a. Reviews and analyzes information system audit records [Assignment: organization-defined
frequency] for indications of inappropriate or unusual activity, and reports findings to
designated organizational officials. The SAs will review and analyze audit records for
indications of inappropriate or unusual activity and reports findings to the FAM ISSO.

b. Adjusts the level of audit review, analysis, and reporting within the information system when
there is a change in risk to organizational operations, organizational assets, individuals, other
organizations, or the Nation based on law enforcement information, intelligence information, or
other credible sources of information. The level of audit review, analysis, and reporting will be
adjusted when there is a change in risk.
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5.2.7 AU-8: Time Stamps
Applicability:

LOW AU-8 | MODERATE AU-8 (1) | HIGH AU-8 (1)

Implementation:
Common/Inherited Control  [__]
In Place Control [__] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X ]
Not Applicable Control ]
Explanation:

All audit record entries will be time-stamped using internal system clocks synchronized across
all servers.

5.2.8 AU-9: Protection of Audit Information
Applicability:

LOW AU-9 | MODERATE AU-9 | HIGH AU-9

Implementation:
Common/Inherited Control  [__]
In Place Control [__] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

Audit information and audit tools will be protected from unauthorized access, modification, and
deletion.
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5.2.9 AU-11: Audit Record Retention
Applicability:

LOW AU-11

MODERATE AU-11

HIGH AU-11

Implementation:

Common/Inherited Control

In Place Control

Compensating Control

Hybrid Control

Not In Place Control

Planned Control

Not Applicable Control

Explanation:

The IFT-DSS audit records will be retained to support after-the-fact investigations of security
incidents and to meet regulatory and organizational information retention requirements.

The following table lists the recommended audit record retention and storage periods from NIST
SP 800-61, Computer Security Incident Handling Guide and NIST SP 800-92, Guide to

Computer Security Log Management.

Category

Moderate-lmpact Systems

How long to retain system log data

1-3 months

How often to rotate logs

Every 6-24 hours, or every 10-100 MB

How frequently to transfer logs to a centrally
managed log server, if the organization requires
this

Typically, every 15-60 minutes, but can
be more frequent if desired

How often log data needs to be analyzed locally
(through automated or manual means)

Every 12-24 hours, or daily, or
quarterly, or when alerted

Whether log file integrity checking needs to be
performed for rotated logs

Yes

Whether rotated logs need to be encrypted

Optional

How much storage capacity to allocate

?7?7? MB -??? GB Typically, alert when
capacity is 80%-90% full

How often to perform log backups on write-once

store the data

. 1-3 months
media
If the organization requires longer storage and
retention periods for legal actions, how long to 1-3 years
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5.2.10 AU-12: Audit Generation
Applicability:

LOW AU-12 | MODERATE AU-12 | HIGH AU-12

Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X]
Not Applicable Control ]
Explanation:

a) Provides audit record generation capability for the list of auditable events defined in
AU-2 at [Assignment: organization-defined information system components provides
audit record generation capability for the list of auditable events].

b) Allows designated organizational personnel to select which auditable events are to be
audited by specific components. The IFT-DSS will allow the ISSO to select which
auditable events are to be audited by specific components.

c) Generates audit records for the list of audited events defined in AU-2 with the content as
defined in AU-3. The IFT-DSS will generate audit records for the list of audited events
defined in AU-2 with the content as defined in AU-3.
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5.3 Identification and Authentication (I1A) Controls
The following sections describe the identification and authentication family of controls.

5.3.1 1A-1: Identification and Authentication Policy and Procedures

Applicability:
LOW IA-1 | MODERATE IA-1 | HIGH IA-1
Implementation:
Common/Inherited Control [ X
In Place Control [ X] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP.

5.3.2 1A-2: ldentification and Authentication (Organizational Users)
Applicability:

LOW IA-2 (1) | MODERATE IA-2 (1) (2) (3) (8) | HIGH 1A-2 (1) (2) (3) (4) (8) (9)

Implementation:

Common/Inherited Control  [__]

In Place Control ] Compensating Control ]
Hybrid Control ]

Not In Place Control ]

Planned Control (X ]

Not Applicable Control ]
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Explanation:

This will be a hybrid control. The common portions of this control are the NITC and EROS
VPN accounts. Creating and managing approved VPN accounts is the responsibility of NITC
and EROS. The system-specific portion of this control focuses on identification and
authentication of IFT-DSS users.

The IFT-DSS will uniquely identify and authenticate organizational users. This will be done in
accordance with a signed IFT-DSS Access Control and Account Management document that will
require that all users are uniquely identified and authenticated. This document will:
e ldentify the access controls and procedures that govern administration of user accounts
and system access.
e Define the types of user accounts, roles, responsibilities, and corresponding user
requirements.
e Describe all procedures and documentation requirements for establishing, modifying,
removing access, reviewing, and recertification of user accounts.

To obtain an IFT-DSS account, users will be required to complete the National FAM
Information Systems User Account/Access Request Form (Appendix A of the Access Control
and Account Management document). This form is required for access to a specific server or a
specific list of servers. The form contains portions that must also be filled in by the employee’s
supervisor (if they are a government employee) or the COTR for contractor employees for each
server that a user wants access to. The Access Request Form must be signed by the IFT-DSS
PM and ISSO. Guest/anonymous accounts are prohibited on the IFT-DSS—all user accounts
must be linked to a specific individual. In addition, the user must meet the following three
prerequisites:
e Demonstrate successful completion of Security Awareness Training and the Privacy
training.
e Sign the Fire Rules of Behavior for privileged users (6600-8).
e Complete an appropriate background investigation or be on a waiver letter that has been
sent to the USFS CIO.

If the IFT-DSS is hosted at NITC, users will be required to have an NITC VPN account. This is
obtained by completing the User VPN Account Request Form and getting that signed by the
Supervisor/COTR, IFT-DSS PM, and ISSO. Once the account is approved, the 1ISSO requests
that NITC create the VPN account.

If the IFT-DSS is hosted at EROS, users will be required to have a VPN account at EROS. To
obtain a VPN account, Contractor System Administrators must do the following:
e Take three online security classes (DOI Learn’s Federal Information System Security
Awareness, Records Management Awareness; Orientation to the Privacy Act),
e Signa USGS IT Rules of Behavior document (see Appendix E), and
e Complete a VPN request form.

ERQOS also requires the specific IP addresses of the systems that are using the VPN accounts.
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In addition, the IFT-DSS will have an Authenticator Distribution and Revocation Procedure.

(1)

5.3.3

This is

The information system uses multifactor authentication for network access to privileged
accounts.

IA-4: ldentifier Management

Applicability:
LOW IA-4 | MODERATE IA-4 | HIGH IA-4
Implementation:
Common/Inherited Control [ X ]
In Place Control [ X] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:
a common control with the NITC or EROS VPN accounts. Creating and managing

approved IFT-DSS VPN accounts is the responsibility of NITC or EROS.

a)

b)

Receiving authorization from a designated organizational official to assign a user or
device identifier. For both the NITC and EROS VPN, as well as IFT-DSS accounts, a
designated organizational official must provide authorization before a user or device
identifier is created. For the VPN accounts, the designated organization official is
identified by the respective organization (NITC or EROS). For IFT-DSS accounts, the
designated authorizing official is the ISSO. The ISSO must approve the account and
send the approved account request to the SAs for implementation.

Selecting an identifier that uniquely identifies an individual or device. For the VPN
accounts, NITC and EROS are responsible for selecting a unique identifier.

Preventing reuse of user or device identifiers for [Assignment: organization-defined time
period]. Forthe VPN accounts, NITC and EROS are responsible for defining a time
period during which a user identifier cannot be reused. For IFT-DSS accounts, the time
period during which a user identifier cannot be reused will be determined
e From Self Assessment: IFT-DSS user identifiers are archived for historical needs
through the IFT-DSS system backup processes; full weekly backups with daily
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change captures. These backups are stored off-site in a rotation schedule. User
ids once terminated are not maintained as an inactive account but are removed
from the system.

e Disabling the user identifier after [Assignment: organization-defined time period
of inactivity]. For the VPN accounts, each organization (NITC or EROS) is
responsible for defining a time period of inactivity after which the identifier must
be disabled.

5.3.4 1A-5: Authenticator Management
Applicability:

LOW IA-5 (1) | MODERATE IA-5 (1) (2) (3) | HIGH IA-5

Implementation:
Common/Inherited Control [ X ]
In Place Control [ X] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control with the NITC or EROS VPN accounts. Managing authenticators for
approved IFT-DSS VPN accounts is the responsibility of NITC and EROS.

a) Verifying, as part of the initial authenticator distribution, the identity of the individual
and/or device receiving the authenticator. For the VPN accounts, each organization
(NITC or ERQOS) is responsible for verifying the identity of the individual in accordance
with their organization’s procedures.

b) Establishing initial authenticator content for authenticators defined by the organization.
For the VPN accounts, each organization (NITC or EROS) is responsible for establishing
the initial authenticator content.

c) Ensuring that authenticators have sufficient strength of mechanism for their intended use.
For the VPN accounts, each organization (NITC or EROS) is responsible for ensuring
that the authenticators have sufficient strength of mechanism for their intended use.
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d) Establishing and implementing administrative procedures for initial authenticator

9)

h)

(1) For
For pas
memo.

a)

distribution, for lost/compromised or damaged authenticators, and for revoking
authenticators. For the VPN accounts, each organization (NITC or EROS) is responsible
for establishing procedures for initial authenticator distribution, for lost/compromised or
damaged authenticators, and for revoking authenticators.

Changing default content of authenticators upon information system installation. All
administrators are required to change their password once they receive the initial user
name and password from NITC or when they are sent a reset password.

Establishing minimum and maximum lifetime restrictions and reuse conditions for
authenticators (if appropriate). For the VPN accounts, each organization (NITC or
ERQS) is responsible for establishing minimum and maximum lifetime restrictions and
reuse conditions for authenticators.

Changing/refreshing authenticators [Assignment: organization-defined time period by
authenticator type]. For the VPN accounts, each organization (NITC or ERQOS) is
responsible for ensuring that authenticators are changed and refreshed in accordance with
their Agency’s requirement.

Protecting authenticator content from unauthorized disclosure and modification. For the
VPN accounts, each organization (NITC or EROS) is responsible for protecting
authenticator content from unauthorized disclosure and modification.

Requiring users to take, and having devices implement, specific measures to safeguard
authenticators. For the VPN accounts, each organization (NITC or ERQOS) is responsible
for requiring users to safeguard authenticators.

the VPN accounts, this control enhancement is the responsibility of NITC and EROS.
sword based authentication, the IFT-DSS complies with the USDA password policy

Enforces minimum password complexity of [Assignment: organization-defined

requirements for case sensitivity, number of characters, mix of upper-case letters, lower-
case letters, numbers, and special characters, including minimum requirements for each
type]. In accordance with USDA’s Password Memo, password complexity is as follows:

e |FT-DSS Linux and Windows password requirements are set for 12-characters.

e Complexity is turned on to the extent possible for Linux and Windows. Linux
requires uppercase, lowercase, a number, and a special character. Windows has
complexity enabled, which requires that passwords contain three of the following
five: uppercase, lowercase, a number, a special character, and a unicode
character.

Page 97

September, 2010
Sensitive Security Information — Disseminate on a Need-To-Know Basis Only





USDA .
el IFT-DSS System Security Plan

b) Enforces at least a [Assignment: organization-defined number of changed characters]
when new passwords are created.

c) Encrypts passwords in storage and in transmission.

d) Enforces password minimum and maximum lifetime restrictions of [Assignment:
organization-defined numbers for lifetime minimum, lifetime maximum]. The lifetime
minimum is one day and maximum is 30 days for privileged users. Linux and Windows
are configured for a maximum age limit of 30 days. In addition, Linux and Windows are
all configured to prohibit password reuse for 24 generations.

5.3.5 1A-6: Authenticator Feedback

Applicability:
LOW IA-6 | MODERATE IA-6 | HIGH IA-6
Implementation:
Common/Inherited Control [_X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control with the NITC or EROS VPN accounts. Managing authenticator
feedback of the VPN accounts is the responsibility of NITC or EROS. No feedback is given
during the authentication process.
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5.3.6 1A-7: Cryptographic Module Authentication

Applicability:
LOW IA-7 | MODERATE IA-7 | HIGH IA-7
Implementation:
Common/Inherited Control [ X ]
In Place Control [ X] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

The information system uses mechanisms for authentication to a cryptographic module that meet
the requirements of applicable federal laws, Executive Orders, directives, policies, regulations,
standards, and guidance for such authentication

This is a common control with the NITC or EROS VPN accounts. Cryptographic module
authentication of the VPN accounts is the responsibility of NITC or EROS.

5.3.7 1A-8: ldentification and Authentication (Non-Organizational Users)

Applicability:
LOW IA-8 | MODERATE IA-8 | HIGH IA-8
Implementation:
Common/Inherited Control  [__]
In Place Control [__] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control X ]
Not Applicable Control ]
Explanation:
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Control: The information system uniquely identifies and authenticates non-organizational users
(or processes acting on behalf of non-organizational users).

Supplemental Guidance: Non-organizational users include all information system users other
than organizational users explicitly covered by IA-2. Users are uniquely identified and
authenticated for all accesses other than those accesses explicitly identified and documented by
the organization in accordance with AC-14. In accordance with the E-Authentication E-
Government initiative, authentication of non-organizational users accessing federal information
systems may be required to protect federal, proprietary, or privacy-related information (with
exceptions noted for national security systems). Accordingly, a risk assessment is used in
determining the authentication needs of the organization. Scalability, practicality, and security
are simultaneously considered in balancing the need to ensure ease of use for access to federal
information and information systems with the need to protect and adequately mitigate risk to
organizational operations, organizational assets, individuals, other organizations, and the
Nation. Identification and authentication requirements for information system access by
organizational users are described in 1A-2. Related controls: AC-14, AC-17, AC-18, MA-4.

5.4 System and Communications Protection (SC) Controls
The following sections describe the system and communications protection family of controls.

54.1 SC-1. System and Communications Protection Policy and Procedures

Applicability:
LOW SC-1 | MODERATE SC-1 | HIGH SC-1
Implementation:
Common/Inherited Control [ _X]
In Place Control [ X ] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control developed, maintained, and tested by the FS ECP.

5.4.2 SC-5: Denial of Service Protection
Applicability:

LOW SC-5 | MODERATE SC-5 | HIGH SC-5
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Implementation:
Common/Inherited Control  [__]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control [ X ]
Not Applicable Control ]
Explanation:

This will be a hybrid control. The common portion of this control is from NITC or EROS
firewalls, which provide denial of service (DoS) protection. The common portion is provided by
the OCIO-NITC Program.

The system-specific portion will be from the IFT-DSS, which will use both Access Control Lists
(ACLs) and Departmental OS and software hardening requirements. In addition,
vendor-recommended security patches are applied to all software and the OS. The IFT-DSS
protects against or limits the effects of flooding and distributed attacks through firewalls.
Firewalls can effectively prevent users from launching flooding attacks from machines behind
the firewall. To provide another layer of depth to protect against DoS attacks, the IFT-DSS will
use switches to implement access control list capabilities.

5.4.3 SC-7: Boundary Protection

Applicability:
MODERATE SC-7 (1) (2) (3) HIGH SC-7 (1) (2) (3) (4) (5)
LOW SC-7
(4) (5) (7) (6) (7) (8)
Implementation:
Common/Inherited Control  [___]
In Place Control ] Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control (X ]
Not Applicable Control ]
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&

Explanation:

This will be a hybrid control. The common portion of this control is from NITC or EROS
firewalls, which provide denial of service protection.

The system-specific portion is from the IFT-DSS and is described below.

a) Monitors and controls communications at the external boundary of the system and at key
internal boundaries within the system. All IFT-DSS traffic will be routed through the
NITC DMZ firewall or the EROS firewall. The IFT-DSS will rely on NITC or EROS to
monitor the external boundaries of their networks. External network connections for the

IFT-DSS infrastructure are protected by individual firewalls and are managed and

maintained by the USDA Universal Telecommunications Network (UTN) or the EROS.
Internal connections will come over the USFS WAN and through the IFT-DSS firewall

architecture.

The IFT-DSS will monitor and control communications at the external boundary of the

system and at key internal boundaries within the system using ACLs and VLAN
separation.

b) Connects to external networks or information systems only through managed interfaces
consisting of boundary protection devices arranged in accordance with an organizational
security architecture. The IFT-DSS permits connections to external networks or systems
only through managed interfaces consisting of boundary protection devices arranged in

accordance with organizational security architecture.

The USDA and EROS maintain an Intrusion Detection Systems (IDS) at the border of
their networks. Each individual cluster also has an IDS installed which helps protect the

outlying network clusters within the IFT-DSS. The network switches and routers at

NITC are monitored and audited using a TACACS+ server, router logging, Radius
servers, and Net Forensics tools to analyze activities on the network.

Additional operational security services at NITC are provided through Remote

Supervisor Adapter Il (RSA II), OPNET Ace Live 3000, McAfee Vulnerability Manager,

Ironmail SMTP, and Net Forensics which lie outside the current IFT-DSS boundary.

The IFT-DSS will add its own firewall at NITC or EROS. This switch will be configured

by NITC or EROS and managed by NITC or EROS personnel.

5.4.4 SC-12: Cryptographic Key Establishment and Management
Applicability:

LOW SC-12 | MODERATE SC-12 | HIGH SC-12 (1)
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Implementation:
Common/Inherited Control  [_X ]
In Place Control [ X ] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:

This is a common control with the NITC or EROS VPN accounts. Cryptographic module
authentication of the VPN accounts is the responsibility of NITC or EROS.

Encryption used is FIPS 140-2-compliant. Encryption of Passwords Public/Private key pairs is
generated using the Digital Signature Algorithm (DSA), described in NIST FIPS 186-2, by the
IBM Java Cryptography Architecture (JCA) application programming interface during login and
change-password functions.

Any cryptographic modules chosen from the NIST CMVP website and implemented on an
information system are considered "automated mechanisms" for establishing and managing keys.

5.45 SC-13: Use of Validated Cryptography
Applicability:

LOW SC-13 | MODERATE SC-13 | HIGH SC-13

Implementation:
Common/Inherited Control  [__]
In Place Control [ X] | Compensating Control ]
Hybrid Control ]
Not In Place Control ]
Planned Control ]
Not Applicable Control ]
Explanation:
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Validated encryption keys are purchased from VeriSign through NITC to encrypt traffic to and
from the IFT-DSS Web Servers. Encryption used is FIPS 140-2-compliant. Encryption of
Passwords Public/Private key pairs is generated using the Digital Signature Algorithm (DSA),
described in NIST FIPS 186-2, by the IBM Java Cryptography Architecture (JCA) application
programming interface during login and change password functions.

5.4.6 SC-14: Public Access Protections
Applicability:

LOW SC-14 | MODERATE SC-14 | HIGH SC-14

Implementation:
Common/Inherited Control  [__]
In Place Control [_] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control [ X]
Explanation:

Not applicable; no public access is allowed to the IFT-DSS.

5.4.7 SC-15: Collaborative Computing Devices
Applicability:

LOW SC-15 | MODERATE SC-15 | HIGH SC-15

Implementation:

Common/Inherited Control  [__]

In Place Control [__] | Compensating Control ]
Hybrid Control ]

Not In Place Control ]

Planned Control ]

Not Applicable Control [ X ]
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Explanation:

This control is not applicable. Collaborative computing is not currently a part of the IFT-DSS
Architecture.

5.4.8 SC-20: Secure Name/Address Resolution Service (Authoritative Source)

Applicability:

LOW SC-20 (1) | MODERATE SC-20 (1) | HIGH SC-20 (1)

Implementation:
Common/Inherited Control  [__]
In Place Control [__] | Compensating Control ]
Hybrid Control (]
Not In Place Control ]
Planned Control ]
Not Applicable Control [ X ]
Explanation:

Not applicable. The IFT-DSS does not contain an authoritative source.

Control: The information system provides additional data origin and integrity artifacts along
with the authoritative data the system returns in response to name/address resolution queries.

Supplemental Guidance: This control enables remote clients to obtain origin authentication and
integrity verification assurances for the host/service name to network address resolution
information obtained through the service. A domain name system (DNS) server is an example of
an information system that provides name/address resolution service. Digital signatures and
cryptographic keys are examples of additional artifacts. DNS resource records are examples of
authoritative data. Information systems that use technologies other than the DNS to map
between host/service names and network addresses provide other means to assure the
authenticity and integrity of response data. The DNS security controls are consistent with, and
referenced from, OMB Memorandum 08-23.

Control Enhancements: (1) The information system, when operating as part of a distributed,
hierarchical namespace, provides the means to indicate the security status of child subspaces
and (if the child supports secure resolution services) enable verification of a chain of trust
among parent and child domains. Enhancement Supplemental Guidance: An example means to
indicate the security status of child subspaces is through the use of delegation signer (DS)
resource records in the DNS.
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Project Management Plan, Part 1 Project Scope

1. Overview of Project Scope

1.1 Introduction

Phase IV of the Software Tools and Systems Study began in June 2010. The goal of the
first year's work in Phase IV was to complete Interagency Fuels Treatment Decision Support
System (IFTDSS) version 1.0 by January 31, 2012. This project management plan describes
the software functional specifications, work plan, and project management administration to
complete Phase IV of the STS and the implementation of IFTDSS version 2.0 by October 2012.

This document describes the functional accomplishments that will expand IFTDSS
version 1.0 to version 2.0. The IFTDSS development team plans to produce three versions of
IFTDSS during this second year. They will be labeled versions 1.1, 1.2, and 2.0. This
document has been organized to reflect the functional achievements for each of these versions.
As the need arises, there may be more versions published before the final version 2.0.
Versions 1.0, 1.1, and 1.2 will be hosted at STI's offices in Petaluma, California. The final
version 2.0 will be transferred to a Government host agency computer system.*

Part 1 of this Project Management Plan describes the software functional specifications,
and work plan to complete versions 1.1, 1.2, and 2.0 of IFTDSS. Part 2 addresses project
administration.

1.1.1 Summary of IFTDSS Version 1.0

Version 1.0 of IFTDSS was under development for one year and seven months and was
released in January 2012. Version 1.0 of IFTDSS contains the following functionality:

e Data Acquisition and Editing Work Flow: a user can identify an area of interest,
automatically acquire the corresponding LANDFIRE data for that area, and view and edit
the data both spatially and non-spatially.

e Prescribed Burn Planning Work Flow: a user can choose from a broad range of
options to model and analyze fire behavior and fire effects to plan a prescribed burn and
then use that information to fill out the interagency prescribed burn template document
leading to a publishable prescribed burn plan.

e Hazard Assessment Work Flow: a user can use the LANDFIRE data to perform a
simple hazard assessment across the selected area of interest assuming constant
weather and that every pixel will burn.

' The timing of the transfer of IFTDSS version 2.0 to a Government computer system is dependent on the time it will
take to officially identify the agency. This is discussed further in Section 3.
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1.1.2 Summary of Work Planned to Complete IFTDSS Version 2.0

Following the release of IFTDSS version 1.0, we will focus on IFTDSS version 1.1, which
will be released in March 2012. Version 1.1 will expand upon version 1.0 by including the first
approximation risk assessment work flow and a work flow to allow users to assess different
fuels treatment selections using the Fire and Environmental Research Applications (FERA)
team’s suite of tools, including the Fuels Characteristics and Classification System (FCCS).
During the winter 2011/2012 time period, we will work with Janean Creighton of Oregon State
University to conduct the impact study of IFTDSS version 1.0 and continue to collect user
feedback regarding system functionality.

Following the release of IFTDSS version 1.1, we will focus on IFTDSS version 1.2, which
will be released in June 2012. Version 1.2 will expand upon version 1.1 by enhancing the data
acquisition and editing work flow to incorporate the use of treelist data and by updating the
hazard analysis and risk assessment work flows to accommodate treelist data. In parallel with
the software development effort, we will conduct, evaluate, and document the IFTDSS 1.0 user
evaluation and impact study for the prescribed burn planning work flow. We will also develop
the first complete draft of the software developer’s guide, which will provide guidelines to
scientific model developers for implementing models into IFTDSS.

Following the release of IFTDSS version 1.2, we will implement IFTDSS version 2.0,
with the majority of software development effort focused on implementing the ability to simulate
vegetation growth in the current condition landscape to simulate future conditions both with and
without fuels treatments for a future growth scenario. This will involve implementing the Forest
Vegetation Simulator (FVS) and three fuels treatment optimization models. In parallel with the
software development we will conduct a user evaluation of the risk assessment work flow in
IFTDSS 1.1 and will complete the online help system.

IFTDSS version 2.0 is scheduled for release and transfer to a Government host agency
by October 2012. In order to meet the transfer deadline, a Government host agency will need to
be identified by January 2012 (refer to Section 3.8 for more details).
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2. Software Functional Specifications

This section describes the software functionality that will be implemented in versions 1.1,
1.2, and 2.0 of IFTDSS. It also describes the non-software development tasks that will be
conducted in parallel with the software development. For a more complete and specific list of
activities, refer to Appendix A at the end of this document.

2.1 IFTDSS Version 1.1

IFTDSS Version 1.1 will be released in January 2012. Version 1.1 will expand upon
version 1.0 by including the first approximation risk assessment work flow and a work flow to
allow users to assess different fuels treatment selections using the Fire and Environmental
Research Applications (FERA) team’s suite of tools including the Fuels Characteristics and
Classification System (FCCS). Specifically, version 1.1 will include the following:

e Risk Assessment Work Flow: the risk due to fire as a disturbance agent will be
calculated for the current vegetation conditions within an area of interest based on
LANDFIRE data. Outputs will include ignition probabilities, the impact on values at risk
(both positive and negative), the risk for each value identified separately, and a
composite risk assessment output for all values at risk.

e Fuels Treatment Selection: the FCCS methodology will be used to develop a first
version of a new work flow designed to assist the user in the selection of appropriate
fuels treatments for their area of interest.

In parallel with the software development for version 1.1, we will develop and implement
the IFTDSS 1.0 user release plan, which will require a user evaluation of version 1.0 (released
in October 2011) and user feedback.

2.2 IFTDSS Version 1.2

IFTDSS Version 1.2 will be released in June 2012. Version 1.2 will expand upon version
1.1 by enhancing the data acquisition and editing work flow to incorporate the use of treelist
data and by updating the hazard analysis and risk assessment work flows to accommodate
treelist data. Specifically, version 1.2 will include the following:

e Data Acquisition and Editing Work Flow: the most significant new work to be
accomplished in the data acquisition and editing workflow is to create the ability to
upload, manage, and use Forest Vegetation Simulator (FVS) compatible treelist data.
This new data in treelist format will come from two sources and will provide the following
functionality:

— NRIS FSVeg Spatial Data Analyzer software: ability to import data and maps in the
format exported by the Forest Service fuels treatment specialists.

— National Treelist Layer (NTLL) for the LANDFIRE data: ability to make this treelist
data layer available to non-Forest Service IFTDSS users. Refer to Appendix B for
more details regarding the implementation of the NTLL.
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e Hazard Analysis Work Flow: update the hazard analysis work flow from version 1.1 so
that users have the ability to use treelist data to perform the existing hazard analysis.

e Risk Assessment Work Flow: update the risk assessment analysis work flow from
version 1.1 so that users have the ability to use treelist data to perform the current
condition risk assessment.

In addition to the functional upgrades to the software, we will also complete the following
tasks by June 2012:

e Scientific Modeling Framework: produce and publish a model developer’s guide.

e User Evaluation and Feedback: conduct, evaluate, and document the IFTDSS 1.0
user evaluation and impact study for the prescribed burn planning work flow.

2.3 IFTDSS Version 2.0

The most significant expansion of functionality beyond IFTDSS 1.2 will be creating the
ability to simulate vegetation growth in the current condition landscape to represent conditions
with and without fuels treatments for the future scenario. Providing the users the ability to
simulate current and future treatments allows for the evaluation of different management
alternatives to reduce overall risk due to fire disturbance events. Specifically, version 2.0 will
include the following:

e Data Acquisition and Editing Work Flow: allow users to edit the LANDFIRE national
treelist layer with more representative local treelist data when available. Allow users
access to weather data to support variable weather during hazard and risk analyses as
well as gridded wind data to allow for more flexible simulation of winds over time. Allow
users to identify fuel loadings using the digital photo series.

e Spatially Explicit Fuels Treatment Assignment Work Flow: allow users to simulate
vegetation growth, simulate fuels treatments as manually placed by the user, and
simulate fuels treatments as optimized by three different software modules to allow
multiple comparisons of treatment locations.

e Fuels Treatment Effectiveness Over Time Work Flow: allow users to design a broad
range of fuels treatments strategies and evaluate their effectiveness over time for the
various vegetation/fuel conditions in which they might be applied. The results of this
work flow will inform the user on which treatments might work best in the Spatially
Explicit Fuels Treatment Assignment Work Flow above.

e Hazard Analysis and Risk Assessment Work Flows: allow users to simulate fire
growth over a landscape with various ignition patterns in both the hazard and risk work
flows. Allow users to integrate data from the spatially explicit fuels treatment assignment
work flow to allow evaluation of treatment assignments, hazard, and risk. We will
develop user interface tools to allow users to easily extract the significant messages
from these multiple datasets.

In addition to the functional upgrades to version 2.0 of the software, we will also
complete the following tasks:
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e Scientific Modeling Framework: IFTDSS version 2.0 is to be deployed to a
Government server. For this to happen, a sponsoring Government agency needs to be
identified. The collaboration components of the modeling framework will be developed
and will include:

— the ability to publish, view, and copy other users’ published projects into your own
project area and the ability to identify other users working within your geographic
area or working circle.

e User Evaluation and Feedback: We will conduct a user evaluation of the risk
assessment work flow in IFTDSS 1.1 to determine what changes need to be made to
make the work flow truly useful to field users. We will develop and implement an
IFTDSS 2.0 user release plan; add the ability to review results of the risk assessment
work flow evaluation; and determine what can be done within the scope of the project to
improve this work flow further.

e Online Help System: The final (and significantly large) segment of work is to develop
the Online Help system for IFTDSS version 2.0. This process is continuous and ongoing
throughout the development year, and online help will be updated corresponding to the
functionality implemented in each release. The necessary and appropriate material will
be incorporated into the Online Help system by the time of release for each IFTDSS
version (1.1, 1.2, and 2.0).

2.4 Data and Models

Table 1 lists the fuels data and models that are targeted for implementation in the
IFTDSS and the work flows that each support(s).
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Table 1. Fuels data, models, and supported work flows expected to be implemented in
IFTDSS. The X's indicate which data and software applications will support each work flow.
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LANDFIRE data X X X X X

Treelist data (FSVeg, NTLL) X X X X X

Fuelbed data (FCCS) X X X

Digital Photo Series (DPS) X X

Stand Visualization System (SVS) X X X

Forest Vegetation Simulator (FVS) X X X X X

FireFamily+ X X X X

Wind Ninja X X X X

Fuel Characteristic Classification System X X

(FCCS)

FlamMap X X X

FlamMap-Minimum Travel Time X X

(FlamMap-MTT)

OptFuels X X X

FlamMap-Treatment Optimization Model X X X

(FlamMap-TOM)

Fire and Fuels Extension to the Forest X X X

Vegetation Simulator (FFE-FVS)

Fire Behavior (SDK) modules as

implemented in BehavePlus (IGNITE, X

SURFACE, SPOT, SIZE, SCORCH,

SAFETY, CONTAIN)

Consume X X

First Order Fire Effects Model (FOFEM) X X

Fire Emission Production Simulator X X

(FEPS)

FARSITE X X

RANDIG-FlamMap X X
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3. Project Work Plan

This work plan describes the work activities by task that will be undertaken to complete
IFTDSS development for versions 1.1, 1.2, and 2.0. This phase of work begins with the
development of IFTDSS version 1.1. As new versions of IFTDSS are released, we will continue
to inform more and more stakeholders concerning the capabilities of IFTDSS and thereby
expand the use, critical review, and opportunity to collect stakeholder feedback. The specific
objectives of this project are to

e Document technical design specifications for the complete IFTDSS application, including
the work flow scenarios and the service-oriented architecture (SOA).

¢ Maintain an evolving version of the IFTDSS beta-test application for use by the
stakeholder community.

e Develop a version of the IFTDSS application for use by the fuels treatment community
that supplies commonly used software models, data, and tools within an organizational
structure that is capable of performing analyses for fuels treatment planning

e Assist in the deployment of the IFTDSS application at a Government agency yet to be
identified.

This work will continue to be conducted in eight tasks:

Task 1 — Project management

Task 2 — Stakeholder community interaction and involvement
Task 3 — System analysis and design

Task 4 — System implementation

Task 5 — System acceptance test plan

Task 6 — Technical support

Task 7 — Documentation and training

Task 8 — Technology transfer

3.1 Task 1 — Project Management

This task includes overall planning, management, and progress reporting for the project.
In addition to the information provided in the other sections of the IFTDSS Project Management
Plan, this section describes plans for travel approval and management, biannual management
review, progress reports and invoicing, and subcontractors.
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3.1.1 Travel Approval and Management Plan

When project-related travel is required, the STI PM, Tami Funk, will send a travel
request email to the BLM CO, Kathy Colson, and the FS COTR, Brad Harwood. The travel
request will include the following information:

Name(s) of the person(s) requesting travel

Travel dates

Purpose of the travel

Estimated travel costs including per diem expenses

Brad Harwood will review and provide an approval recommendation to Kathy Colson,
who will officially approve the travel. Kathy Colson will send an email back to STI with the
official travel approval. STI may then book travel arrangements. Following the project travel,
STI will submit travel expense receipts to Brad Harwood and Kathy Colson.

3.1.2 Biannual Management Review Plan

Biannual management reviews will be conducted approximately every six months during
the last year of the project (October 2011 through October 2012). The purpose of the biannual
management review meetings is to examine the project’s progress approximately every six
months and to update the project advisory board about the project status. The project advisory
board will be given the opportunity to ask questions and to discuss any issues or other topics
that warrant discussion and/or decision. The meetings will be conducted over two days in
Boise, Idaho, and two members of STI's project team will attend. The approximate biannual
management review schedule is shown in Table 2.

Table 2. Schedule for biannual management review meetings.

Meeting Approximate Date(s)

Meeting 1 December 14-16, 2010
Meeting 2 September 13-14, 2011
Meeting 3 TBD if needed

Meeting 4 September 2012

3.1.3 Project Progress Reports and Invoicing Plan

STI will generate monthly invoices and project progress reports that will be sent to Kathy
Colson and Brad Harwood, who will then forward them to John Cissel and Becky Jenison for
review and payment. Each monthly progress report will contain a summary of

e Task status to date
o Work performed by task during the last work period
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Deliverables completed during the last work period
Project budget status to date

Work planned for the upcoming work period
Travel completed during the last work period
Expected travel for the upcoming work period
Outstanding actions awaiting authorization

Any issues encountered

A project schedule and work status to date

An updated work breakdown structure

3.1.4 Subcontractors

STl is authorized by the Government to subcontract work if and when needed. For
example, STI may need support from the science model developers who contribute data and/or
tools to the IFTDSS. If STI requires assistance from individual(s), STI may establish a
subcontract with the individual(s) to financially compensate them for their time. If the
subcontractor is a Government employee, STI may not provide financial compensation, and the
Government will handle any associated travel expenses.

3.2 Task 2 — Stakeholder Community Interaction and Involvement

Six stakeholder groups were identified in prior phases of IFTDSS development: (1) the
Governance Community, (2) the Scientific Model Development Community, (3) the Database
Steward Community, (4) the Fire and Fuels Management Community, (5) the Information
Technology and System Maintenance Community, and (6) the IFTDSS Coordination Team. STI
will continue to interact with the IFTDSS stakeholder communities as directed in the IFTDSS
communications and outreach strategy.

In August 2010, Mike Rauscher and Tim Swedberg revised the IFTDSS communications
strategy and continued to give presentations and talk with various stakeholder communities.
The current plan builds on what was learned in Phases | through Ill and provides a new strategy
for interacting with the new JFSP-sponsored Regional Consortia. For the past several months,
outreach for IFTDSS has slowed for two main reasons: (1) to allow time for a host agency to be
identified, and (2) to allow the software to mature. In the coming weeks and months, Mike
Rauscher and Tim Swedberg will revisit the communication strategy and determine how to
proceed with the Governance community, the IT community, and the System of Systems (SoS)
community. Stacy Drury will continue to lead outreach efforts with the model development
community and the test user groups.

Governance Community

e Mike Rauscher, Eric Christiansen, and Tim Swedberg will determine an approach for
interacting with the Governance community.
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Scientific Model Development Community/Database Steward Community

Interactions with specific science developers and database stewards will be shaped by
the models that are needed for IFTDSS over the next two years.

Stacy Drury and Mike Rauscher will continue to identify the data, applications, and
processes to be included in IFTDSS, and that information will be used to develop a list of
individuals to contact and a schedule of when the contacts should be made on an
ongoing basis.

Select members of the IFTDSS team will attend a meeting at the Missoula Fire Lab in
early November 2011 to discuss the “Fire Bricks” concept paper drafted by Pat Andrews
and to discuss future collaboration with model developers.

Mike Rauscher has produced an initial draft of a Developer Guide in cooperation with
STI software engineers that explains how a scientist/developer can successfully interact
with the IFTDSS program. The draft will provide technical guidelines and best practices
for building software modules that can be accessed by IFTDSS. We will be expanding
upon this initial draft of the developer guide to produce a more complete guide by
January 2012.

Test User Group/Fire and Fuels Management Community

Stacy Drury will work closely with the test user group to evaluate the new work flow
implementations and to help manage feedback from the user community.

Janean Creighton of Oregon State will conduct an impact study of IFTDSS version 1.0
beginning in the winter of 2011/2012. Mike Rauscher will assist Janean on the impact
study.

The following list outlines the outreach plan for the IFTDSS version 1.0 release (October
2011), immediately following the release of version 1.0:

— An email will be sent to the broader registered user group (people who have set up
accounts). The email will inform users that an updated version of IFTDSS is ready
for viewing and will contain information about new features added to the system
since version 0.4. The email will also inform users that there will be an upcoming
demonstration webinar(s).

— Following the 1.0, 1.1, 1.2, and 2.0 releases, we will periodically contact the larger
group and invite people to provide feedback. Stacy will host webinars throughout the
year to demonstrate new features as they are developed.

— Stacy will follow up with people who show interest or who have been actively using
IFTDSS.

— A separate email will be sent to the smaller prescribed burn test user group to
announce the release of version 1.0 and to discuss changes made to the system
based on the feedback they provided. Stacy will follow up with each of them to
confirm that the enhancements that have been made to the system are adequate for
completing a burn plan. Stacy will then conduct a webinar(s) with the test user group
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to step through the prescribed burn planning process and note areas for possible

future improvement.

— Stacy will reconnect the prescribed burn test user group with Janean Creighton

following his initial interactions after the release of version 1.0.

— Following the initial version 1.0 outreach campaign, Stacy will visit 5 or 6 people in
the field to see how they are using the system and to collect feedback (similar to
what was done to verify the prescribed burn plan work flow). This group could
consist of new people or a mix of new and old. These onsite interviews would build

on what was accomplished in the prescribed burn planning site interviews.

Interviews will be conducted as new work flows are released to identify whether they

were useful to land managers.

¢ The following list outlines the outreach plan for the IFTDSS version 2.0 release (October

2012):

—  We will follow the roll-out approach for version 1.0 for the broader group as

described above (i.e., an email followed by a webinar).

- We will identify a new, smaller test user group that we can interact with on a more

detailed level to collect feedback on the new work flows added to IFTDSS.

Information Technology and System Maintenance Community

¢ A new strategy for interacting with the IT community will be determined during the winter

of 2011/2012.

System of Systems Cooperation

¢ In March 2010, Mike Rauscher organized and conducted a meeting with the SoS

stewards to discuss the technical issues that hinder the integration among these

systems (e.g., WFDSS, BlueSky), ways to make the systems interact better, and the

adoption of interoperability standards.

e Discussions have been ongoing with Sim Larkin to identify collaboration points between
IFTDSS and BlueSky. These discussions will continue as the next generation of

BlueSky is developed.

¢ Mike Rauscher and the SoS team will continue to discuss suggested standards and

operating procedures with the National Wildfire Coordination Group (NWCG)

governance group to acquire NWCG endorsement and facilitate the use of each system.

Deliverables: Community interactions and support

3.3 Task 3 — System Analysis and Design

Task 3 involves (1) the development of an Information Technology (IT) Security Plan and
(2) analysis and design work to continue to refine and design the work flow scenarios that will
be implemented in IFTDSS. The existing conceptual and technical design specifications were

developed in collaboration with the IFTDSS Application Steward, the Fire and Fuels
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Management Community, and the Scientific Model Development Community. STI has used this
existing documentation as the foundation to develop the design specifications for the work flows
that will be incorporated into the fully implemented IFTDSS application. Collaboration between
the COTR, the IFTDSS Business Steward, the IFTDSS Application Steward, and the
stakeholder communities will continue throughout the development and implementation of
IFTDSS.

3.3.1 IT Security Plan

Brad Harwood and the STI software development team have developed an initial draft of
the IT Security Plan, which will be used to roll out production version 2.0 of IFTDSS. Design
changes may be required to allow IFTDSS to run on the Government-designated server system.
STI will consider the technical architectures (hardware, operating systems, office software,
networks, etc.) available at the designated Government computer center to ensure that IFTDSS
can operate effectively within these constraints.

3.3.2 Design Specifications

Stacy Drury will continue to work with Mike Rauscher and the software development
team to refine and document the IFTDSS science design specifications for the decision support
work flow scenarios (software design will be documented in other tasks). The specifications will
include a set of well designed and tested use cases, which will be used during development,
testing, and implementation of IFTDSS.

Conceptual and scientific designs will be developed for each new functional feature and
work flow prior to software implementation of the features described in Section 2. While every
feature added to IFTDSS requires design effort, the bulk of the effort in the upcoming year will
be focused on acquiring the data and tools needed for each work flow enhancement, and on the
design of the work flows described in Section 2.3.

Translation Process

The process for translating the functional work flow designs into software design is as
follows:

e Mike Rauscher and Stacy Drury will work with developers and users to refine work flow
scenarios and requirements.

e The work flow scenarios and requirements will be sent to the FMC subcommittee and
John Cissel.

e After review and approval, the work flow functional specifications will be given to Paul
Nuss and the development team.

e The development team will design and implement work flows.
e The development team will release versions of IFTDSS for internal testing.

e After internal testing is complete, the software will be released to the test user group for
feedback.

Version #5.0, May 2012 12





Project Management Plan, Part 1 Work Plan

The test user community will review the system and provide feedback.
e The feedback will be logged into JIRA and reviewed by STI.

e Feedback reports will be provided to Mike Rauscher and Brad Harwood, and feedback
will be prioritized

e Brad Harwood will provide direction to STI regarding what feedback should be
addressed — this will be documented as well.

3.3.3 System Test Plan

Stacy Drury will work with the STI development team and Brad Harwood to develop a
system test plan that describes and governs the software testing to be performed by STI during
the IFTDSS development process. This testing will focus on the science-based functionality of
the system; for example, whether the model predicts fire behavior appropriately across the
landscape. This should not be confused with the system acceptance testing discussed in
Section 3.5.

Deliverables: IT Security Plan; Updated IFTDSS Design Specifications

3.4 Task 4 — System Implementation

STI will continue to develop the IFTDSS using an iterative, agile development
methodology that produces a version of the software and work flow scenarios within a regular
software development cycle referred to as a sprint. A period of user testing and feedback will
follow the initial release of each scenario, followed by periods of rework and retesting. The
entire development and review cycle will be approximately three to four months and will be
focused on the functionality described in Section 2.

The software development team will develop recommendations and “best practices”
guidelines for future software modules. We will work with the science/software developers at
the Seattle and Missoula Fire Labs and the stewards of other large systems such as WFDSS
and the BlueSky Framework to develop these recommendations and guidelines. A library of
modules within IFTDSS will be documented and managed throughout the development process.

3.4.1 User Feedback

User feedback will be collected through face-to-face field interviews and through the
email link within the IFTDSS GUI. The following general process will be used to manage user
feedback:

e User feedback is submitted and logged into STI's software tracking system, JIRA

e User feedback is personally acknowledged via email by Stacy Drury

o Feedback is periodically reviewed and assessed

o Areport of user feedback is provided to Mike Rauscher and Brad Harwood quarterly

¢ Mike Rauscher and Brad Harwood determine how to address user feedback and provide
direction to STI
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e The FMC subcommittee reviews requests that lie outside the scope of this project and
decide how to handle them

3.4.2 System Testing

STI has developed a test plan (Section 3.3.3) that describes procedures for software
guality control (QC) and system testing. Use cases and test data sets are developed to aid in
the testing process. STI will work with the developers of the software that will be implemented
in IFTDSS to acquire test data sets when they are available. When they are not available, STI
will develop test data sets for software unit testing and for scientific validation testing of the
model outputs. Software code and unit testing will be performed concurrent with system
development. See Section 3.5 for a discussion of user acceptance testing.

3.4.3 Technical Documentation

During the development of IFTDSS version 1.0, STI produced draft technical
documentation for the system; the documentation is considered a work in progress and will be
updated as needed throughout the development of version 2.0. The software installation
documentation cannot be drafted until a Government host agency has been identified.

STI has developed a component listing for the system design to be included in the
IFTDSS Design Specification. The purpose of the software component listing is to provide
software developers with the information needed to maintain or make modifications or changes
to the system. System design component documentation includes the following information:

e User/system interaction tables

e Data models

Data dictionary consistent with the NWCG NWFEA standards to the extent possible,
given the availability of the NWFEA standards at the time the work is performed
Dataflow diagrams

User interface specifications

Data migration requirements and specifications

Business rules to be deployed in the application

STI has written a Software Configuration Management Plan for IFTDSS, which includes

e A plan to ensure that all constituent software tools and databases are, and remain, the
tools and databases of “record” and thus the official versions. If official versions of these
tools and databases do not exist, STI will work closely with the IFTDSS project team to
identify suitable versions to use.

e A change-control plan that includes information about the development, test, and
production environments with appropriate isolation between these environments to
ensure that production data and production schedules are not adversely affected by
development and testing activities.

e A plan for code version management (note that STI will transfer the latest source code to
the Government when needed) and document version management to ensure that

Version #5.0, May 2012 14





Project Management Plan, Part 1 Work Plan

iterative versions of development, test, and production environment software and
documentation can be tracked and retrieved as required.

Once a Government host agency has been identified, STI will write and maintain

installation documentation for the production release 2.0 of IFTDSS to include a minimum of

Documentation of the minimum network, system hardware, and operating system
specifications required to support a multiuser environment for IFTDSS.

Documentation of the process required to install new versions of software in
development, test, and/or production environments.

Documentation of the process required to “roll back” to a previous version of software in
development, test, or production environments.

STI has drafted system development specifications to include standard software

development practices and application consistency standards. The documentation will contain

Variable naming conventions
Commenting standards
Code sharing standards
Consistency standards

Deliverables:

An SOA framework that supports IFTDSS

IFTDSS releases 1.1 and 1.2 hosted by the STI website for use by the test user group
IFTDSS release 2.0 to be deployed to a Government server

Final design component documentation

Final Software Configuration Management Plan

Draft and final installation documentation

Software Development Practices and Application Consistency Standards Document

3.5 Task 5 — System Acceptance Test Plan

Mike Rauscher had developed the first draft of an acceptance test plan that will be

updated as needed throughout the development of IFTDSS version 2.0. The acceptance test
plan addresses the following:

User acceptance of interface design and performance efficiency

Validation of data and results generated by algorithms and work flow scenarios
Acceptable system performance under multiuser loading, including network load
distribution and response for different bandwidth connections

Flexibility of the IFTDSS software architecture to link several new software base models
into the system

Verification of system security requirements

The purpose of the System Acceptance Test Plan is twofold. First, the plan lays out the

process by which each new release of IFTDSS, beginning with version 1.0, will be delivered by
STI to the Government. It is then the responsibility of the Government team to test, critique, and
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finally accept the release as having met the contract obligations. The second purpose of the
System Acceptance Test Plan is to provide a process by which the NWCG Fuels Management
Committee (FMC) can certify that the fuels treatment work flows offered within IFTDSS provide
a scientifically and managerially acceptable tool for agency fuels treatment planners and
analysts to use in their formal and accountable work. In short, the FMC will certify that a
particular work flow and the way it is implemented provide a scientifically credible and
managerially acceptable fuels treatment analysis and planning process.

Deliverable: Final System Acceptance Test Plan

3.6 Task 6 — Technical Support

The technical support task is dependent on the identification of a Government host
agency. Once an agency has been identified, STI will provide the Government with technical
support, including a project conference phone and Internet connection, support for web-based
joint application design (JAD) sessions, and system support for testing and training.
Specifically, STI will

e Conduct webinars for the FMC following each IFTDSS software release

e Host JAD sessions with the NWCG IFTDSS subcommittee following each IFTDSS
software release

e Conduct an in-person meeting with members of the test user group

The existing FRAMES STS Study website will be used to provide information to the
IFTDSS stakeholder communities.

The Government will provide the project team, the Science Model Development
Community, and the Science Community with access to a Help Desk, beginning with the initial
beta system release and continuing until the end of the project.

STI will provide technical support to the Government during system deployment to
validate that the system software is operational and functioning properly and to assist with
problem resolution.

Support levels:

e Firstlevel: help desk
e Second level: system administrator
e Third level: contractor

Deliverables:

e Technical Support Plan
e Project phone and Internet support
e Support for joint application design sessions (similar to past development efforts)
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3.7 Task 7 — Documentation and Training

This documentation and training task consists of three subtasks:

Develop marketing materials to advertise IFTDSS training opportunities;

2. Develop training material to populate the IFTDSS online help system, to train Help Desk
staff and users; and

3. Conduct training through webinars, workshops, and other methods.

Develop Marketing Material

In this task, STI will develop marketing material to let potential users know about
IFTDSS training opportunities. For example, STI will develop and provide content to Mike
Rauscher to include in a monthly stakeholder project status report and/or conference/workshop
promotional materials. The status report will provide a brief narrative about training
accomplished during the month and training plans for the coming months. Promotional
materials may include PowerPoint presentations, software demonstration materials, brochure
content, and posters. Examples of content include a description of the IFTDSS (current and
planned functionality); overview of current tools, models, and modeling capabilities in the
IFTDSS; and the benefits of the IFTDSS to the user community.

We have assumed that up to one set of presentation materials, demonstration materials,
or posters will be provided per month.

Develop Training Material

Prospective users will need training on how to use the IFTDSS (e.g., step-by-step
instructions including installation and administration) and about the scientific thought process
needed to most effectively use the models within the IFTDSS (i.e., technical content about the
models). In demonstrations of the proof-of-concept IFTDSS, we found that walking through
case studies was an effective training approach.

STI will develop training material to be used in training system users and the
Government User Help Desk staff. Application training materials developed in this task will
include a user-focused online help system, online training content (e.g., a tutorial posted to the
web), and webinar content. Training material will be developed to assist the Help Desk staff in
understanding how to use the IFTDSS. Technical documentation regarding the IFTDSS server
and client hardware installation and system administration will be developed and supplied under
a separate Task.

STI has been working with the FMC to support Government efforts to establish a
standard fire-training module for IFTDSS. Several ideas have been discussed and proposed;
however, at this time we are awaiting guidance from the FMC on how to proceed with training.
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Conduct Training

We will assist the FMC in IFTDSS training as directed by the FMC and within the scope
of this contract. Training will be initially conducted in two ways: (1) in person at selected
meetings, and (2) interactively via webinar. As the system is developed, we will work with the
FMC to incorporate IFTDSS into other training forums. We have assumed up to five in-person
training sessions during the two-year contract. These in-person training sessions will be based
on one set of training materials. For in-person training, we assume attendees will have their
own computers and an Internet connection. Class size will be limited to the number of computer
workstations. A class size of less than 12 works best with one instructor, while a larger class
requires two instructors. We will supply an agenda prior to training sessions. Handouts of
lecture material (typically presentation slides) will be provided to attendees.

The Government will be responsible for the production of professional quality training
manuals and materials.

Deliverables:

Final documentation and training plan and schedule
Application marketing materials

System administrator training

Online help and corresponding documentation

Assistance with the development of FMC training materials

3.8 Task 8 — Technology Transfer

Under the original contract initiated in June 2010, STI had proposed to implement the
IFTDSS over a two-year period with two versions of IFTDSS that would be transferred to a
Government host agency computer system. The first version, IFTDSS 1.0, was to be
transferred to the Government in June 2011 and the second, IFTDSS 2.0, was to be transferred
in June 2012. Under the recent contract modification, the delivery date for IFTDSS has shifted
to October 2012. At this time, a Government host agency has not officially been identified. In
order to meet the requirement that IFTDSS version 2.0 be transferred to a Government
computer system, a Government host agency should be identified by January 2012 at the latest.

Table 3 lists the tasks required to complete the technology transfer and an approximate
timeline for completion. Note that this timeline is somewhat aggressive and assumes frequent
interaction and responsiveness from the Government IT staff at the host agency. If a host
agency is not identified by January 2012, it is unlikely that we will meet the October 2012
transfer deadline. Once a host agency has been identified, STI will develop and maintain a
system implementation plan which describes a plan and process for transferring IFTDSS
version 2.0 to the Government.
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Table 3. List of tasks and estimated timeline to transfer IFTDSS version 2.0 to a Government host agency.

Tasks
Decision on Host Agency

Who | Jan | Feb | Mar
[

Apr | May | Jun | Jul | Aug | Sep | Oct | Nov | Dec

Gather Requirements on Security

Host Agency-STI

—u

Incorporate security changes into IFTDSS STI —a

Update IFTDSS Implementation and Migration plan STI u

Prepare hardware and network infrastructure Host Agency H

Create release (V1.n) for Agency STI [

Install release (V1.n) on Agency test system Host Agency-STI u

Train Administrators STI [ |

Test and gather feedback Host Agency-STI ]

Incorporate feedback into final release STI

Create V2.0 release for Agency STI —ll

Install release (V2.0) on Agency test system Host Agency-STI [

Install release (V2.0) on Agency production system Host Agency-STI —ll
Package source code and documentation and turn over to Host Agency STI i






Project Management Plan, Part 1 Work Plan

Throughout the software development effort, STI will continue to make IFTDSS releases
available to the test user group. STI will supply the hardware and software necessary to host
IFTDSS in a multiuser environment through October 2012.

Once a Government host agency has been identified, STI will work with Government IT
staff and the project COTR to provide system administration and support from the beginning of
the transition process through the end of application development and final implementation of
the production version. Assuming a Government host agency is identified by January 2012, we
envision transferring a copy of IFTDSS version 1.0 to Government servers as a migration test
case to identify any issues prior to transferring version 2.0.

In collaboration with the host agency IT staff and the project COTR, STI will produce an
IFTDSS Software Migration and Implementation Plan that describes in technical detail how
IFTDSS will be set up and configured on the Government server. This plan will be evaluated
and approved by the IFTDSS Project Team and representatives of the Government server
administration. STI will work with the Government to design and implement a migration plan
that will provide the Government with the ability to independently operate IFTDSS.

Deliverables:
e Operational production version of IFTDSS (v 2.0) on the Government production
environment
e System Migration and Implementation Plan
¢ Functionality to add base models to the SOA
¢ Functionality to communicate with other SOA systems
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Appendix A. Functional Task List for Year 2 of Phase IV

Priority

A WODNDNPEFP P

N

w

w w

A DA BN

w

Software Tools and Systems Study

Task Name
Data Acquisition Work Flow
Ingest output from FSVeg Analyzer
Develop NTLL with LANDFIRE
Acquire and manage weather data (FireFamily+)
Create gridded wind file (WindNinja)
Ingest NTLL layer
Allow users to identify fuel loadings using digital photo series
Hazard Analysis Work Flow
Convert treelist data to Icp style
Simulate fire growth (FARSITE or MTT)
Risk Assessment Work Flow
Convert treelist data to Icp style
Simulate fire growth (FARSITE or MTT)
Spatially Explicit Fuels Treatment Assignment and Simulation Work Flow
Simulate fuel treatments
Simulate veg growth over time
Treatment optimization (TOM, OptFuels, and LTD)
Fuels Treatment Effectiveness Over Time
Simulate veg growth and treatment over time (FVS)
Visualization of veg stands (SVS)
General Software Framework
Produce model developer's guide
Ability to publish, view, and copy other users' published work
Ability to find other users in your area of interest
Integration and deployment with the Host Agency
User Evaluation and Feedback
Conduct V1.0 Risk Assessment work flow evaluation
Develop and implement V2.0 user release plan
Online Help
Update/enhance overview material
Context sensitive help as appropriate

Help desk information
Work flow documentation for treatment placement and durability
work flows

Models and components
Case studies (examples)
Functional comparison of IFTDSS to other component systems
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Appendix B: Strategy for Bringing Treelist Data and the FVS
Simulation Model into IFT-DSS

FVS Compatible and Spatially Explicit Treelist Data Acquisition

We are now ready to bring FVS compatible and spatially explicit treelist data into the
IFT-DSS. By “spatially explicit treelists” we mean stand exam data that are tied to a specific
mapped polygon on the landscape. Forest Service fuels management specialists and their
formal non-Forest Service partners have editing and download access to the Field Sampled
Vegetation (FSVeg) database managed by Forest Service Natural Resource Information
System (NRIS) team located at Ft. Collins, CO. The FSVeg database resides on a Forest
Service server behind the FS firewall. Non-Forest Service fuels management specialists do not
have direct editing and download access to FSVeg and will not have that access for the
foreseeable future. We are therefore planning an alternative method for non-Forest Service
fuels management specialists to acquire the FVS compatible and spatially explicit treelist data
that can then be used by the Forest Vegetation Simulator (FVS) to forecast forest vegetation
dynamics.

Pathway A: Forest Service Fuels Management Specialists

Forest Service fuels management specialists will use the suite of software tools
developed and supported by NRIS to create FVS-ready, wall-to-wall treelist data sets with their
accompanying polygon maplayer in ESRI format for input to IFT-DSS. This means that all data
preparation, editing, and proofing will occur outside of IFT-DSS and result in one *.loc file and
one *mdb file for any given area of interest (AOI) to be analyzed in IFT-DSS. IFT-DSS will be
provided with the ability to read the *.loc and *.mdb file.

NRIS provides three software tools:

e FSVeg Dataset: All Forest Service field sampled vegetation data is required to be
placed into FSVeg which serves as the standard beginning point for this process.
FSVeg is in Oracle running on a Forest Service web-server system in Kansas City.
Local Forest Service employees have editing access to FSVeg through a password
control system operating behind the FS firewall.

e FSVeg Spatial: FSVeg Spatial is the NRIS program that manages the polygon maplayer
and the pointer system that links a mapped polygon to the appropriate FSVeg stand and
plot data. Between 95 and 100 of the 105 National Forests will have map polygon layers
completed for FSVeg Spatial by spring 2012. All acres of land within the boundaries of
each national forest, regardless of ownership, have been assigned to one or another

polygon.

e FSVeg Spatial Data Analyzer: The NRIS-developed and supported FSVeg Spatial Data
Analyzer is used to identify an area of interest (AOI), automatically import the
appropriate sampled vegetation data from FSVeg, automatically import the appropriate
map polygons corresponding to an AOI, and place that data into a designated directory
on the user’s own desktop computer. Once this step is accomplished, there is no further
interaction with the FSVeg Database server. The Spatial Data Analyzer can then be
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used to simulate growth of each plot to a common point in time using the FVS system
and finally, use the data imputation tools provided in the FSVeg Spatial Data Analyzer to
match empty polygons with available stand data. The user can then create the *.loc and
*. mdb output files for input to IFT-DSS.

¢ Note that different national forests use different methods to create these imputed wall-to-
wall coverages. It is particularly common for a national forest to have forest level
specialists perform the imputation process for that forest to create a complete data set
annually. To be clear, the FSVeg Spatial data is not being recreated annually. The
FSVeg Spatial data along with satellite imagery are inputs to the imputation process that
then result in a forest-wide set of data. This annually created imputed forest-wide
dataset will then be used for all projects within the forest that entire year. In this case,
the Spatial Data Analyzer just clips the project ready data from this common wall-to-wall
coverage for the particular area of interest the user has designated.

¢ Note about imputation: The amount of stand exam data that exists on a given national
forest varies. Although each forest using FSVeg Spatial will have a wall-to-wall set of
vegetation polygons, that does not mean that they have stand exam data for all
polygons, or even 20% of the polygons. Imputation generally works well on forests with
modest amounts of stand exam data. There are a few forests with little or no stand
exam data. In order to achieve viable imputation results (statistically meaningful),
forests with limited data may need to collect additional stand exam data in order to
effectively use imputation methods.

¢ Note also that by August 2011, the FSVeg Database will have been amended to offer
support for storing and using FFI format data collected in the CSE protocol format.

Pathway B: Non-Forest Service Fuels Management Specialists

Non-FS fuels management specialists who do not have access to the FSVeg data will
need an alternative data source to utilize the FVS pathway within IFT-DSS. We propose to use
the list of field sampled tree attribute plots that are within the LANDFIRE Reference database to
produce a LANDFIRE compatible layer of gridded treelists (NTLL) that could be used as input to
the FVS within IFT-DSS for those users who do not have access to the FSVeg database. This
is an approach that Stacy Drury has used in the past and has been published as Drury and
Herynk, The National Tree-List Layer, Rocky Mountain Research Station, GTR RMRS-GTR-54,
February 2011.

The NTLL is a seamless, spatially explicit GIS data layer that describes tree population
variability by assigning each pixel a set of field-sampled tree attribute data called a “treelist.”
We will implement the NTLL as a data source to utilize the FVS pathway. Currently, within the
LANDFIRE Reference database each set of plot data are associated with a suite of LANDFIRE
map products such as the Existing Vegetation Type (EVT), the Biophysical Settings layer (BpS),
and the Successional Class layer (SCLass).

Previous work has been done to match treelist data from the LANDFIRE Reference
database to the LANDFIRE Map products. To address areas where data were lacking or
missing, the treelists were imputed to create a wall-to-wall map layer of tree population data
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across landscapes. We will update and improve the methodology used to create the original
NTLL for use in IFTDSS and will produce an improved treelist that incorporates new data added
to the LANDFIRE Reference database since the original NTLL was created. We will then
provide a methodology and tools for linking LANDFIRE base data (topography, etc.) with user-
supplied, local field-sampled data from systems such as the FEAT/FIREMON Integrated (FFI)
monitoring system. The resulting data layer can then be input to the FVS. This will allow users
who do not have access to treelist data such as FSVeg to produce locally derived treelist data
layers.

FVS Growth and Yield Simulation and Treatment Implementation

Based on advice from Nick Crookston, the short term (1-5 years) solution is for us to use
the Parallel Processing Extension of FVS with the Fire & Fuels Extension linked in. PPE can be
set up to run several processes (1 process per CPU core on the system) which means that the
landscape AQOI can be split up into balanced number of polygons for each processor to run
simultaneously. A controller will need to be written to handle this balancing automatically. Nick
will help us set it up. The entire set of keywords that currently function within FVS are available
for defining treatments. Dave Cawrse and the FVS support team in Ft. Collins are willing to
work with us to define appropriate keyword sets for the treatment options we choose to make
available pre-defined within IFT-DSS. Improvements in the execution speed of the FVS
modules will automatically carry over into IFT-DSS through the PPE as these become available
from the Forest Management Center in Ft. Collins.

1. Negotiate with Nick Crookston and form a plan, with his help, to bring the PPE system
into IFT-DSS. The code is in Fortran and is all command line driven, so writing a
wrapper for the PPE should not be too difficult. Mike will pave the way with Nick and
then Paul, Daniel and other programmers will need to travel to Moscow, ID and work
with Nick at his home place. Alternatively, he may be able to travel if funds are available
from JFSP (travel funds are tight right now and may become tighter yet which is one
reason we built a rather large travel fund into the STI contract).

2. A controller needs to be written to apportion up the AOI among all available CPU’s in a
balanced way to reduce processing time.

3. Pre-defined treatment sets of keywords need to be created and the user will need to be
able to edit those keyword files to modify their definitions and add new treatments of
their own design. Several software applications exist that allow this so we may be able
to obtain some source code the study and modify to support this feature.

4. The controller will need to be able to control the number of years to run the simulation
and the times for which output data should be saved.

Hazard and Risk Assessment Workflow Updating

Once treelist data and their accompanying polygon maps are available, the hazard and
risk assessment workflows will need to be modified to be able to function with either LANDFIRE
or Treelist data types. The analysis leading to specifics for this task has not yet been
accomplished.
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1. Project Schedule and Work Breakdown Structure

Table 1. Estimated project schedule by quarter task.

Year| October 2011-2012

Quarter| 1 2 K] 4

Data Acquisition Work Flow
Ingest output from FSVeg Analyzer| [

Dewelop NTLL with LANDFIRE| [H

Aquire and manage weather data (FireFamily+) =
Create gridded wind file (WindNinja) =
Ingest NTLL layer [ |
Allow users to identify fuel loadings using digital photo series [ |
Hazard Analysis Work Flow
Conwert treelist data to Icp style O
Simulate fire growth (FARSITE or MTT) [ |
Risk Assessment Work Flow
Conwert treelist data to Icp style =
Simulate fire growth (FARSITE or MTT) |
Spatially Explicit Fuels Treatment Assignment and Simulation Work Flow
Simulate fuel treatments |
Simulate veg growth over time |
Treatment optimization (TOM, OptFuels, and LTD) |
Fuels Treatment Effectiveness Over Time
Simulate veg growth and treatment over time (FVS) |
Visualization of veg stands (SVS) |
General Software Framework
Produce model developer's guide =
Ability to publish, view, and copy other users' published work |
Ability to find other users in your area of interest |
Integration and deployment with the Host Agency |
User Evaluation and Feedback
Conduct V1.0 Risk Assessment work flow evaluation |
Dewelop and implement V2.0 user release plan |
Online Help
Update/enhance oveniew material |
Context sensitive help as appropriate .
Help desk information |
Workflow documentation for treatment placement and durability work flows |
Models and components |
Case studies (examples) |
Functional comparison of IFTDSS to other component systems .

E complete
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Table 2. Work breakdown structure for year 2 of IFTDSS development.

Approximate

%

Task Lead Total Task Est. Due Date Complete
Hours
Task 1 - Project Management Tami Funk 1509 ongoing 60%
Task 2 - Stakeholder Community Interaction and Involvement Stacy Drury 1410 ongoing 65%
Task 3 - System Analysis and Design Stacy Drury 1478 ongoing 70%
Task 4 - System Development Tami Funk 10000 ongoing 65%
Task 5 - System Acceptance Test Plan Stacy Drury 100 07/10/12 0%
Task 6 - Technical Support Tami Funk 189 TBD 0%
Task 7 - Documentation and Training Hilary Hafner 1583 ongoing 50%
Task 8 - Technology Transfer Tami Funk 1089 TBD 0%
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2. Schedule of Deliverables

2.1 Project Deliverables

Table 3 describes the deliverables for the remaining of year 2 of this project. The
documentation produced during this work will be considered living documentation and will be
periodically updated over time as the project progresses. STI will provide written deliverables in
electronic format and Mike Rauscher will post each written deliverable to the FRAMES IFTDSS
project website. In addition, STI will submit each deliverable to the COTR and the IFTDSS
Project Manager.

Table 3. Table of deliverables, month due, and month invoice amount for the period of
February 2012 through October 2012.

Deliverables Invoice Amount

Weekly conference calls
Monthly project management status report

Monthly status conference call

Updated system test plan

January 2012 IFTDSS version 1.0 (Phase | and Phase Il - Enhanced $180,000
prescribed burn plan workflow functionality)

Joint application design session

Updated IFTDSS design specifications, including SOA design
specifications and design component documentation

Weekly conference calls

Monthly project management status report

Monthly status conference call

Draft software development risk management plan
February 2012 Updated project communications plan $180,000
Draft software configuration management plan

Draft software development practices and application
consistency standards document

Final documentation and training plan and schedule

Weekly conference calls

Monthly project management status report
March 2012 Monthly status conference call $150,000
RANDIG burn probability functionalityand IFTDSS version 1.1
Draft testing and refinement plan

Weekly conference calls

) Monthly project management status report
April 2012 $150,000
Monthly status conference call

Bi-annual management review meetings
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Invoice Amount

May 2012

Deliverables

Weekly conference calls

Monthly project management status report

Monthly status conference call

Final testing and refinement plan

$150,000

June 2012

Weekly conference calls

Monthly project management status report

Monthly status conference call

$150,000

July 2012

Weekly conference calls

Monthly project management status report

Monthly status conference call

Updated system test plan

IFTDSS version 1.2

National treelist layer functionality

Joint application design session

$100,000

August 2012

Weekly conference calls

Monthly project management status report

Monthly status conference call

Draft versions of all project documentation

$80,000

September 2012

Weekly conference calls

Monthly project management status report

Monthly status conference call

Installation documentation (if host agency has been identified)

$80,000

October 2012

Weekly conference calls

Monthly project management status report

Monthly status conference call

Final versions of all project documentation

Operational production release of IFTDSS 2.0 on government

computers

IFTDSS release 2.0 with online help system

$84,119
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3. Project Organization and Personnel

3.1 Project Organization and Personnel

Figure 1 illustrates the organizational structure and personnel for the IFTDSS project
members.
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Figure 1. Project organizational structure.
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3.2 Roles Definition

Contracting Officer (Government)

e Represents the Government on all matters related to the execution of the project contract

Project Manager (Government)

e Responsible for the overall leadership, direction, coordination, and administration of the project.

Contracting Officer Technical Representative (Government)

e Serves as the primary voice of the Government; responsible for directing and approving the work
of the Contractor (STI)

Application Steward/Assistant Project Manager (Rauscher Enterprises)

e Responsible for helping the Project Manager with the overall leadership and direction of the
project.

e Serves as the primary lead in defining the business process (workflows) for the IFTDSS and
leads the effort to work with the data and science community to integrate data and software
models into the system.

e Mike Rauscher is being funded through a different contract vehicle. STl is providing assistance to
Mike on specific project tasks as indicated in the Work Plan.

Business Steward (Government)

e Serves as the business support for the IFTDSS. Leads the IFTDSS steering committee, which
has the following responsibilities:

— Review of system functional requirements (workflows, business process)

— Acceptance testing and approval

— Review of user feedback for requests that are beyond the scope of the current
contract

— Setting priorities for modifications to the system (including the addition of new
models and data)

— System training

Contracts Manager (STI)

e Represents STI on all matters related to the execution of the project contract.

Project Manager (STI)

e Responsible for the overall leadership, direction, coordination, and administration of the project.

Project Coordinator (STI)

e Responsible for administrative support of the project.

Version #4.0, March 2012 7
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Principal Investigator (STI)

e Responsible for the overall technical leadership and scientific integrity of the IFTDSS and all
related work products.

Quality Assurance Officer (STI)

e Responsible for the overall quality control and assurance of the IFTDSS. Works with the software
Quality Assurance Lead to ensure software is properly tested and meets technical specifications
and functional requirements.

Senior Advisor (STI)

¢ Responsible for working with the STI Project Manager to monitor the overall project status,
budget, and deliverables. Serves as the corporate representative for the project and works with
the Project Manager to resolve any issues that may arise.

Task Lead (STI)

e Responsible for technical task leadership and working with project staff to complete task
deliverable(s).

3.3 Assumptions

e STl will not require the Government to provide STI with hardware or software required for this
project.

e In order to transfer version 2.0 to the Government computing system by October 2012 STI
needed to know and be in contact with a representative of the hosting agency by January 2012.
This would have allowed time to understand the hosting agency computing systems, security
requirements, authentication systems, etc. Since a host agency is not identified to date STI will
work with the PM and the COTR to develop a mitigation strategy. .*

e Once a Government hosting agency has been identified, STI will work with the agency’s
information technology (IT) group to identify the hardware and software requirements for the
transfer of the system to the agency.

e STl will need access to the hosting agency computing servers to help transfer, install, and
troubleshoot the system.

e Selected STI staff may be required to take Government security training to gain access to the
Government’s computer systems. We have assumed that the cost to complete the training will be
on the order of $10,000; however, training beyond this budget will require additional or
reallocated funds.

e  Secure coding certification is not required.

! with a contract modification, it may be possible for STI to host version 2.0 beyond October 2012 should the
Government hosting agency not be chosen before the January 2012 deadline.
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4. Communication Plan

4.1 Communication Plan

4.1.1 Project Communication Strategy

As summarized in Table 4, the general communication strategy for this project will
consist of the following activities:

e  Weekly internal (STI) project meetings with task leaders and key staff will take place.

e  Weekly conference calls and reporting will occur on Tuesday of each week with the final meeting
on October 30, 2012. Mike Rauscher, Becky Jenison, Tami Funk, and the project task leaders
will attend these weekly meetings.

e Monthly status calls will be conducted with Mike Rauscher, Becky Jenison, John Cissel, Russell
Berry, Erik Christiansen, and Tami Funk through October 2012.

e  Monthly project progress reports will be emailed by the 10th of each month to Mike Rauscher and
Kathy Colson.

e  Monthly project progress reports will be mailed to Kathy Colson by the 10th of each month.

e Mike Rauscher will attend the first hour of each software sprint planning meeting, which will occur
approximately bi-monthly.

e All draft project documentation will be distributed to Mike Rauscher and Becky Jenison (and in
some cases others) for review and comment. Comments will be addressed and final documents
will be posted to the Software Tools and Systems (STS) Study website on FRAMES.

e User feedback will be collected through the IFTDSS user interface and logged into STI's JIRA
feedback management system. User feedback will be flagged and periodically distributed to Mike
Rauscher and Becky Jenison for review and decision-making. User feedback requests that fall
beyond the scope of this project will be addressed by the FMC subcommittee.

4.1.2 Work Schedules and Holidays

Mike Rauscher’s work schedule is Mondays and Tuesdays all day and on-call the
remainder of the week. John Cissel, Russell Berry, Becky Jenison, and Tami Funk’s schedules
are full-time. A list of upcoming holidays observed by the federal government and by STI
appears in Table 5.
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Communication Plan

Table 4. Summary of project communication strategy.

Leader Frequency
. Tami
Imn';egtril r?l EI’OJECt Funk/Task STI project staff \r?éee?jkel)é oras Face-to-face
9 Leaders
Mike Rauscher, Becky Weeklv. ever Conference call,
Weekly project . Jenison, Tami Funk, Y, y meeting notes
Tami Funk ; Tuesday at 1:30 .
status calls and project task - recorded in
Pacific time .
leaders meeting folder
Mike Rauscher, Becky
) . Conference call,
Mike Jenison, John Cissel, meeting notes
Monthly status calls Rauscher Rus_se_ll Berry, Erlk_ Monthly recorded in
Christiansen, Tami .
meeting folder
Funk
Bi-monthly software | Tami Sl SEHITETE
2 - development staff, .
sprint planning Funk/Task < . Bi-monthly Conference call
X Mike Rauscher (first
meetings Leaders h
our)
Sgnt by Tami Funk to Monthly, by the Electronic and
. Mike Rauscher, Becky
Progress reports Tami Funk ; 10th of each hard copy
Jenison, and Kathy .
month documentation
Colson
Review and Tami Mike Rauscher, Becky Distributed via
comment for draft Funk/Task Jenison (at a As needed .
. L email
documentation Leaders minimum)
Distribution .Of final Mike As needed STS Study website
documentation Rauscher
Distribution of . .
internal project . Eee 3 SemE, Lk . Distributed via
Tami Funk Rauscher, John Ongoing .
management Cissel, Russell Berr EITE
documentation ’ y
Bi-annual Mike Tami Funk, Mike
. Rauscher / Rauscher, Becky . Face-to-face in
management review ! ’ Every six months )
. Becky Jenison, John Cissel, Boise, Idaho
meetings .
Jenison Russell Berry
Periodically PRI Wl
distributed to Mike | Mterface, JIRA
User feedback Stacy Drury IFTDSS users Rauscher and system, and
Becky Jenison glectronlc report
ocuments
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Table 5. List of holiday closures for federal and STI offices from February 2012 through

October 2012.
ol1d3 pDate Observead O e osed
Washington’s Birthday Monday, February 20, 2012 Federal STI
Memorial Day Monday, May 28, 2012 Federal, STI
Independence Day Wednesday, July 4, 2012 Federal, STI
Labor Day Monday, September 3, 2012 Federal, STI
Columbus Day Monday, October 8, 2012 Federal only
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5.1 Contact Information

Erik Christiansen

5. Contact Listing

Table 6. Telephone, fax, and email contact information for key personnel.

Role/Title

Business Steward

Office
208-334-1559

Mobile
208-242-8806

208-334-1549

Erik_Christiansen@ios.doi.gov

(DOI/FMC)

FB""E% Clzan Contracting Officer — BLM 208-387-5545 208-387-5574 KColson@blm.gov

John Cissel Project M JFSP 208-387-5349 | 208-387-5349 | 208-387-5960 | John_Cissel@nifc.bl
(JFSP) roject Manager — -387- -387- -387- ohn_Cissel@nifc.bim.gov
(RDugls)ell 31 Project Manager - DOI 703-431-7794 Russell_Berry@ios.doi.gov
Becky Jenison Contracting Officer, Technical .

(JFSP) Representative —JFSP 208-387-5958 208-387-5960 BJenison@blm.gov

Mike Rauscher Application Steward, Project . .

(JFSP) Manager Assistant — JESP 828-683-6321 828-683-6321 MRauscher@bellsouth.net
g‘;rl‘)dy ORIEIIE Contracts Manager — ST 707-665-9900 707-665-9800 | WOsmann@sonomatech.com
Tami Funk . ] ]

(ST) Project Manager — STI 707-665-9900 415-720-0190 | 707-665-9800 Tami@sonomatech.com
‘(Jg%r; G Project Coordinator — STI 707-665-9900 707-665-9800 | JLarsen@sonomatech.com
?IS?II)W negier Principal Investigator — STI 707-665-9900 707-291-0271 | 707-665-9800 Neil@sonomatech.com
Paul Roberts Quality Assurance Officer, Overall | 77 g5 9900 707-665-9800 | Paul@sonomatech.com
(STI) Senior Reviewer

Lyle Chinkin (STI)

Senior Advisor

707-665-9900

707-665-9800

Lyle@sonomatech.com

Stacy Drury (STI)

Task Manager

707-665-9900

707-665-9800

SDrury@sonomatech.com

Hilary Hafner (STI)

Task Manager

707-665-9900

707-665-9800

Hilary@sonomatech.com
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5.2 Address Information

Table 7. Address information for key personnel.

: State or Zip or ,
Hlliees ‘ iy ‘ Province | Postal Code il
National Interagency
e 3833 South Boise ID 83705-5354 | www.nifc.gov
(Colson, Cissel, Development Ave.
Jenison)
Office of Wildland
Fire Coordination 00 & Malard | Boise ID 83706 www.doi.gov
(Christiansen) '
Office of Wildland
Fire Coordination P.O. Box 187 Philomont VA 20131 http://www.doi.gov/pmb/owfc
(Berry)
Rauscher ENerprises | 733 5iyNc 20 | Leicester NC 28748
LLC (Rauscher)
Sonoma Technology,
Inc.
(Osmann, Funk, 1455 N. McDowell i
Larsen, Wheeler. Bivd.. Suite D Petaluma CA 94954-6503 www.sonomatech.com
Roberts, Chinkin,
Drury, Hafner)
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6. Security Training Plan

6.1 Security Training Plan

Information Systems Security—controlling access to systems and protecting the
integrity, availability, and confidentiality of information—is a critical concern of any corporation or
government agency. STI's security training plan for the IFTDSS consists of two parts:

(1) information systems security training provided to all STI employees, and (2) specialized
security training for select staff who will be accessing Government computers remotely as part
of this project.

6.1.1 Security Training Provided to All Staff

All STI staff members undergo initial information security training during their first week
of employment. The initial training includes a PowerPoint presentation (STI Information Security
Training and Guidebook.ppt) titled “Your Role in Information Security” and a review of STI
information systems policies. Completion of this training is noted in the staff member’s
personnel file. Specialized training is provided to staff members assigned as administrators of
STI's information systems. STI also posts information security posters on a rotating basis. STI
provides information security “tidbits” at monthly staff meetings and via emails to all staff.

Finally, refresher training on information security is required annually after completion of initial
training. Completion of this training is noted in each staff member’s personnel file.

6.1.2 Specialized Security Training Provided to Selected Staff

We understand that any STI staff member who is selected to have access to
Government computer systems may be required to undergo annual information security training
and testing provided by the Government. Upon completion of such training and testing, those
staff members will forward documentation of the training/testing to the Government COTR. In
order to comply with Government security training requirements, it was imperative that the
Government host agency be identified by January 2012. This would have ensured that any STI
staff requiring security training would have been certified in time to transfer IFTDSS version 2.0
to the Government by October 2012. To date a host agency has not been identified and STI
will work with the PM and the COTR to develop a mitigation strategy. This strategy is likely to
include a no-cost contract extension, or a contract modification for STI to host IFTDSS beyond
the October 2012 time period until a hosting agency is identified..
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7. Risk Response Plan

7.1 Risk Response Plan for IFTDSS

A risk response plan is used to identify, evaluate, and prioritize risks. The Project Team
uses this information to prepare mitigation actions and contingency plans to counteract the
potential impacts these risks may have on the project's success. The risk response plan will be
updated and expanded throughout the development life cycle as the project increases in
complexity and risks become more defined.

Risks, probabilities, impacts, and responses may be added, changed, or refined as the
project progresses. The following steps will be undertaken as part of our risk response plan:

e Identify and analyze risk. The PM will conduct ongoing meetings with the team to identify/refine
risks, categorize risks, analyze impacts, and discuss risk acceptance.

e Planrisk response. The PM will work with the team to plan mitigation activities, contingency
activities, and review the risk action plans.

e Implement and track risk plan. The PM will monitor “trigger” events and execute the action
plan.

e Monitor and control risk. The PM and team will monitor how the risks are progressing on a
monthly basis, as well as mitigation/contingency strategies that have been executed to control
risks. When changes occur to the project or IFTDSS design, the team will repeat the cycle of
“identify, analyze, and plan.”

Potential project risks, their probability, impact, response type, and response details are
provided in Table 8.
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Table 8. Potential project risks and the Risk Response Plan for IFTDSS development.

A Government hosting agency
is not identified in time to meet

In the instance that a Government hosting agency is
not identified by January 2012, STI will work with the
PM and the COTR to develop a mitigation strategy.

the IETDSS version 2.0 Moderate/High | High Mitigate This strategy is likely to incIu_d_e a no-cost contract
deliverable extension, or a contract modlflcatlor) for ST! to hogt
IFTDSS beyond the October 2012 time period until a
hosting agency is identified.
During the detailed requirements gathering, we will
dCannot REt ez et Moderate High Mitigate identify what is required for each deliverable and what
ate for IFTDSS releases . :
items can be implemented at a later date.
Our work plan (and other project documents) will
define and document expected scope of the project.
The PM will work with the team to ensure that new
Scope creep (u_ncontrolled Moderate High Avoid features of glre_ady approyed product designs, with
changes in project scope) corresponding increases in resources, schedule, or
budget, are not added. If changes are required,
implications to budget and schedule will be discussed
with the COTR.
STI cross-trains staff so that no one person has sole
Key project staff terminate Moderate Moderate | Mitigate knowledge Qf a.system component. Extensive .
employment documentation is also required at all steps of design
and implementation.
STI has an extensive community development and
External model developers do Low Moderate | Avoid involvement plan and a good track record with model
not cooperate with STI developers to date. Continued outreach by subject
matter experts will be conducted.
Technological barriers inhibit STI will work with model developers to identify possible
the implementation of existing Low Low Transfer barriers before decisions are made to adopt the model
models into the IFTDSS into IFTDSS.
Duplication of effort by the . STI will develop an effective communication plan for
Low Low Avoid

development team

the development team.

#Avoid — activities aimed to eliminate risk’s probability or impact to zero.

Mitigate — actions taken to reduce the risk’s probability or impact if it does occur.

Transfer — assigns all or part of the risk (and responsibility for reducing the risk) to a third party.
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8. Privacy Act Compliance Plan

8.1.1 Privacy Act Compliance Plan

To ensure proper handling of data and information, the Government requires that
contractors comply with relevant Privacy Act of 1974 (the Act) components and the Government
agency rules and regulations issued under the Act in the design, development, or operation of
any system of records on individuals. Since STI will not maintain any confidential or personal
data and will not host any operational systems, no further planning for Act compliance is
required at this time.
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1. General Information

1.1 Purpose

Software Configuration Management (SCM) is the ongoing process of identifying and
managing changes to deliverables and other software-related work products. The purpose of
the Configuration Management Plan (CMP) is to define, document, control, implement, account
for, and track changes to the various components of the software development project. The
CMP provides information on the technical requirements and procedures necessary to
implement the system. It identifies SCM requirements, establishes the methodology for control
of releases, and documents changes to configuration items. This plan focuses on the
configuration process during the system development phase. Once the software is moved into
a production environment, the CMP will need to be revised.

1.2 System Overview

Sonoma Technology, Inc. (STI) is responsible for developing, testing, and implementing
the Interagency Fuels Treatment Decision Support System (IFTDSS) for the Joint Fire Science
Program (JFSP), Bureau of Land Management (BLM), and U.S. Department of Agriculture
(USDA) Forest Service (FS). The IFTDSS software will be delivered in multiple releases, with
the initial 1.0 release in January 2012, a 1.1 release in March 2012, a 1.2 release in July 2012,
and a final release 2.0 in October 2012.

1.3 Project References

References used in the preparation of this document include:

e The Software Tools and Systems (STS) Study website
e The IFTDSS Project Management Plan (October 2011)

1.4 Acronyms and Abbreviations

A list of acronyms and abbreviations used in this document is provided in Table 1-1.
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Table 1-1. Acronyms and abbreviations used in this document.

Acronyms and

Abbreviations RIE ol
BLM Bureau of Land Management
CCB Change Control Board
Cl Configuration Item
CMP Configuration Management Plan
COTR Contracting Officer's Technical Representative
FMC Fuels Management Committee
FS Forest Service
IFTDSS Interagency Fuels Treatment Decision Support System
JFSP Joint Fire Science Program
JIRA STI's issue tracking tool
POC Point of Contact
QA Quality Assurance
SCM Software Configuration Management
STI Sonoma Technology, Inc.
STS Software Tools and Systems
USDA United States Department of Agriculture
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2. Configuration Control Management

Configuration control management outlines the structure and the responsibilities for
those involved in the configuration control process.

2.1 Change Control Board (CCB)

The IFTDSS Change Control Board (CCB) is a decision-making body that will approve
or disapprove user-generated change control requests before they can be implemented. The
CCB acts on those changes that would cause material or substantive changes to the system,
including design specifications, budget, project schedule, and interfaces with other systems.

2.1.1 Structure

The CCB will be managed by John Cissel of the JFSP. Becky Jenison, the Contracting
Officer's Technical Representative (COTR) for the BLM, will work with Erik Christiansen and the
CCB to make change control decisions and to direct STI's work regarding approved and
disapproved changes. Becky will work with John Cissel, Project Manager for JFSP, and with
Erik Christiansen and the Fuels Management Committee (FMC) as needed.

2.1.2 Change Analysis

The primary function of the IFTDSS CCB is to analyze each proposed change that either
(a) would add additional tasks to the existing scope of work, or (b) is beyond the scope of the
current work contract. If additional work tasks or a change in scope or deliverables arises, STI
will submit a change request to Becky Jenison and John Cissel. The Change Request Form
(see Appendix A) will show the change requested, the deliverables affected, the reason for the
change, and a cost estimate for implementing the change. Becky Jenison will review the
change request with the CCB and determine whether the change will be approved or not. If a
change request is approved, STI will work with Becky Jenison to determine whether a contract
moadification is needed. All approved change requests that affect project deliverables will
require signed approval of the COTR, Becky Jenison.

2.2 Points of Contact

The points of contact (POC) regarding the Software Configuration Management Plan are
listed in Table 2-1.
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Table 2-1. Contacts for the software configuration management plan.

Name | Title | Email

Contracting Officer, Technical
Representative — JFSP/BLM

John Cissel Project Manager — JFSP John_Cissel@nifc.bim.gov

Becky Jenison Becky_ Jenison@blm.gov

Erik Christiansen Business Steward — FMC Erik_Christiansen@fws.gov

Application Steward, Project
Manager Assistant — JFSP

Mike Rauscher MRauscher@bellsouth.net

Tami Haste Project Manager — STI Tami@sonomatech.com

Software Engineering Manager —

Neil Wheeler STI Neil@sonomatech.com
Michael Haderman Quality Assurance Engineer — STI MHaderman@sonomatech.com
Stacy Drury Forest Ecologist — STI SDrury@sonomatech.com
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3. Change Control Process

Change control is the evaluation, coordination, approval or disapproval, and
implementation of user-requested changes to the system after establishment of a baseline.
Procedures have been established to ensure that changes are accomplished in an organized
manner with traceability and accountability so that project SCM requirements are properly
implemented. Requested changes to software, hardware, data, or documentation are recorded
in an issue tracking system and are formally reviewed and approved.

3.1 Configuration Items

Configuration items (CI) are the products and deliverables that are to be placed under
configuration control. The following items will be under configuration control:

e Project Management documentation describing the processes used to develop the
system and the Project Plan

e Technical documentation describing the system

e Software components

e Data and database components

e Hardware components

e Other components

3.2 IFTDSS Baseline Software Development Configuration

IFTDSS is a web-based software integration framework that hosts many different data
sets and fire models. The current IFTDSS development baseline configuration for the hardware
and software is included in Appendix B. As the development moves forward, changes to the
baseline configuration and requirements for the government servers (once a host agency is
identified) will be tracked in the IFTDSS project website.

3.3 Software Change Process

The diagram in Figure 3-1 describes the process for reporting, tracking, prioritizing, and
implementing changes to the software. This process addresses external user feedback as well
as internal issues raised by the development team. Typically, internal issues are evaluated,
prioritized, and implemented by the development team. However, in some instances an internal
change request may create an additional work task within the scope of the project or even be
outside the scope of the project. When this happens, the change request will be forwarded to
the CCB in the same manner as user-generated change requests.
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IFT-DSS User Feedback Process

™

Figure 3-1. Process for reporting, tracking, prioritizing, and implementing changes to the
IFTDSS software.
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3.4 User Feedback Forms

The IFTDSS beta software allows external users to provide feedback on the system and
enter suggestions for improvements. When the user clicks on the Feedback link in the upper
right of the application, the system launches the following screen (Figure 3-2) for the user to
provide feedback. This information is emailed to STI and is automatically entered to the issue
tracking system.

Provide Feedback on IFTDSS

Your Email Address:

Subject:

Feedback:

[ submit |[ cancel |

Figure 3-2. Screenshot of the user feedback form.

3.5 Change Request Tracking

During the development phase of the project, new change requests, issues, and feature
enhancements are tracked in STI's issue tracking tool (JIRA). New issues are automatically
entered into the system when a user submits feedback, and they can be entered directly by the
development team. The tracking system includes the following information for each issue:

e Issue Type — describes whether this is a new feature request, bug, or improvement to
the software

e Issue Priority — indicates the importance of the issue

e Components — identifies which part of the system is affected

e Due Date / Fix Version — assigns a deadline for the issue to be addressed

The tracking system is used by the development team to assign, develop, update, and
retest the software. Reports for the CCB that describe the user-generated change requests are
generated from the tracking tool on a regular basis (generally following the 1.0, 1.1, 1.2, and 2.0
releases). The tracking system allows the users to enter several important pieces of information
about each issue. The screenshot in Figure 3-3 shows the information that can be entered
when creating a new issue.
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STi
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Create Issue
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Figure 3-3. Screenshot of the “Create Issue” screen.

3.6 Release Management

The IFTDSS software will continue to evolve as features, workflows, and models are
added. As the software is created and updated, it is checked into the source control system
(Subversion). In addition, STI's continuous integration server (Jenkins) builds new internal
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versions of the software. The software is hosted by STI and released onto the servers as
follows:

3.7

Development Server — New development builds are deployed to the internal
development server. The software development team uses this server to test their latest
changes.

QA Server — Once the development team is confident that a functional component has
been implemented correctly, IFTDSS is deployed to the quality assurance (QA) server.
The IFTDSS test team uses the QA server to test the software.

Alpha Server — After IFTDSS undergoes an initial level of testing, it is deployed to the
Alpha server. The Alpha server contains a semi-stable version of IFTDSS that can be
shared with the IFTDSS project team to track progress and to review new software
features.

External Server — Once the software includes enough new features and is stable, the
software is released onto the External Server. The External Server houses the latest
publicly available version of IFTDSS. As new versions of the software are moved to the
External Server, the user community is informed of the availability of the new version.

IFTDSS Software Version Numbering

The following convention is used for controlling and identifying each software version.

Each release has a unique version number in the format n.n.nnnn, broken down as follows:

3.8

The first digit will change with a new major production release. Currently, this is set to 1.

The second digit will change with each test release that is available for the user control
group. For example, the current release 1.1 replaced release 1.0 in March 2012.

The third group of digits will change for each build and is assigned automatically by the
continuous integration build system.

Configuration Management Libraries

A Configuration Management Library is a repository of documentation concerning

system development and management. Each document will have a revision history table that
will outline the versions and provide comments on what has been changed. The libraries are
accessible by all authorized project team members through the IFTDSS project website.

3.9

Tools

The software tools currently being used to develop the software and to support SCM

activities include the following:

FRAMES - for sharing external project documentation

JIRA — for issue tracking and resolution

Subversion — for software revision control

Jenkins Continuous Integration Server — for building new internal software versions
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Appendix A

IFTDSS Change Request Form

Becky Jenison, John Cissel

O Approve O Hold O Reject
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Appendix B

Current Development System Configuration Items

Software components

e Windows Server:
— Windows 2003 R2 Standard x64 Edition SP2
Java JRE 6 update 20 32-bit
IIS (any version)
Tomcat 6.0.26 32-bit

Data and database components

e Windows Server:
— PostgreSQL
e Linux Server:
— PostgreSQL 8.4.4

Hardware components

e Windows Server:
- 24GBs RAM
— Intel Xeon 2.27GHz 16 cores
— 1.3TB Hard Drive
e Linux Server:
- 24GBs RAM
— Intel Xeon 2.27GHz 16 cores
— 1.3TB Hard Drive
— Currently configured into 4 virtual servers

Note — the staging and production server requirements will differ from the above development
configuration.
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1. Introduction

Software systems are used for a broad range of applications. Some systems may be
embedded as components in larger systems, so that they communicate only with other
computers and not directly with human users. When there is no user interface, then no user
interface design guidelines are needed. Some computers are designed as general tools which
can be adapted by skilled users for whatever purpose they desire. The particular tasks for
which a general-purpose computer might be used are not defined in advance by the designer.
Instead, a user must provide exact instructions to program the computer to perform any task at
hand. The designer may try to ensure that the computer can process appropriate programming
languages, but otherwise is not concerned with explicit design of a user interface.

This document describes the software development guidelines and principles employed
by Sonoma Technology, Inc. (STI) to ensure quality and consistency among STI’s suite of
software applications and products.

The rest of this document provides a discussion of these guidelines.
e Section 2 describes our general software development practices.
e Section 3 discusses our graphical user interface (GUI) development practices.
e Section 4 describes our build and release practices.
e Section 5 provides a list of references used in the development of these guidelines.

e Appendix A provides an overview of the user feedback process for IFTDSS.

In preparing these guidelines we have relied on both our past software development
experience and a variety of reports and documents, which are cited in Section 5.
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2. General Software Development Practices

To the extent that software systems support human users performing defined tasks,
careful design of both the underlying software and user interfaces is needed to ensure effective
system operation. The guidelines in this document are intended to improve the design for such
information systems.

2.1 System Development Process

The overall development of the IFTDSS follows a well-defined software development
process based on agile software development practices. The release and review process
includes both internal review by software engineers, scientists, and senior-level management,
and external review by the project client and stakeholders. The agile process generally consists
of six iterative steps that are repeated in short time frames throughout the software development
lifecycle. Prior to beginning software development, functional requirements are developed and
documented. These functional requirements serve as the project backlog, or the list of software
features that will be implemented during the software development lifecycle.

1. Create the project backlog - The initial step is to create small software development
tasks based on the functional requirements, functional specifications, and/or user
feedback. These tasks are then assigned to be worked on during development periods
called “sprints.” A sprint is a development period that typically lasts two to four weeks.
Within a sprint, specific tasks are assigned to the development team, and each team
member works on their assigned tasks throughout the sprint period.

2. Sprint planning — Prior to each sprint, there is a sprint planning meeting to discuss the
priorities for each sprint, assign tasks to members of the development team, and to
resolve any questions or issues related to each task.

3. Software development sprint period — Following the sprint planning meeting, the
development team focuses on priority tasks for the current sprint. Each morning, there
is a brief status meeting, called a “scrum,” during which team members each have an
opportunity to report their work status and to resolve questions or issues.

4. Sprint review - At the end of the sprint period, a sprint review meeting is conducted with
the project team to report work accomplished, issues encountered, and to discuss
planning for the next sprint.

5. Internal software review — Following each sprint, the software quality assurance team
reviews and tests each completed task to ensure that the software meets the functional
specifications. Next, a technical member of the Senior Management team performs a
review of the software to ensure that it meets STI's corporate quality assurance
standards.

6. External software review — Once the software has been reviewed internally, it is made
available to the IFTDSS client and stakeholder group for review. Any feedback and
issues are added to future sprints as new tasks and are resolved as needed.
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2.2 Design Guidelines

In this section we discuss software design considerations and principles.

2.2.1 Designh Considerations

Users of information systems interact with a computer in order to accomplish
information-handling tasks necessary to get their jobs done. Users differ in ability, training, and
experience. They may be concerned with task performance, but may have little knowledge of
the computers themselves. Design of the user-system interface must take into account those
human factors. Software design should consider the following attributes:

o Usability

e Correctness

¢ Reliability
o Efficiency
e Integrity

e Ability to be documented

¢ Maintainability

e  Flexibility

e Portability
o Testability
¢ Reusability

e Interoperability

e  Security

2.2.2 Design Principles

The following are core principles and best practices suggested by IBM (IBM, 2012) to
assist software designers and developers to produce quality software that meets end-user
needs.

e Concepts from the target subject domain should be central and apparent in the software
design. The relationships among user interface objects in products should be accurate,
so that users can rely on their previous experience in the domain when learning and
using the software.

o Keep it simple. Give easy access to the features that most users will need most of the
time; features used less often or by only a subset of users are placed less prominently.

e Optimize the design for the most frequent or important tasks. Understanding how users
will use the software is critically important. Designers should use that understanding to
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anticipate the information, task flows, and features that users require at key points within
the user experience.

o Make the interface accessible and visible to users. Design your website or application
so that users can view and easily access objects or information within the interface.
Choices should be visible to users rather than hidden with cryptic key sequences. When
objects and choices are immediately visible, users learn and complete work tasks
efficiently.

o Use proper default values when supporting complex tasks. With good defaults, users
can complete tasks relatively easily and quickly rather than being overwhelmed with
choices.

o Beflexible. Let users customize the application to meet their unique needs. For
example, specialized users could be given a way to make secondary choices more
prominent in the product. Also, don't limit users by artificially restricting their choices to a
“correct” sequence. Flexibility is also enhanced by letting users select options in various
sequences and by letting them modify default values.

o Keep your users informed and in control by providing informative and timely feedback
tailored to the current situation. For example, progress indicators show users that their
system is healthy and is carrying out their request. At a minimum, alert users when they
take actions that will result in the loss of data. (Ideally, such choices would be disabled
or even eliminated when they are inappropriate in a particular situation.) All the
information included in the feedback should be meaningful to the average user.

e Things that look the same should behave in the same way, and an action should always
produce the same result. Avoid modes that change the effects of actions. Where
modes are unavoidable, make them clear to the user and easy to change.

¢ Provide the ability to undo and redo actions. Applications must provide users with the
ability to freely explore applications, which includes the ability to make mistakes, without
fearing permanent damage.

e Make your application predictable by using industry-standard user interface conventions
wherever possible. For example, users should be able to use standard selection models
and keyboard equivalents like Ctrl+C and Shift+— (to copy the currently selected object
and extend the current selection one unit to the right, respectively) everywhere they work
with data. Use a common set of design patterns and guidelines so that users don't have
to relearn how to perform common tasks.

e Always keep your target users in mind as the product is designed. Developing personas
and identifying and defining the roles your users fulfill can help you understand how
people in various roles will use your product. Designs based on typical workflows and
the other software that users might use in conjunction with yours will delight users.

e Avoid adding features just so they can be ticked off a list. Remember that every
additional feature equals a set of choices added to what is likely already a wide array of
choices. Too many choices can overwhelm users.
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Design your user interface so that it can be localized for other geographies without
redesigning the interface. For example, so that they can accommodate longer foreign
language translations, don't crowd form controls too tightly.

Consider persons with disabilities when designing your applications. Many users of your
product may have impaired vision or physical limitations that affect their ability to use a
mouse or a joystick.

Design the application so that contextual help is available to users when they need it.
Users should not have to constantly refer to Help to complete their tasks.

Bring objects to life through good visual design. The goal of visual design in the user
interface is to surface to the user in a cohesive manner all aspects of the design
principles. Visual design should support the user model and communicate the function
of that model without ambiguities. Visual design should not be the final addition to
software but rather an integral part of the design process. The result should be an
intuitive and familiar representation that is second nature to users.

Create user interfaces that promote clarity and visual simplicity. The following visual
design principles help create that effect:

o Subtractive design: Reduce clutter by eliminating any visual element that doesn't
contribute directly to visual communication.

o Visual hierarchy: Understand the importance of users' tasks and establish a
visual hierarchy of these tasks. An important object can be given visual
prominence. Relative position and contrast in color and size can be used to
convey task importance.

o Affordance: When users can easily determine the action that should be taken
with an object, that object displays good affordance. Objects with good
affordance usually mimic actual objects.

o Visual scheme: Design a visual scheme that maps to the user model and that
makes it possible for the user to customize the interface. Do not eliminate extra
space in your image just to save space. Use white space to provide visual
"breathing room."

2.2.3 Graphical User Interface (GUI) Design Process

STl uses an interactive and iterative approach for GUI design; this approach includes the

following steps:

Gather requirements for the GUI. This step includes identifying and outlining the
functionality that the application will need to include (from a user-interaction perspective)
and identifying and documenting the needed process steps and corresponding Ul
screens to fulfill the requirements.

Create GUI mock-ups for each Ul screen indicating the functionality and Ul layout for
each screen in the application.
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o Develop a GUI prototype based on the GUI mock-ups to test the usability and the layout
of each GUI screen. This step typically involves adjustments to and refinement of the
initial GUI design.

o Use the GUI prototype to gather user feedback. The GUI prototype is then shared with
end users to gather early feedback on the layout and usability of each screen before the
GUI is implemented within the application.

¢ Refine and implement the GUI. The GUI design is refined based on user feedback, and
then the GUI screens are implemented within the actual application.

¢ Conduct user testing within the application to identify areas of the GUI that may need
further improvement or re-organization.

2.3 Coding Guidelines

General coding guidelines provide the programmer with a set of best practices that can
be used to make programs easier to read and maintain. Unlike the coding standards, the use of
these guidelines is not mandatory. However, programmers are encouraged to review these
guidelines and to incorporate them into their programming style where appropriate

2.3.1 Inline Comments

Inline comments explaining the functioning of the subroutine or key aspects of the
algorithm should be frequently used. Inline comments promote program readability. They make
it easier for a person not familiar with the code to more quickly understand it. Inline comments
also help the programmer who wrote the code to remember details forgotten over time. This
reduces the amount of time required to perform software maintenance tasks.

As the name suggests, inline comments appear in the body of the source code itself.
They explain the logic or parts of the algorithm which are not readily apparent from the code
itself. Inline comments can also be used to describe the task being performed by a block of
code.

Inline comments should be used to make the code clearer to a programmer trying to
read and understand it. Writing a well-structured program lends much to its readability even
without inline comments. Use inline comments where they are needed to explain complicated
program behavior or requirements. Use inline comments to generalize what a block of code,
conditional structure, or control structure is doing. Do not use overuse inline comments to
explain program details that are readily obvious to an intermediately skilled developer.

2.3.2 Structured Programming

Structured (or modular) programming techniques should be used. “GOTO” statements
should not be used as they lead to “spaghetti” code, which is hard to read and maintain, except
as outlined in older Fortran standards and guidelines.
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2.3.3 Coding for Readability

There are many aspects to programming. These include writing software that runs
efficiently and writing software that is easy to maintain. These two goals often collide with each
other. Creating code that runs as efficiently as possible often means writing code that uses
tricky logic and complex algorithms, code that can be hard to follow and maintain even with
ample inline comments.

The developer needs to carefully weigh efficiency gains versus program complexity and
readability. If a more complicated algorithm offers only small gains in the speed of a program,
the programmer should consider using a simpler algorithm. Although slower, the simpler
algorithm will be easier for other programmers to understand.

2.3.4 Naming Conventions and Initialization for Variables

Variables should have mnemonic or meaningful names that convey the intent of their
use to a casual observer.

Variables should be initialized prior to their first use.

2.3.5 Variable Declarations

Variable declarations that span multiple lines should always be preceded by a type.

2.3.6 Program Statements

Program statements should be limited to one per line. Nested statements should be
avoided when possible.

2.3.7 Source Files

The name of the source file or script should represent its function. All of the routines in a
file should have a common purpose.

2.3.8 Classes, Subroutines, Functions, and Methods

Keep subroutines, functions, and methods reasonably sized. What constitutes a
reasonable size depends upon the language being used. A good rule of thumb for module
length is to constrain each module to one function or action (i.e., each module should only do
one “thing”). If a module grows too large, it is usually because the programmer is trying to
accomplish too many actions at one time.

The names of the classes, subroutines, functions, and methods should have verbs in
them. That is, the names should specify an action such as get_name or compute_consumption.
The use of slang, ambiguities, or innuendo should be avoided.
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2.3.9 Braces

In some languages, braces are used to delimit the bodies of conditional statements,
control constructs, and blocks of scope. Programmers should use either of the following bracing
styles:

for (int j = 0 ; j < max iterations ; ++3j)
{
/* Processing loop */

}
or the Kernighan and Ritchie style:

for ( int j = 0 ; J < max iterations ; ++j ) {
/* Processing loop */

}

The former brace style is more readable and leads to neater-looking code than the latter
style, but either use is acceptable. Whichever style is used, be consistent throughout the code.
When editing code written by another author, adopt the style of bracing used. Braces should be
used even when there is only one statement in the control block.

2.3.10 Parentheses

It is better to use parentheses liberally. Even in cases where operator precedence
unambiguously dictates the order of evaluation of an expression, it is beneficial from a
readability point of view to include parentheses.

2.3.11 Line Length

It is good practice to keep the lengths of source code lines at or below 80 characters.
Lines longer than this may not be displayed properly on some terminals and tools.

2.3.12 Spacing

The proper use of spaces within a line of code can enhance readability. Good rules of
thumb are as follows:

¢ A keyword followed by a parenthesis should be separated by a space from the
parenthesis.

e A blank space should appear after each comma in an argument list.

“ n

e All binary operators except “.” should be separated from their operands by spaces.
Blank spaces should never separate unary operators such as unary minus, increment
(“++”), and decrement (“--") from their operands.

e Casts should be followed by a blank space.
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2.3.13 Meaningful Error Messages

Error handling is an important aspect of software development. This not only includes
adding the necessary logic to test for and handle errors but also involves making error
messages meaningful.

If required, code to detect errors should be written. C and Fortran place the burden of
the error handling on the programmer. Object-oriented languages such as C++ and Java offer
exception handling utilities for handling errors.

Error messages should be meaningful. When possible, they should indicate what the
problem is, where the problem occurred, and when the problem occurred. A useful Java
exception handling feature is the option to show a stack trace, which shows the sequence of
method calls which led up to the exception.

Code which attempts to acquire system resources such as dynamic memory or files
should always be tested for failure.

Error messages should be stored in a way that makes them easy to review. For non-
interactive applications, error messages should be logged into a log file. Interactive applications
can send error messages to a log file, standard output, or standard error. Interactive
applications can also use pop-up windows to display error messages.

2.3.14 Compiler Warnings

Compilers often issue two types of messages: warnings and errors. Compiler warnings
normally do not stop the compilation process. However, compiler errors do stop the compilation
process, forcing the developer to fix the problem and recompile.

Compiler and linker warnings should be treated as errors and fixed. Even though the
program will continue to compile in the presence of warnings, they often indicate problems
which may affect the behavior, reliability, and portability of the code.

Some compilers have options to suppress or enhance compile-time warning messages.
Developers should study the documentation and/or man pages associated with a compiler and
choose the options which fully enable the compiler’s code-checking features.
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3. Graphical User Interface (GUI) Development Practices

To help ensure that STI's GUI-driven software applications are useable and useful, we
employ web and application design and GUI guidelines developed from a variety of sources;
mainly, those outlined in Research-Based Web Design and Usability Guidelines (U.S.
Department of Health and Human Services, 2006). This section generally describes STI's
approach to designing and implementing a GUI in web-based or stand-alone applications. In a
separate Ul specifications document to be delivered with IFTDSS release 2.0, we will include
the GUI design guidelines for IFTDSS.

3.1 Optimization of the User Experience

STI's IFTDSS website facilitates and encourages efficient and effective human-computer
exchanges. The IFTDSS design team’s overall goal is to reduce the user’s workload by taking
advantage of the computer’s capabilities. Users make the best use of websites when
information is displayed in a usable format and content organization is intuitive.

With IFTDSS, users can manage content based on data, projects, work flows, and
model runs. A project is a specific workspace environment that houses data and model runs to
address a particular need.

IFTDSS has been developed around the concept of work flows, with each work flow
organizing the tools and models needed to complete a specific task. The work flows represent
the business needs of the fuels treatment community and were developed through ideas and
feedback from the fuels treatment planning community. Within IFTDSS, work flows are task
sequences that are consistent with how users might typically do their work, that have
terminology that is readily understandable, and that do not overload users with information.

3.2 Accessibility

Websites should be designed to ensure that everyone, including users who have
difficulty seeing, hearing, and making precise movements, can use them. Generally, this means
ensuring that websites facilitate the use of common assistive technologies. While Section 508
Federal Accessibility Standards (U.S. Department of Agriculture, 2003) address all accessibility
issues in designing a website, IFTDSS developers focused their attention on the issues directly
related to achieving the goals of the website. Some of the major accessibility standards
addressed by IFTDSS include

e Provide text equivalents for non-text elements

Ensure that scripts allow accessibility

Provide frame titles

Enable users to skip repetitive navigation links

Ensure that website elements are compatible with non-color printers
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3.3 Hardware and Software Considerations

Just as designers consider their users’ needs for specific information, designers must
also consider any constraints imposed on them by their users’ hardware, software, and speed of
connection to the Internet.

Within the constraints of available time, money, and resources, it is usually impossible to
design for all users. Therefore, IFTDSS developers identified the hardware and software
primarily used by the target audience to create a design that maximizes access to and
effectiveness of the website.

IFTDSS runs on the major web browsers currently in use. These include Internet
Explorer (version 8.0 or above), Firefox (version 4.0 and above), and Chrome. IFTDSS also
works well with the most popular operating systems, including Windows XP, Windows 7, and
Mac OS X.

3.4 Overall Layout and Design of the GUI

All webpages should be structured for ease of comprehension. This includes putting
items on the page in an order that reflects their relative importance to users. Knowing this,
IFTDSS developers focused considerable attention on the website layout. The layout of the
user interface consists of a header, which extends across the total available width of the screen;
a content area, which takes up 75% of the total available width of the screen; and a footer,
which replicates the links in the header and extends across the total available width of the
screen.

Screen elements are consistently aligned on each page, with the appropriate amount of
white space shown on each page. Page lengths were considered, in that pages should be long
enough to adequately convey the information, but not so long that excessive scrolling is a
problem.

3.5 Application Structure and Navigation

The terms “application structure” and “navigation” refer to the methods used to find
information within a website. IFTDSS website’s application structure and navigation scheme
allow users to find and access information efficiently and effectively. To facilitate navigation,
major features and areas within the system are accessible from both the Home page and
through tab navigation along the top of every main screen. IFTDSS contains differentiated and
grouped navigation elements and uses appropriate menu types for different processes and
pages. Itis also important to create a common website-wide navigational scheme to help users
learn and understand the structure of the website. In consideration of this, the IFTDSS header
and footer design incorporates the same navigation scheme on all pages of the website. In
addition, a bread crumb bar is added to the header on pages that are multiple levels deep.
These bread crumbs aid the user in visualizing where they are within the system and provide a
mechanism for retracing their navigation steps.
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3.6 Organization of Functionality and Information

It is important to ensure that the information within a website is clearly organized. This is
especially true in IFTDSS, since users can develop and access individualized project pages
over time. The IFTDSS web application presents information structured around the business
needs of fuels treatment planning. Information is organized at the website level, page level, and
paragraph or list level. Organizing content includes putting critical information near the top of
the site, grouping related elements, and ensuring that all necessary information is available
without slowing the user with unneeded information or navigation steps. In addition, the
IFTDSS web application makes use of tables, graphics, and map visualization techniques to
help aid in the interpretation and understanding of information.

3.7 Choice of Font, Design Elements, and Consistency

There are several approaches related to text characteristics within IFTDSS that help
ensure that the website communicates effectively with users:

e Use familiar fonts (for example, Arial or sans serif) that are at least 12 points.
e Use black or dark colored text on plain, high-contrast backgrounds.

e Use background colors to help users understand the grouping of related information.

Even though it is important to ensure visual consistency, steps were taken within
IFTDSS to emphasize important text. Important text includes text in which user interaction
activities are required, such as headings for input parameters and links for data file extraction.

3.8 User Help and Documentation

User help and documentation is topic-oriented and reference information is accessible
through every page in IFTDSS. Like most website help systems, IFTDSS User Help presents
information on a broad range of subjects, including fuel and fire models background information,
definitions of fire model input and output parameters, and general explanations of concepts that
help users know how to use IFTDSS.

Through the use of a Help icon embedded in the header on each page, users have
access to the entire collection of IFTDSS help topics and documentation (which are all
contained within a single, searchable online help system) at any point on the website. In some
areas that cover specific functionality and topic areas, context-sensitive help links have been
added to navigate users directly to specific help topics in the online help; topics that are relevant
to the IFTDSS page the users are on.

The user help follows the usability and accessibility guidelines described earlier in this
section, including such approaches as

e Dbread crumbs to assist navigation

° strong color contrasts
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e compatibility with gray-scale printing

e the appropriate use of white space

e consistency in appearance and design from one topic page to another
e a professionally created glossary and index

o flexible (instead of fixed) page and table sizes

e familiar fonts that are readable and resizable
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4. Quality Assurance, Build, and Release Practices

4.1 Software Quality Assurance

STI recognizes that quality assurance (QA) is a vital component of software
development. A QA program must be developed in conjunction with software development and
planning to ensure the functionality and accuracy of the software. All software is tested using a
combination of unit- and system-level test procedures. Unit-level tests provide a means of
testing specific system features with large data sets that allow stressing individual features of
specific software components. System-level tests provide the best means of verifying the
overall functionality and performance of the software.

e Unit testing is a method by which individual units of source code are tested to determine
whether they are fit for use. A unit is the smallest testable part of an application. A unit
could be an entire module, but is more commonly an individual function or procedure.
Unit tests are typically written and run by software developers to ensure that code meets
its design requirements and behaves as intended.

e System-level testing is the process of running manual tests. These tests are run by
Software Quality Assurance Engineers and Analysts to ensure that the software is
functioning correctly, that the software meets performance standards, and that the user
interface is efficient and easy to use.

Testing focuses on verifying that user interaction with the software produces the
expected functionality described in the software specification. System-level testing includes
verifying the functionality of all controls and menus; ensuring the existence and accuracy of
error messages; verifying graphical displays and tabular reports; and checking the correct
labeling of controls and other important software features.

4.2 Review Guidelines

Reviews are performed in accordance with STI project management plans. This section
describes the various types of reviews that may be required in an STI software development
project.

4.2.1 Formal Reviews

All designs should proceed through a three-stage review process:
7. Design Requirements Review
8. Preliminary Design Review
9. Final Design Review

All reviews are (or should be) of complete subsystems, which include hardware as well
as the software necessary to meet requirements.
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4.2.2 Informal Reviews

Software developers work as an integral part of a team with other members of the
development team and the scientists assigned to the project to provide a tightly integrated,
functional product. As part of this interaction, informal reviews are conducted within the team of
scientists and engineers.

4.2.3 Design Walkthroughs

This is an informal method used to determine the completeness of a design. The
designer conducts the review with attendees representing all affected interfaces. This method
can also be a forum for the verification of requirements.

4.2.4 Code Walkthroughs

Design verification is the primary goal of code walkthroughs. A secondary goal is to
check compliance with the adopted software style, which is important for long-term maintenance
of the code. Code walkthroughs are particularly important for complicated logic, often found in
distributed and/or real-time systems. These walkthroughs are typically held within the
development team.

4.2.5 Component Informal Reviews

These reviews are frequent, and are intended to allow software to be seen “with a
second set of eyes.” They occur during work in progress to help verify functionality and
capabilities of the code; these reviews can prevent a long development from using up a fair
fraction of the schedule prior to a review. Informal reviews also help ensure that more than one
person is familiar with software components.

4.2.6 Scientific Review

For software components that use scientific algorithms, subject matter experts (SMES)
are assigned to review the software to verify that the algorithms have been correctly
implemented and to ensure that the product meets the needs of the intended user community.

4.2.7 Senior Reviews

All software and related documentation are reviewed by a member of the senior
management staff before it is released for beta testing or production.

4.2.8 Beta Testing

Beta testing is performed by a select group of testers from the intended user community.
A feedback process is established to solicit comments on the software and to resolve those
comments that are within the scope of the project. An example of this process for the IFTDSS
project is summarized in Appendix A.
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4.3 Version Control, Build, and Release Practices

All software source code and appropriate documentation is maintained in STI's
Subversion® source control system for archiving and version control purposes. Continuous
integration (Cl) of software using tools, such as Jenkins Cl Server?, are used to build the
software and support regression testing of new releases of software to verify that previously
tested functionality has not been adversely affected by changes in the system. STI uses the
JIRA? issue-tracking and change-control system to manage reported bugs and feature
enhancement requests.

In the IFTDSS project, a series of computing platforms are used to develop, test, and
release the software.

1. Development Platform - Developers develop on their own workstations.

2. Continuous Integration Server — This platform is where the software is built on every
source code commit, so that the automatic tests suites can run against it and notify the
developers if the commit failed in a real server environment. This server restarts
frequently.

3. QA Server — This server doesn’t restart all the time like the Cl server does, so testing
can proceed without interruption.

4. Preview Server — This server exposes the software to select users outside the company
for beta testing.

5. Production Branch Server — This is a copy of the production server where hot fixes can
be deployed and verified without affecting the production server.

6. Production Server — This server hosts the current release of the software and is
accessible by the user community.

Generally, all software moves from development platforms to production servers in the
sequence indicated above. All testing and review, except beta testing, is performed before
releasing the software to the preview server. Any changes made as a result of the beta testing
are tested and reviewed before the software is released to the production server.

! Subversion is an open-source, centralized version control system characterized by its reliability as a safe haven for
valuable data; the simplicity of its model and usage; and its ability to support the needs of a wide variety of users and
Erojects, from individuals to large-scale enterprise operations. See http://subversion.apache.org

Jenkins Cl is an open-source continuous integration server that provides over 400 plug-ins to support building and
testing software. See http://jenkins-ci.org/
}JIRAIs a tracking system designed for development teams. It is used to track bugs and tasks, link issues to related
source code, plan agile development, monitor activity, report on project status, and more. See
http://www.atlassian.com/software/jira
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System Acceptance Test Plan (Draft)

The purpose of the System Acceptance Test Plan is twofold. First, this plan lays out the
process by which each new release of IFT-DSS, beginning with v. 0.4.0, will be delivered by STI
to the government. It is then the responsibility of the government team to test, critique, and
finally accept the release as having met the contract obligations. The second part of the System
Acceptance Test Plan is to provide a process by which the NWCG Fuels Management
Committee (FMC) can certify that the fuels treatment workflows offered within IFT-DSS provide
a scientifically and managerially acceptable tool for agency fuels treatment planners and
analysts to use in their formal and accountable work. In short, the FMC will certify that a
particular workflow and how it is implemented provides a scientifically credible and managerially
acceptable fuels treatment analysis and planning process.

System Version Acceptance Process

e The government team will consist of Mike Rauscher, Brad Harwood, and 2-4 members
of the FMC IFT-DSS Subcommittee. Mike Rauscher and the subcommittee members
will test and evaluate each new version of IFT-DSS, beginning with version 0.4.0, for the
following:

— Does the new version implement the functional design of each workflow as described
in the currently existing workflow design documents?

— Does the new version implement the workflows so as to meet the functional needs
as evaluated by the Test User Group? Experience has shown us that even though
members of the Test User Group were instrumental in designing the workflow
scenarios, once we implement the first version of one, they invariably request
changes and modifications to make the implementation more useful to them.
Change requests are classed as: (1) minor software or user interface related
changes; (2) more substantial changes to functionality; and (3) radical changes that
go beyond the original functionality described for the workflow. The System Version
Acceptance Process will only consider those change requests in category 2 above
that have been approved by the subcommittee to be implemented in the version of
IFT-DSS being considered for acceptance.

— Does the software code follow the contract guidelines with regard to defined coding
practices as well as documentation practices?

o STl will supplement each new version of IFT-DSS with testing and evaluation
suggestions and test data sets designed to help the government team perform the
review. Details of this will be worked out when version 0.4.0 is ready for testing.

Workflow Accreditation Process

The purpose of the workflow accreditation process is to make sure that the workflow
scenarios implement reasonable and defensible processes in support of fuels treatment
analysis and planning. By reasonable and defensible we mean: the implementation of each
functional workflow scenario uses already existing software base models, these base models
are currently used by a substantial percentage of the entire agency user community as





documented by the two available user surveys, and the design of the workflow scenario has
been guided, reviewed and accepted by the IFT-DSS Test User Group as well as other
independent reviewers. It must be understood that the IFT-DSS Team cannot claim that any
given workflow is the scientifically and managerially best possible process that could be
implemented. There may exist better science base models that are not in common use and
whose developers are still not known to the IFT-DSS team at the time of development. These
newer, untested base models will need to demonstrate their superiority and then enter the
gueue to be implemented in future versions of IFT-DSS.

It will be the responsibility of the IFT-DSS subcommittee to establish a process to
achieve this workflow accreditation. The subcommittee is still forming at the time of this
draft. The IFT-DSS development team will assist where possible and as requested.

The following outlines a possible process for achieving the workflow accreditation:

Mike and Stacy will work with developers and users to refine work flow scenarios and
requirements

The work flow scenarios and requirements will be sent to the FMC subcommittee
and John C. for review

After reviewed and approved, the work flow functional specifications will be given to
Paul N. and the development team

The development team will design and implement work flows

The development team will release versions of IFT-DSS for internal testing

After internal testing is complete, the software will be released to the test user group
for feedback

The test user community will review the system and provide feedback.

The feedback will be logged into JIRA and reviewed by STI

Feedback reports are provided to Mike and Brad and feedback is prioritized

Brad provides direction to STI regarding what feedback is addressed — this should be
documented as well.

The first workflow to undergo this accreditation process will be the Prescribed Burn
Workflow as implemented in IFT-DSS version 0.4.0






|

Sonoma Technology, Inc.
Air Quality Research and Innovative Solutions

Testing and Refinement Plan for the Interagency Fuels Treatment
Decision Support System Phase IV Development

Summary of Tasks to Complete Version 2.0 of IFTDSS
Presented to the Joint Fire Science Program
June 1, 2012

Introduction

The Joint Fire Science Program (JFSP) has funded Phase IV of the Software Tools and
Systems (STS) Study for the implementation of the Interagency Fuels Treatment Decision
Support System (IFTDSS) Version 2.0, which is scheduled for release in October 2012. In
parallel with this software development effort, we are working with a group of test users to solicit
feedback on the functional aspects and usefulness of IFTDSS for applied fuels treatment
planning.

To ensure that the IFTDSS Version 2.0 is useful for end users and is as stable as
possible, funds were set aside (as part of the July 2011 contract modification) for additional time
and resources for testing, software enhancements, and refinements based on user requests
and feedback received during the past year. This document serves as the Testing and
Refinement Plan (a deliverable listed in the July 2011 contract modification); it describes the
software enhancements to be made based on user feedback over the past year. These
enhancements will be implemented in Version 2.0 of IFTDSS.

When the original Phase IV contract was initiated in June 2010, it contained tasks
associated with transferring the IFTDSS to a Government host agency. As of now, a host
agency has not been identified. As a result, these associated tasks have not been completed
and will not be completed by October 2012. The JFSP has requested that the funds from these
tasks be re-allocated to software enhancements requested by test users and to system
improvements based on user feedback. This document also summarizes the re-allocation of
funds from tasks that will not be completed to software enhancements that are within the scope
of the contract and will be completed by October 2012.

Once reviewed and approved by JFSP, the Phase IV Project Management Plan and
Work Plan will be updated to reflect the work tasks to be completed from June through October
2012, and this document will be added as an appendix to that work plan.

Summary of Funds Available and Proposed Allocation of Project Funds

Two sources of funds are currently available for allocation: (1) funds from the Testing
and Refinement task as outlined in the July 2011 contract modification, and (2) funds from tasks
in the original statement of work that were associated with the transfer of IFTDSS to the
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Government, tasks which will not be completed by October 2012. Table 1 summarizes the
funds available for allocation to other tasks.

Table 1. Summary of the funds available for allocation to other tasks.

Budget
Original | Spent or
Budget To Be

Spent

Available
for
Reallocation

Description

Set-aside funds designated in the July
Testing and Refinement | 2011 contract modification to address | $140,000 $0 $140,000
user feedback

Task 6 from original contract; funding
to provide technical software support
to the Government following the
transfer of the system

Technical Support $27,952 $2,795 $25,157

Task 8 from original contract; funding
to release iterative versions of
IFTDSS for test users; transfer
iterative versions to the Government’s
computer systems; and provide
accompanying documentation

Technology Transfer $132,497 | $84,357 $48,140

During recent planning discussions, it
was decided that the FlamMap-TOM
Model Savings and the risk model developed by Alan $50,000 $0 $50,000
Ager will not be implemented for
Version 2.0

Total Available for Reallocation to Other Tasks $263,297

During recent planning efforts, the IFTDSS management team arrived at a list of tasks
needed to complete the development of IFTDSS Version 2.0 by October 2012. Some of these
tasks were clearly defined in the original June 2010 contract and some are the result of user
feedback requests that were not specifically defined in the contract or that have required
additional work to complete. Table 2 provides a summary of the tasks remaining to complete
Version 2.0 and the proposed allocation of available funds to address user feedback and critical
development needs.

Many of the tasks listed in Table 2 are currently in development and will be completed by
October 31, 2012. Upon acceptance by the JFSP, this document will serve as the final list of
tasks to complete IFTDSS Version 2.0. The Phase IV Project Management Plan and Work Plan
will be updated and finalized accordingly.
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Table 2. Summary of the tasks remaining for IFTDSS Version 2.0 and the proposed

reallocation of available funds.

Task by Work Flow Iltem Source Allocation
Data acquisition and preparation tools
Activate 2008 LANDFIRE landscape data User feedback | $ 25,000
Activate Scott and Burgan 40 fire behavior fuel models in LANDFIRE data User feedback | $ 10,000

Ingest output from FSVeg analyzer (imputed treelist data)

Original budget

Ingest NTLL layer

QOriginal budget

Integrate weather data from FireFamily+

Criginal budget

Gridded wind data from WindNinja

QOriginal budget

Expand project size limit

New work

See footnote

Populate fuel loadings using the DPS or FCCS User feedback | $ 15,000
Prescribed burn planning

Complete auto-fill functionality User feedback | $ 15,000
Hazard analysis

Convert treelist data to .Icp for use in hazard analysis QOriginal budget

Simulate fire growth using MTT Criginal budget

Run Consume across the landscape to simulate fire effects User feedback | $ 15,000
Risk assessment

Convert treelist data to .Icp for use in risk assessment Original budget

Simulate fire growth using MTT; alternative way to assign risk using MTT and an

ignition Original budget

Spatially explicit placement of fuels treatment (assignment and simulation work

flow)

Simulate fuel treatments; give user a choice of fixed fuel treatment and let the user

draw fuels treatment polygons and assign prescriptions Criginal budget

Simulate current and post-treatment conditions using FVS (SVS for visualization) Additional work | $ 30,000
Fuels treatment effectiveness over time on a stand level

Simulate vegetation growth over time using FVS (SVS for visualization) Original budget

Treatment optimization using OptFuels Solver Additional work | $ 10,000

Collaboration features

Ability to find other users in an area of interest

Original budget

Ability to publish a project for others to view (read-only)

QOriginal budget

Connection to BlueSky (emissions scenario file exchange) New work See footnote
General software framework

GIS enhancements (cross-browser compatibility) Allocation $ 55,000
Treelist and fuelbed editing QOriginal budget

Downloadable version of IFTDSS (for subset of FERA tools) New work See footnote
Non-Software Development Tasks

Version 2.0 planning meeting (Stacy and Mike in Asheville) New work $ 10,297
Update/enhance overview material in online help system QOriginal budget

Help for all work flows Original budget

Help desk information Original budget

Models and component documentation New work $ 28,000
Additional case study examples User feedback | $ 25,000
Update workflow document New work $ 25,000

Develop NTLL layer with LANDFIRE

QOriginal budget

Complete Developer's Guide and software developer's kit (SDK)

Original budget

Test user group interaction

QOriginal budget

STS Study Phase IV report

New work

See footnote

Total Allocation

$

263,297

Note: These tasks are new work, based on user feedback; each task is described and budgeted in the

contract modification proposal submitted to JFSP in May 2012.






